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PyKoBOACTBO Mo Knbep3awure

O naHHOM pyKOBOACTBE

Knbepataku Ha noaknoueHHoe K VIHTepHeTY nporpamMmHoe 1M annapatHoe obecrneyeHue sBAAIOTCS
pacTywen npobseMont. B nocneaHve roabl 3710yMblLLJIEHHUKM BCE Yalle BbIMCKUBAIOT C/labble 3BeHbSA B
nepumeTpe 6e30MacHOCTU ANS AOCTYNa K KPUTUYECKUM MPUSIOKEHUAM U KOHMDUAEHLMANIbHBIM
AAHHbIM. TeXHONOrMN BUAEOHAONIOAEHNS ABMAIOTCA BAXHOM 4acCTblo CUMCTEM 6e30MacHOCTU JobbIX
0O6BEKTOB M 4YaCTO BCTPaMBAOTCA B pacnpenesieHHble KoprnopaTuBHble ceTu. [Mo3Tomy ycTponcTea
BMAEOHAbNOAEHUS BCe Yalle CTAHOBATCA OObeKTaMu CKOOPAWHUPOBAHHbLIX KMbepaTak. MNpuHAB BO
BHMMaAHMe 3Ty HOBYH TeHAEHLUMUI0, KomnaHuas MOBOTIX pa3paboTasna KOMMJIEKT BCTPOEHHbIX
MHCTPYMEHTOB U (DYHKLMIA, KOTOPbIN NO3BOAAET agMUHUCTPaTopam NT-6e30NacHOCTM HacTpanBaThb
Kagoe yCTPOWCTBO B KauyecTBe 4YacCTW MHOrOYpPOBHEBOW cCuUCTeMbl KnbepbesonacHoCTU. DTu
WHCTPYMEHTbI, WUCMOJib3yeMble COBMECTHO C APYruMM 37eMeHTamu 6e30MacHOCTM, TaKUMUK Kak
6paHAMay3pbl U CErMeHTaLNA CeTU, MOTYT YMEHbLNTb MOBEPXHOCTb aTaKN, MPUXOAALLYIOCA HA A,0J10
YCTPOWCTB MOBOTIX, B pamMkax MOAUTUKKM bHe3onacHoro poctyna Ans aAMUHUCTPATOPOB U
nosb3oBaTtesnen.

B 3TOM pyKOBOACTBE MpeAcTaBiieHbl NPaKTUYeCKUe peKoMeHAauUuUu No HacTponKe YCTPOMCTB
MOBOTIX ansa obecneyeHUs MAaKCUMaJibHOWM 3alLUTbl OT KMbepaTak, a TakKe pekomMeHpauuu no
3¢ dheKTUBHOMN NpaKkTUKe co3aaHua 6besonacHo NHGPaCTPYKTypbl BUAeOHabNoaAeHNA.

I'IpwmeanMe. HacTtosuuni AOKYMEHT npeaHa3sHa4yeH Asaa O3HAKOMJIeHUA OTBETCTBEHHOIro aAMUHUCTpPAaTopa
CO BC€MU BO3MOXHbIMU MepaMu 3alunTbl cuctembl MOBOTIX. YuunTbiBas ocobeHHOCTU Pa3NYHbIX obnacTteu
npuMmeHeHna wn BO nsbexaHune HeonpaBAaHHOIro WU3MeHeHUA KOHd)VIpraLLVIVI, MOXeT OKa3aTbCA
HEU,EHECOO6pa3HbIM BbIMOJHATbL BCE Npoueaypbl, ONNCaHHbIE B3TOM PYKOBOACTBE.

O6wasn nHpopmaumsa. KomnaHus MOBOTIX He HeCET OTBETCTBEHHOCTU 3a TEXHMYECKME OLIMOKM, ONeyaTKun 1
NpOmnycKMu.

YBegoMmneHne o6 aBTOpcKkuMx npaBax. Bce npaga 3awmuieHbl. Hagnuce MOBOTIX, norotunbl MOBOTIX AG u©
MxAnalytics ABNSIOTCA 3aperMcTpUpPOBaHHbLIMM TOBAPHLIMM 3HAKaMu KoMmaHuu MOBOTIX AG B EBpomnenckom
cotose, CLUA n gpyrux ctpaHax. © MOBOTIX AG, 2018.
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PykoBoACcTBO Mo Kubep3auimre

HacTpounka kamepbil

1. CBoeBpeMeHHO 06HOBNANTe BCTpoeHHoe MO kamep
BctpoeHHoe O MOBOTIX MoxHO 6ecnfiaTHO 3arpy3uTb Ha Hawem canTe: www.mobotix.com >

Moanepxka>Download Center
He 3HaeTe, kak noctynuth? ObpaTuTech K cieaylolen KpPaTkon WMHCTPYKUMKU: www.mobotix.com >

MNoapepxka > Download Center > JlokyMeHTaLLMa > bpowwopbl 1 HbDOpMaLUng > KpaTkas UHCTPYKLIMS >
Mx_CG_FirmwareUpdate.pdf

2. BoccTaHOBUTE 3aBOACKNE HACTPOMKM
Admin Menu > KoHdurypaums > Cépoc KoHpUrypaLmm 40 3aBOACKNX HACTPOEK

MOBOTIX ¢26 mx10-24-47-126 Live oo
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Camera Administration . %
: o imaps rancler ang cihe obs

Configu

System Update * Update System Software
General Tasks « Raboot the camera.

Security Browsers retain password nformation unel they are closed completely. To pravent unauthorized use of protected pages, make sure that you close all browser windows at the end of your session. Faling 10 do
Warning: 50 will leave the password in the browser cacha and other Lsers may manpulate your camera(s)!
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PykoBoACcTBO Mo Kubep3auimre

3.CMeHUTe Naposib aAMUHUCTPATOPA, YCTAHOBJIEHHbIN MO YMOJTYaHUIO
Admin Menu > be3onacHocTb > [Monb3oBaTenn n naponu

£ € MOBOTIX M16 mx10-22-7-12 Users and Passwords

User Group Password Confirm Password Remark/Action

admin admins B “ese s ~IRemove

undefined

Mpu nepBoM BbI30BE KaMepbl Maposib MO YMOAYAHUIO "meinsm" He0BbX0AMMO BCeraa MeHsTh.

3aKOHUYMB HACTPOWMKY Y4YEeTHbIX AaHHbIX MOJib30BaTeNiel, Naposielt U rpynn, cienyeT obs3aTesibHO
COXPAaHWUTb napameTpbl B MOCTOAHHOW NaMsATW Kamepbl. B npoTMBHOM criyyae u3MeHeHHas
KOHbUrypauus byaet AelcTBOBaTb TOMLKO A0 CleAylolLed nepesarpy3ku kamepbl. MMonb3ynTech
KHOMKOW Close B 3aK/IIOYUTENbHOW YacTU AMaNOroBOr0 OKHA: MOC/e Ha)xaTus Ha 3Ty KHOMKY cuctema
aBTOMATUYECKN NpeasiaraeT COXPaHUTb KOHGOUTypaL Mo B MOCTOAHHON NaMATY KaMepbl.

XpaHuTe nHopmaLnio 0 CBoeM napoJsie B HagexXHOM MmecTe. Ocoboe BHMMAHUE HY)KHO 00paTUTb Ha TO,
yTOObl COXPaHNUTb NApPOsb XOTA 6bl OAHOI0 MOJIb30BATENA M3 FPYMNMbl AAMUHUCTPATOPOB. be3 napons
JOCTYN K KaMepe C npaBamMu aAMUHUCTPATOPa CTAHOBUTCS HEBO3MOXHbIM, 2 060MTH Naposb Heb3A.
TakXe HEeBO3MOXHO MOJYYMTb NAPOJb M3 AAHHbIX KOH(UIypauum, COXpaHeHHbIX B MOCTOSHHOWM
namaTu.

MpaBuna co3aaHnA HageXHoro napons

« icnonb3yinTe He MeHee 8 CUMBOJIOB (M He Bonee 99)

Mo MeHbLLIEeN Mepe 0ANH CUMBOJI B BEpXHEM perucrpe

« Mo MeHblLEeN Mepe OUH CUMBOJI B HUXKHEM PErucTpe

Mo meHblUEN Mepe oaHa Undpa

« o MeHblUen Mepe OANH CNeLNaNbHbIA CUMBO: ! “# 5% &' () *+,-./;<=>2@[\]~_"{|}~
«He ncnonb3yinte obbIYHbIE C/TOBA U AT

Monutuka cbpoca napons: eciM Naposib aAMUHUCTPATOpa bosblue He AOCTYMNeH, Kamepa A0JKHA
6bITb COpOLIEHa Yepe3 MOBOTIX 3a AOMNONIHUTESbHYIO NaTy!

4. Co3aanTe HECKOJIbKO FPynn Nosib30BaTesieil C pa3HbIMU NpaBaMu

Admin Menu > be3onacHocTb > MNosb30BaTeNM Y NAPON

Mo 60/bWOMY CYETY HEKOTOpPbIE NMpaBa 00JbWIMHCTBY MOJb30BATENEN HE HYXKHbl. MOXXHO CO34aTb He
bonee 25 rpynn nosb3oBaTesel C NOMOLLbI CTPaHMLUbl Admin Menu > Group Access Control List.

5.Co3naMTe HeCKOJIbKO MO0JIb30BaTe/IbCKMX YUYETHbIX 3anucem U MNpuuYncianTe ux K
COOTBETCTBYIOLWUM rpynnam

Admin Menu > be3onacHocTb > [lonb3oBaTenn n naponu

Bcerpa »enaTefibHO CO34aBaThb YYETHYIH 3amnucb MOJb30BaTeNs A8 KaXKAOro JuMua, KOTOPOMY
paspelleH A0CTyn K Kamepe. MOXHO co3aaTb He bHonee 100 yyeTHbIX 3anuceln MNoJib3OBaTesen.
JleicTBuMs, BbINMOSIHAEMble YNOSHOMOYEHHbIMWU MOJIb30BaTENIAMMU, PErMCTPUPYIOTCA B daiie XypHana
Beb-cepeepa: Npy BO3HMKHOBEHUWN PA3HOI1IACUI 3TO MOMOraeT ONpPeae/nTb, «<KTO YTO cAenan».

I"Ipanma CO34aHNA HaAeXHbIX naponeﬁ CM. BblLIE.
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PyKoBOACTBO Mo Knbep3awure

6.3anpeTtuTte 06WMI pocTyn
Admin Menu > be3onacHocTb > CNUCKM KOHTPOJIA A0OCTyNa rpynn

/ﬁ 4 MOBOTIX M16 mx10-22-7-12 Group Access Control Lists 00
Browser Screen / View MxMC & VMS | Configuration

Access Rights  Guest Live Player Multiview PDA |cvort | HTEP | agmin Isn;:;?: ::::‘;

Public Access - - - - - - - - - Disable all

Groups 2:::‘;“

admins /

es_admins - B B B B B B - B B

es_guests B B B B B B B B B B

es_users B B B B B B B - B B

www_guests B - - B B - B B B B

WWW_users - - - -

Open Users and Passwords to manage users and to assign groups.

O6wuin oocTyn nNo3BosiseT obpallaThCs K onpeaesieHHbIM pecypcam Kamepbl 6e3 ayTeHTUdUKaLuum.
HacTosTenbHO pekoMeHAyeTca 3anpewaTtb o6WuiA A0CTyn, 4Tobbl MOCTOPOHHME He MOTrau
NpoCMaTpPMUBaTh NPAMYIO TPAHCALMIO, BECTU 3aNNCb UKW YNPABAATb KAMEPON (HanpuMep, U3MEHATb
KOHMUTypaLUIo UKW BINMOMHATL Kakue-nMbo AencTeuns).

7. AKTUBUPYWNTE CNMUCOK KOHTPOJIA AOCTyna no IP
Admin Menu > Be3onacHocTb > OrpaHuyeHmne 40CTyna Ha OCHOBe IP-aapeca

£\ €@ MOBOTIX ¢26 mx10-24-47-126 IP-Level Access Control 00
Access Control Configuration

WARNING: A faulty access configuration may render the camera inaccessible!

Access Control Enabled E Enable or disable Access Control.
Access Rules for Allow
Mode IP Address/Subnet/Domain Examples
Allow a 192.168.1.163 192.168.1.163, 192.168.1.0/255.255.255.0, ftp.mobotix.com
Allow 192.168.1.163, 192.168.1.0/255.255.255.0, ftp.mobotix.com
Access Rules for Deny
Mode IP Address/Subnet/Domain Examples
Deny E 192.168.1.163 192.168.1.163, 192.168.1.0/255.255.255.0, ftp.mobotix.com
Deny E 192.168.1.163, 192.168.1.0/255.255.255.0, ftp.mobotix.com

If no match is found:

Allow Access from all IP addresses/subnets/domains not listed above.

Set Factory Restore Close
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PykoBoACcTBO Mo Kubep3auimre

Jnanorosoe okHO Access Control No3BoNAeT yCTaHABAMBATL IP-agpeca, NOACETU U LOMEHHbIe MMeHa, C
KOTOPbIX pa3pelleH (Uaun 3anpeLleH) 4oCTyn K KaMmepe. B 3Tol dhyHKLMM KOHTPOAA A0CTyNa K Kamepe
MCMNOMb3YeTCs YPOBEHb NMPOTOKONA IP. dyHKLMA He 3aBUCUT OT ayTeHTUdUKALMN NOSb30oBaTENS MO
naposito (Ha ypoBHe nMpoTokosa HTTP) n npeBanupyeT Hajg ayTeHTUduMKaumen no naponto. Ecnm ¢
KaKoro-nmbo KomnbloTepa HeT AO0CTyrna K KaMepe Ha ypoBHe IP, TO C MOMOLLbIO 3TOr0 KOMMblOTEPA
HEBO3MOXHO CBA3aTbCA C Kamepon. EcnM Ha KomnbloTepe ecTb AOCTYN K Kamepe Ha ypoBHe IP, To
ayTeHTUdUKALMA MO NAPOSIO ABNAETCA CNeAYOWMM 3TarnoM (3TO OTPaXeHO B AMANOrOBOM OKHe Users
and Passwords).

8. AKTuBMpyNTe ObOHapyXeHMe HeCaHKLMOHWPOBAHHONO AOCTyna (C yBeAOMJIeHUEM WU
610KMpPOBKOW NoAo3pUTesNibHOrO IP-aapeca)

Admin Menu > KoHdurypaums cetu > Beb-cepsep (ans akcnepTos) > HacTpolku pyHKLUN 0BHApYKeHUs
HenpeaycMOTPEHHOrO NOsBAEHUS

Intrusion Detection Settings
E“ab'eJZ{Lﬁ;gﬂ Send notification on repeated unsuccessful login attempts.
Notification threshold 7 Number of unsuccessful login attemps that will trigger a notification. Minimum value is 5.

Idle timeout in minutes. Leave empty to use the default (60 minutes). Subsequent
accesses of a client within this timeout are logged as one access with the date of the
first and the last access and a counter is incremented. (See "More" view of Web Server
Logfile

Deadtime between notifications. Leave empty to use the default (60 minutes). Set to
zero to trigger a notification at every login attempt once the threshold has been reached.

Timeout 60 Minutes

Deadtime 60 Minutes

Block IP address of offending HTTP client using IP-Level Access Control when
Block IP Address threshold has been reached. Blocking is temporary until next reboot. This function takes
only effect if IP-Level Access Control is enabled.

- et X A E-Mail Profile:
E-Mail Notification | AlarmMail Send image by e-mail. (E-Mail Profiles)
. - IP Notify Profile:
IP Notify |_off Notification by network message using the TCP/IP protocol. (IP Notify Profiles)

OTa dyHKuMA obecrneynBaeT aBTOMATMYECKYIO 3aWMTy OT aTakK. Ecim 3n0yMblWAEHHMK MOMbITaeTCs
Nony4YnTb AOCTYN K Kamepe C MOMOLLbIO «rPybol Cubl», Noabupas MMeHa Mosib3oBaTesiel U Naposu,
Kamepa OTNPaBUT OMOBELLEHME WU ABTOMATMYECKM 3abS0KUpYyeT MOA03PUTENbHbLIN IP-agpec nocne
onpeneneHHOro KoJIMyecTsa HeygauHblX MOMbITOK.

9. Y6EAMTECI:, yTo Be6-CKaHI/IPOBaH ne 3anpeileHo
Admin Menu > HaCTpOVI KN CTpaHnL, > A3bIK M HAYaNbHas CTpaHuLa > Oonuunn CTpaHULbl
Page Options

Language en Select the language for the dialogs and the user interface.

Image Pull-Down Menus = Show B Show or Hide the pull-down menus for image settings on the Live page.

Refresh Rate for Guest Maximum  Default

Access  21ps 1tps Maximum and default image refresh rate on the Guest page.

Refresh Rate for User Maximum  Default

Access 30 fps B 16 1ps B Maximum and default image refresh rate on the Live page.

Default operating mode of Live page. If you select ActiveX, the control will also be used

Operating Mode | Server Push to play event images on the Player page.

Allows to select the frame rate for low-bandwidth connections per client/orowser
Preview Button | Hide B separately from the full-size frame rate settings. Requires cookies to be enabled in your
browser.

Web Crawler Restrictions = Crawling forbidden Allows web crawlers and search engines to scan the contents of the camera’s webserver.

Mcrnonb3ys 3TOT napamMeTp, MOXHO 3anpeTuTb MOWCKOBbLIM CUCTEMAM, APYrMM aBTOMaTUYEeCKUM
poboTam n Beb-CckaHepam CKaHMpPOBaTb CoAepXuMoe Beb-cepBepa Kamepsl. Bpaa nu Bbl 3axoTuTe,
yTObObl MOMCKOBAA CUCTEMA MHAEKCUPOBAsa BCe U300paKeHUA U CTPAHMLLbI, HANOEHHbIE B KaMepe.
PaspewanTe cKaHMpOBaHWE TONLKO B TOM Cjlydyae, eC/M OCO3HaeTe AO0MOJSIHUTEJIbHbIe PUCKM
6e30MacHOCTY U Yy4MTbIBAETE POCT CETEBOrO Tpadurka, 0byCcnoBnAeHHbIN paboTon CKaHepoB.
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10. AKTUBUPYITE faNAXeCT-NPOBEPKY NOAJIMHHOCTYU
Admin Menu > KoHburypaums cetu > Beb-cepsep (A1 3KCnepToB) > Beb-cepBep

ﬁ 4 MOBOTIX M16 mx10-22-7-12 Web Server 00
Web Server
Experts only! You can define up to two ports for the web server of the camera.

Port or ports f %; ‘:’v %? ' ‘L’{;\?e"t‘gés\(:z; I(‘:gn;?;% t?ﬁ); 25?::?1 ;nsrle"a;héble if you enter wrong settings here.
Close this window and store the configuration in permanent memory, then reboot the
camera to apply your changes.

Enable HTTP Enable unencrypted HTTP on this camera.
Authen&tﬁﬂgg Digest Select authentication method for this camera.
aTTesseunes | 7
Enable HTTPS Enable SSU/TLS-encrypted HTTPS on this camera.

JanpxecT-nposepka MNOAJIMHHOCTUA ABNAAETCA OAHWM M3 OOLLENPUHATBIX METOM0B, KOTOpble Beb-
cepBep (Kamepa MOBOTIX) MOXeT UCMOMb30BaTh AJI COrNacoBaHUA YYETHbIX AAHHbIX, TAKUX KaK UMS
nonb30BaTens WIW Maposb, C KIMEeHTOM (Beb-6pay3epoMm). Mpu ganpaxecT-npoBepke MNOAJMHHOCTM
naposib HUKOrAa He OTMNPAB/IAETCA B OTKPbITOM BUAE, A MMSA MOJIb30BaTe/s MOXET ObITh X3LWNPOBAHO.

11. 3apanTe knoy wndpoBaHnUa Ang 3anucemn
Admin Menu > Storage > CoxpaHeHue Ha BHelWHeM halni1oBOM cepBepe / BO ha3LW-NaMATH

f) @ MOBOTIX c26 mx10-24-47-126 Storage on External File Server / Flash Device 00
Format Storage Medium
Format Medium  USB Stick / Flash SSD B Format... Select the medium to be formated and click the button to start formatting.

Note: The active Storage Target must be deactivated and the Camera restarted to format it.

Storage Target

Primary Target  SD Flash Cara B Recording Destination.
MxFFS Archive Target = NFS File Server B Archive to backup the primary target. The file server parameters are defined below as usual. See the

MxFFS Archive Options section below.
Click here to see the archive statistics.

File Server Options

File Server IP  10.0.0.254 IP address of server.
Note: The server needs to be reachable via the network.

Directory/Share on the server to be mounted by the camera.

Hint: When using CIFS, you can enter the share directly (e.g. Sdata or data). When using NFS, you
need to enter the path to the share (e.g. Ipathllo/data).

Note: The server has to grant mounting rights to the camera.

Directory/Share /Users/gerwin.mueller/Desk

User ID and Group ID 85534 0 Optional User ID and Group ID for NFS server, default: 65534 and 0
File Server Test Start Test Test the file server connection with the settings shown.
Storage Options
MxFFS Encryption Key sseeeee [5) Recordings on MxFFS volumes will be encrypted using this keyword. An MxFFS Storage can be

connected over an unencrypted network connection, as all data is already encrypted within the
camera. Keyword changes are supported without loosing access to old recordings.

The encryption keyword is usually only specified when formatting the flash medium. A factory reset
m'i?ht restore the factory keyword and can therefore prohibit access to recordings encrypted with a
different keyword.

Set Factory Restore Close Less

Knou wndpoBaHMs MOXHO 3apaTb AN8 WUOPOBAHMA 3anucen, XPaHAWMUXCA BO BHYTPEHHEM
XpaHunauie (Kapta microSD unm USB-HaKONUTENb), @ TaKXe AN1A 3anncen, apXUBUPYeMbiX Ha BHELIHEM
dhannosom cepeepe (SMB unu NFS).

12. I3MeHuTe Naposib N0 YMONMYAHUIO ANA CUCTeMbl MxMessage (eC/iM OHAa aKTUBMPOBAHA)
Admin Menu > MxMessageSystem > CeTeBO€ pacnpocTpaHeHne coobLeHnin

£ € MOBOTIX M16 mx10-22-7-12 Network Distribution of Messages 2
General Configuration of MxMessageSystem Networking

Networking Enabled B Enables or disables distribution of messages over the network.

Password veenne o) Password (preshared secret key) used to encrypt MxMessageSystem network traffic.

Broadcast Port 19800 UDP broadcast port used for MxMessageSystem network communication.

Note: Ensure that all network devices are synchronized using a network time server (NTP).

Set Factory Restore Close More
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Cuctema MxMessageSystem obecneynBaeT nepepauyy CooOWEeHUA Mexay kamepamu B ceTu. ns
wudpoBaHna nepenaBaemMbiXx COOOLLEHUN cnefdyeT YCTAaHOBUTb MapoJib (CMMMETPUUYHBIA K/oY) He
MeHee YeM U3 6 CUMBOJIOB.

13. AKTUBUpPYWTe yBegoMeHUsa 06 ownbkax

Admin Menu > MHdopMaums o cuctemen > YgeaoMieHne npu coobuieHmsax ob ownbkax

Jvanorosoe okHO Error Notification mno3BosiseT BbibpaTb HECKOJIbKO BapWaHTOB MOJIyYeHUS
yBe,OMJIEHUI (M0 3/1. MOYTe, C MOMOLLbIO IP-yBeOMIEHUI, 3BOHKOB VoIP 1 T. M.) B C/lydae nepe3arpy3ku
AN obHapyXeHus OWMBOK B Pas3fIMYHbIX CUCTeMax Kamepsbl. MMoCpeacTBOM 3TOro WMHCTPyMeHTa
CMCTeMHbIe AAMUHUCTPATOPbI CeAAT 32 UCMPABHOCTbIO PYHKLLMOHUPOBAHMS Kamep MOBOTIX.

14. AKTUBUpYITe 06HapyxeHne cboeB XxpaHUIULLA
Admin Menu > Storage > KOHTPO/1b 32 BIXOA0M NaMsATU U3 CTPOS

£\ € MOBOTIX M16 mx10-22-7-12 Storage Failure Detection

General Settings
Check Enabled Enable or disable storage failure detection.
Tests Ping test (file server ~ Select the tests you would like to perform. Ping test is only useful for remote file servers and will periodically check whether
only) or not the server responds to network packets. Check transfer will ensure that it is possible to write data to the recording
Y target. Checking for Lost events will detect events that could not be properly copied to the recording target.
Check transfer Hint: you can view the log file.
Lost events

Ncnonb3ynTe amanoroBoe Storage Failure Detection, 4TOHGbl HACTPOUTbL MPOBEPKM ANA MOCTOSHHOIO
KOHTPO/A BHELWHero xpaHunuwa (bansoBoro cepsepa uiun dnew-HakonuTens), KOTopoe Kamepa
MCMNOMb3YeT B KaUeCTBE BHELIHEro LMKanyeckoro bydepa. Kamepa byaeT akTUBHO OTC/IEKMBATb 0ObEKT
XpaHeHus n coobwaTh 0 nNpobnemax C BUAEO3AMNUCLIO, UCMOMb3Ys MeTOAbl YBEeAOM/IEHUS, KOTOpPbIe
yKa3aHbl B 3TOM AMa/IOFOBOM OKHe.

15. UI3MeHuUTe cTaHJapTHbIe NOPTbl Beb-cepBepa (AN1 yaaneHHOro AoCTyna)
Admin Menu > KoHdurypaums cetn > Beb-cepBep (A1 3KCNepTOB)
ﬁ 4 MOBOTIX M16 mx10-22-7-12 Web Server 00

Web Server

Experts only! You can define up to two ports for the web server of the camera.
Warning: Your camera may become unreachable if you enter wrong settings here. Leave

Port or ports k:;re‘:'vveebr X these fields empty if you are not sure.
Close this window and store the configuration in permanent memory, then reboot the
camera to apply your changes.
Enable HTTP [ Enable unencrypted HTTP on this camera.
Authentication o0 B Select authentication method for this camera
Method iges u { r thi .
HTTPS Settings
Enable HTTPS Enable SSL/TLS-encrypted HTTPS on this camera.
Experts only! Warning: Your camera may become unreachable if you enter wrong
SSUTLS port for settings here. Leave this field empty if you are not sure.
HTTPS server Close this window and store the configuration in permanent memory, then reboot the
camera to apply your changes.
Download X.509 Download Download the X.509 certificate currently used by the camera (can include an optional
certificate certificate chain).

Download the user-defined X.509 certificate request currently stored in the camera. This
Download X.509 certificate request matches the data below.
There is currently no user-defined X.509 certificate request available.

Download X.509
certificate request

MxWeb Settings

Enable the MxWeb user interface on this camera. Note: This option will automatically be

Enable MxWeb (re-)activated as long as ONVIF is enabled.

Experts only! Warning: Your camera may become unreachable if you enter wrong
settings here. Leave this field empty if you are not sure.
Port for the MxWeb The default port for HTTP and WebSocket connections is 8080. If you used this port for the
HTTP/WS server standard web server, you need to manually select a different port here.
Close this window and store the configuration in permanent memory, then reboot the
camera to apply your changes.

CTtaHpapTHble NopThl (80 TCP ana HTTP mn 443 TCP ana HTTPS) ocobo nopBepskeHbl aTakam. 3aMmeHa
CTAHAAPTHbLIX MOPTOB Ha MOJIb30BaTeIbCKME AOMOJHUTEIbHO MOBLICUT 6€30MaCHOCTb KaMepbl.
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16. CreHepupyiTe U 3arpy3uTe noJsib3oBatenbckue ceptudukarbl X.509

Admin Menu > KoHdurypaums cetn > Beb-cepBep (A1 3KCMepTOB)
Replace the X.509 certificate and private key currently used by the camera

Delete the X.509 Delete the user-supplied X.509 certificate and X.509 private key in the camera. The
certificate camera will use its factory-supplied X.509 certificate again.
Upload the X.509 Upload the user-supplied X.509 certificate and private key. The currently used X.509
certificate and private certificate and private key will be overwritten. Download them first if you would like to
key preserve them.

Upload X.509 Upload the user-supplied X.509 certificate that matches the X.509 certificate request
P certificate currently stored in the camera. The currently used X.509 certificate will be overwritten.
Download it first if you would like to preserve it.

This will regenerate and overwrite any X.509 certificate, X.509 private key and X.509
Generate @ certificate request currently stored in the camera. Download them first if you would like to
preserve them. Note: Generation will need several seconds to complete.

Upload the user-supplied X.509 certificate. Enter the X.509 certificate file in PEM format. If
Durchsuchen..  Keine Datei ausgewahit. X.509 certificate and X.509 private key are contained in the same file, enter the file
containing X.509 certificate and X.509 private key.

Upload X.509
certificate from file:

Durchsuchen..  Keine Datei ausgewahit. Upload the user-supplied X.509 private key. Enter X.508 private key file in PEM format. If
Upload X.509 private X.509 certificate and X.509 private key are contained in the same file, enter the file
P ke froprrn file: Passphrase: containing X.509 certificate and X.509 private key. Enter the passphrase if the X.509
Y : 8 private key is encrypted with a passphrase.

3arpy3ka noNb30BaTeNnbCKOro ceptudumkaTta, MNOAMUCAHHOIO [J0BEPEeHHbIM CA (LEeHTPOM
ceptudukauumn), obecneuynt KOHPUAEHUUANBHOCTL W MNOAJUHHOCTb BCeX COEeAUHEHUN,
YCTaHOBMEHHbIX Yepe3 HTTPS (SSL/TLS).

17. HacTpoiTe KnmeHT OpenVPN AN yaaneHHbIX NOAK/IOUYEHUN
Admin Menu > KoHdurypaums cetn > HacTpolku knmeHTa OpenVPN
ﬁ 4 MOBOTIX M16 mx10-22-7-12 OpenVPN Configuration

General OpenVPN Setup
OpenVPN Enabled Enable or disable the VPN features of this camera.

YTob6bl ONTMMU3MPOBATh Oe30MacHOCTb Npu paboTe C yAaseHHbIMU MOAKIOYEHUAMU, MOXKHO
MCMOoJIb30BaTb BCTPOEHHbIN KAMEHT OpenVPN A58 co3gaHus TyHHensa VPN (BUPTyanbHOW YacTHOM CeTK)
MeXAy KaMepowu U yAasIeHHbIM XOCTOM.

YTobbl co3aaTh coeauHeHue OpenVPN, TpebyeTca COOTBETCTBYWOULMIA cepBep, obecneuynBalowmii
b6e3onacHbIM A0CTYNn K Kamepe. [1/is 3TOro MOXHO 3anycTuUTb COOCTBeHHbIM cepBep OpenVPN unu
MCMNOMb30BaThb 3TY YC/IYIrY, NPeAoCTaBASEMYIO MOCTAaBLWMKOM OpenVPN.

YTobbl noapobHee y3HaTh 0 TeXHONOrMKM OpenVPN, noceTuTe canT coobuiectsa OpenVPN.

18. U3beraiTe oTKpbiBaTh Kamepy Anga UHTepHeTa 6e3 KpaliHelt He06X0A4MMOCTHU

UYTobbl COKpaTUTh PUCK aTak, NpeaocTaBnAlTe yaaneHHbI AOCTYN K Kamepe 0OCO3HaHHO. Ecnu
yAaNeHHbI A0CTYN Heobxoanm, B 0bs3aTelbHOM nopsaake cobnoganTe U3NTOXKEHHbIE Bbille NpPaBuna,
orpaHMYymnBas BO3MOXHOCTb MOAK/OUEHUS KPYroM YNOSHOMOYEHHbIX MOJIb30BaTeNEN.

19. Ucnonb3ynte TexHonoruio VLAN Ons oTaeneHusa ceTu Cuctembl BuaeoHabnwaeHus (Ha
KOprnopaTUBHOM ypoBHe 6e30nacHOCTH)

B KoprnopaTMBHOW cpee peKOMeHAyeTCsa OTAeNATh ceTb CCTV (IP-kaMepsl, paboune ctaHLum NVR 1 VMS)
OT OCTaJIbHbIX Y3/710B, UTOObI NPEAOTBPATUTL HECAHKLMOHMPOBAHHbLIA AOCTYN U 13bexaTb Nneperpysku
ceTwn.

20. AKTUBUPYUTe CTaHAapT IEEE 802.1X (HA KOPNOpPaTUBHOM YpOBHe 6e30MnacHOCTH)

Admin Menu > KoHdurypauus cetn > IHTepdelic Ethernet (N5 3kcnepToB) > I[EEE 802.1X

DTOT MeXAYHAaPOAHbIN CTaHAAPT UCNONb3YEeTCA ANA YyNPaBAeHUs CeTEBbIM A0CTYNOM B peXxumMe NopToB
(NAC). CMmbicn npoueaypbl 3ak/juyaeTcs B TOM, YTO A8 MOAKJIOYEHUSA K CeTu Jfobble ceTeBble
YCTPONCTBA (B TOM umcie Kamepsl MOBOTIX) npoxoaaT ayTeHTUdMKaLUIo Ha KoMMmyTaTope. JocTyn
CeTeBbIX YCTPONCTB 6€3 A,0KHOMN ayTEHTUhUKALNUM OTKIOHAETCA.
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CnpocuTe y ceTeBOro agMMHUCTPATOpa, NoanepxuBaeTcs nu (M Tpebyetcsa nu) ctaHaapT IEEE 802.1X.
YbenunTtecb, UTO KOMMYTATOp, K KOTOPOMY MOAK/OYEHA Kamepa (ayTeHTUdMKaTop), HACTPOeH
COOTBeTCTBYlOWMM obpa3om. B obwem cnyyae ans paboTel KOMMyTaTopa (ayTeHTUdMKaTopa)
HeobxoanM TakKxe cepBep ayTeHTUhUKALMN, TAKON Kak cepBep RADIUS. Mpoueaypa ayteHTUdGMKaLnm
KOHTpONMpyeTCs cepBepoM ayTeHTudukaumn. Cneaute 3a Tem, 4Tobbl Kamepa U cepsep
ayTeHTUdUKALMN BCErAa MCNONb30BASIN OAHY U TY Xe NpoLueaypy.

21. PerynapHo npoBepsanTe ¢dann xypHana seb-cepeepa
Admin Menu > be3onacHocTb > ®ain xypHana seb-cepeepa
£\ € MOBOTIX M16 mx10-22-7-12 Web Server Logfile

Host Name P Status User Date & Time |1

10.0.30.29 10.0.30.29 Successful admin today 11:21:11

- 11:18:48

admin 09:52:32

- 2018-02-05 16:24:03

admin 16:08:20

- 15:56:43
10.1.1.102 10.1.1.102 Successful - 2018-02-02 11:59:00
10.0.30.29 10.0.30.29 Successful admin 2018-02-01 16:34:28

- 16:34:03
10.1.1.102 10.1.1.102 Successful - 16:11:40
10.0.30.29 10.0.30.29 Successful - 16:11:31
10.1.1.102 10.1.1.102 Successful - 08:33:53
10.0.30.29 10.0.30.29 Successful - 2018-01-31 16:15:05
10.1.1.102 10.1.1.102 Successful - 16:12:28
10.0.30.29 10.0.30.29 Successful - 13:09:57
10.1.1.102 10.1.1.102 Successful - 11:45:18
10.0.30.29 10.0.30.29 Successful - 11:42:48
10.1.1.102 10.1.1.102 Successful - 2018-01-29 16:39:58
10.0.30.29 10.0.30.29 Successful - 14:23:14
10.1.1.102 10.1.1.102 Successful - 12:31:25
10.0.30.29 10.0.30.29 Successful - 2018-01-25 11:48:40
10.1.1.102 10.1.1.102 Successful - 11:33:52
10.0.30.29 10.0.30.29 Successful admin 11:33:05
10.1.1.102 10.1.1.102 Successful - 11:31:51
10.0.30.29 10.0.30.29 Successful - 11:08:18
10.1.1.102 10.1.1.102 Successful - 2018-01-24 16:21:59
10.0.30.29 10.0.30.29 Successful - 13:42:32
10.1.1.102 10.1.1.102 Successful - 10:38:06
10.0.30.29 10.0.30.29 Successful - 2018-01-22 14:52:02
10.1.1.102 10.1.1.102 Successful - 14:11:19
10.0.30.29 10.0.30.29 Successful admin 13:46:46

- 13:45:02

B danne xypHana Beb-cepBepa perncTpuMpyloTcs BCe MOMbITKM A0CTyna M MHbopmauus o paTe
(BpeMeHM) C COOTBETCTBYHLLMMU COOBLLEHUAMU O COCTOSHUM Beb-cepBepa, a TaKXe MMeHM XocTa
NOAK/IOUYMBILIErOoCs KoMMbiloTepa. [MOMbITKM HECAHKLMOHWPOBAHHOIO A0CTyna AOJIKHbI CTaTb
CUIHANIOM TPEeBOrvM pAJs CUCTEMHOro aAMWHUCTpaTopa M NobyauTb €ro K AOMNOJIHUTEbHOMY
YKPErnIeHuIo CeTu.

22. XpaHuTe pe3epBHbie haiibl KOHDUrypauum B 6e3onacHoM mecrte
Admin Menu > KoHdurypaums > CoxpaHeHue TeKyL,en KOHDUrypaLmum Ha 10KanbHOM KOMMblOTepe
fA MOBOTIX M16 mx10-22-7-12 Administration Overview

Configuration = Store current configuration permanently (to flash)
= Reset configuration to factory defaults

= Restore last stored configuration from flash
= Load configuration from local computer

Save current configuration to local computer
= Show current configuration (raw version)

= Edit configuration file (for experts)
= Manage other cameras

System Update = Update System Software
YueTHble gaHHble Kamepbl (Maponu noJsib3oBartesieit) B danne KoHpUrypaLmum Kamepbl X3WUPYIOTCA,
olHaKo nobas pesepsHas Konus danina KoOHbDUrypaunum AoKHa XPaHUTLCA B HAAEXHOM MecTe. Kpome
TOro, pekoMeHayeTcs WndpoeaTe Gain ¢ NOMOLLbIO Naposs Ans AO0NOJHUTENIbHOFO MOBbILEHUS
b6e3onacHocTL.

Mo3apasnsem! KnubepbesonacHocCTb Ballen kamepbl MOBOTIX obecnevyeHa!
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HacTtpouka cucteMmbl ynpaBsneHuns snaeo (VMS)

1. Co3aanTe yyeTHble 3aNUCU NOJIb30BaTesiel Ha UCNOJIb3yeMOM KOMMblOTepe.
2. Co3painTe yueTHble 3anNuMcu nonb3oBartenein B MxMC.
3. OrpaHuubTe NnpaBa NnoJsib3oBartenen cucrteMbl VMS.

4. N3beranTte ucnonb3oBaTb YYETHYIO 3alnnCb aAMUHUCTPATOPA AN AO0CTYyMNa K

Kamepam yepe3 MxMC.

5. AKTUBUpPYNTe PyHKLNIO «aBTOMATUUYECKOI0 BbIX04a U3 CUCTEMBbI».

Mo3apasnsem! KnubepbesonacHOCTb Ballen CUCTEMbI yrpaBieHus Buaeo obecnedyeHal
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HacTpouka ceTeBOro yctpoucrtesa xpaHeHus (NAS)

1. Pa3mecTuTe YCTPOWUCTBO, UCMOJSb3yeMoe ANA XpPaHeHuUA Bupeo3anucen, B

6e30nMacHOM MecTe.
2. YCTaHOBUTE HAAEeXHbIW Napoab ANA YYeTHOM 3anNncu aAMUHUCTpaTopa.

3. Co3aanTe CTaHAAPTHYIO YYETHYIO 3anucb Nosib3oBaTensa (C orpaHUYEeHHbIMU

npaBamu) Ans yctpomcts MOBOTIX.
4. Wndpynte TOMa XpaHUANLL.

5. Ucnonb3ynTe ypoBeHb RAID, obecneuynBaowmm ayb6nmposaHne gaHHbIX.

Mo3apasnsem! KnbepbesonacHOCTb Ballero CETeBOro yCTPONCTBA XPaHeHUs obecneveHal!
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