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Support

Support

If you need technical support, please contact your MOBOTIX-dealer. If your questions cannot be answered
immediately, your reseller will forward your inquiries through the appropriate channels to ensure a quick
response.

If you have Internet access, you can download additional documentation and software updates from the
MOBOTIX-helpdesk. Please visit:

www.mobotix.com
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Imprint

Imprint

This document is part of products by MOBOTIX AG, hereinafter referred to as the manufacturer, and
describes the use and configuration of AI-TECH Apps on the camera and its components.

Changes, errors and misprints excepted.

Copyright
This document is protected by copyright. The information contained herein may not be passed on to third

parties without the express permission of the manufacturer. Contraventions will result in claims for dam-
ages.

Patent and copy protection

In the event that a patent, utility model or design protection is granted, all rights are reserved. Trademarks
and product names are trademarks or registered trademarks of their respective companies or organizations.

Address

MOBOTIX AG

Kaiserstrasse

67722 Langmeil

Germany

Tel.: +49 6302 9816-103
E-Mail: sales@mobotix.com

Internet: www.mobotix.com

Support
See Support, S. 3.
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About MxMessageSystem
What is MxMessageSystem?

About MxMessageSystem

What is MxMessageSystem?

MxMessageSystem is a communication system based on name-oriented messages. This means that a mes-
sage must have a unique name with a maximum length of 32 bytes.

Each participant can send and receive messages. MOBOTIX cameras can also forward messages within the
local network. This way, MxMessages can be distributed over the entire local network (see Message Area:
Global).

For example, a MOBOTIX 7 series camera can exchange an MxMessage generated by a camera app with an
Mx6 camera that does not support certified MOBOTIX apps.

Facts about MxMessages

m 128-bit encryption ensures privacy and security of message content.

m MxMessages can be distributed from any camera of the Mx6 and 7 series..

m The message range can be defined individually for each MxMessage.
m Local: Camera expects an MxMessage within its own camera system (e.g. through a Certified

App).-
m Global: the camera expects an MxMessage that is distributed in the local network by another
MxMessage device (e.g. another camera of the 7 series equipped with a certified MOBOTIX app).
m Actions that the recipients are to perform are configured individually for each participant of the
MxMessageSystem.

6/15



Activation of the Certified App Interface and configuration of corresponding apps
Activation of A.l. Tech Apps and events

Activation of the Certified App Interface and
configuration of corresponding apps

The user must have access to the setup menu (http(s)://<Camera IP address>/control). Therefore
check the user rights of the camera.

Activation of A.l. Tech Apps and events

1. In the camera web interface, open: Setup Menu / Certified App Settings (http(s)://<Camera
IP address>/control/app_config).

The default configuration password corresponds to the name of the app (e.g. AlBiodeep).
MOBOTIX strongly recommends changing the default configuration password.

‘h 4 MOBOTIX M73 mx10-32-0-159 App Configuration

General Settings
Arming Active
App Settings
App Status
= AlBiodeep Settings Active (despite invalid license)
Set Close

Fig. 1: Certified App: Settings

Under General Settings activate the Arming of the MOBOTIX interface (see Screenshot).
Under App Settings activate App (despite invalid license).
Click on the name of the App to be configured to open the Apps user interface.

ok N

Go to the configuration interface and configure / calibrate the app as described In the A.l. Tech App doc-
umentation (seewww.mobotix.com > Support > Download Center > Documentation).
6. Save the configuration within the Apps user interface via Configuration / Send configuration.

After successfully saving the configuration, the event and metadata are automatically sent to the camera in
case of an event.
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Basic configuration: How to process the automatically generated app events
Checking automatically generated app events

Basic configuration: How to process the
automatically generated app events

Checking automatically generated app events

After successfully activating the app (siehe Activation of the Certified App Interface and configuration
of corresponding apps, S. 7), a generic message event for this specific app is automatically generated
in the camera..

m To check the event go to Setup-Menu [ Event Control /| Event Overiew.

m The automatically generated message event profile is named after the application (z.B. AlBiodeep).

Jv AlBiodeep l J ~ Inactive Delelel

Event Dead Time:
Time to wait [0..3600 s] before the event can ingger
anew.

Event Sensor Type 1 IP Receive Er;g:;??;‘:g:magé sensor.
O MxMessageSystem

Event on receiving a ge from the MxM System.

Message Name:

AlBiodeep Defines an MxMessageSystem name to wait far.

|~ Message Range:
Local There are two different ranges of message
distribution:
Global: across all cameras within tne current LAN.
Local camera (nternal.

o B Filter Message Content:
N Filter Ogticnally chaose how to gnore messages
containing Fikter Value. Select No Filter 1o rigoer an
any message witn defined Message Name.

Fig. 2: Example: Generic message event from Al-Bio

Action handling - Configuration of an action group

To use events, trigger action groups or record images the general arming of the camera must be
enabled (http(s)/<Camera IP address>/control/settings)

An action group defines which action(s) is (are) triggered by the A.l. Tech event.

1. In the camera web interface, open: Setup Menu |/ Action Group Overview (http(s)://<Camera
IP address>/control/actions).

ﬁ 4 MOBOTIX M73 mx10-32-0-159 Action Group Overview o0
Name Arming Events & Actions Edit
VisualAlarm Enabled MSG Edit

"I Delete (Mo time table) VA

Al Action Enabled (select all) Edit

“ | Delete (Mo time table) -

Add new group
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Basic configuration: How to process the automatically generated app events
Action handling - Configuration of an action group

Fig. 3: Configuration of Action Groups

m Click Add new group and give a meaningful name.

m Click Edit, to configure the group.

ﬁ 4 MOBOTIX M73 mx10-32-0-159 Action Group Details

General Settings Value Explanation
Action Grou ; Name:
P Al Action The name Is purely Informational,
A Arming:
Enadled Controls this action group:

Enabied: actvate the group.

Ot deactivate the group.

SI group amed by signal input.

5! group armed Dy custom signal as defined in
General Event Settings.

Time Table:

: R
{hio time fabile] Time tabie for 1his action protie (Time Tables).

Event Selection:

Select the events which will rigger the actions belaw.
Use [Cirl-Clicx 1o select mare than cne event.
Events in parentheses need 1o be activated first.

Event Selection Image Analysis: AS
{Image Analysis: VM)
{Image Analysis: VM2)

(Signal: 51)

Action Deadtime.
Time 1o wait [0..3600 s| before a new action can take
place.

Action Details 5

Action Chaining:
Choose haw the status of each subaction influences
the execution of all cners.

(o5}

Simultanecusly

Fig. 4: Configuring an Action Group

1. Activate Arming of the Action Group.
2. Select your message event in the Event selection list. To select multiple events, press the shift key.
3. Click Add new Action
4, Select a proper action from list Action Type and Profile.
IP Notify: HitpRequest spediaorer, T T T
Ao, it i o e et e
Visual Alarm: Red Frame following actions are not executed.
imatia Frofhe Hilca bl Aol b i B
Image Profile: QXGA following actions are not executed. '
Image Profile: FullHD
Actions | Image Profile: MEGA | Explanation
Action 1 | Play Sound: StandardSounds ;gré&",g%e;';::gm% b i il
_| Delete 0 ﬁﬁ'.:!@ﬂ?n“&?;‘?én%'é?gi?me time specilied
[0..3600 s}, it s aborted and returns an error; O 10
deactvate.
For Image Frafile action, his is the duration and no
@rror returns.

Add new action

Fig. 5: Select Action Type- and Profile

If the required action profile is not yet available, you can create a new profile in the Admin Menu sec-
tions "MxMessageSystem", "Transfer Profiles" and "Audio and VoIP Telephony".

If necessary, you can add further actions by clicking the button again. In this case, please make sure
that the "action chaining" is configured correctly (e.g. at the same time).

5. Click on the Set button at the end of the dialog box to confirm the settings.
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Basic configuration: How to process the automatically generated app events
Action settings - Configuration of the camera recordings

Action settings - Configuration of the camera recordings

1. In the camera web interface, open: Setup Menu / Event Control / Recording(http(s)/<Camera

IP address>/control/recording).

Storage Settings Value Explanation
= \ . Recording Mode:
Recarding (REC) M Type of event and story recording.

Snap Shat Hecording: stores single JPEG pictures.

Snap Shot Recordin
B g Event Recarding: s1ores stream files for every event

~ Event Recording using MxPEG cadec.
Continuous Recording Continuous Recording: conlinuously streams video

data to stream files using MxPEG codec. Events can
be recorded with a higher frame rate using Start

Hatrigger g and Sfop q.
Start Recording e Start Recording:
(Image Analysis: VM) Select the events which will start recording.

Use [Cirl]-Clicx 1o select more than cne event.

{lmaga Avalysis: VIA2) Ewvents in parentheses need lo be activated first.

Message: AlBiodeep

[Signal: S1)
Cinnal= LIM
~ Event Frame Rate:
Max fps Recording speed If an event is detected, In frames
per second.
o " Recording Time Before Event:
= Adaitional recording time before an event in seconds.
0s B Recording Time:
2 Time 1o inc'uce in recorded stream after an event
has cccurred.

Fig. 6: Configuration of camera recording settings

Activate Arm Recording.
Under Storage Settings / Recording (REC) select a Recording mode. The following modes are avail-

able:

m Snap Shot Recording
m Event Recording

m Continuous Recording

In list Start recording select the message event just created.
Click on the Set button at the end of the dialog box to confirm the settings.
Click on Close to save your settings permanently.

Alternatively, you can save your settings in the Admin menu under Configuration / Save current con-

figuration to permanent memory.
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Advanced Configuration: How to process the meta data transmitted by apps

Meta data transferred within MxMessageSystem

Advanced Configuration: How to process the meta
data transmitted by apps

Meta data transferred within MxMessageSystem

For each event, the app also transfers metadata to the camera. This data is sent in the form of a JSON
schema within an MxMessage.

€ | (0 i | https://10.32.0.158/apifjson/messages

{

"local™ :

{
"AIBiodeep" :

{

"description” : "Bio",

"event_id" : 90,
"event_type" : "Bio",
"face" :

¢ "age" : "adult",
"expression” : "smile",
"gender" : "female",
"persistence_time” : 2,
"race" : "european”,

"roi_height" : 50.0,
"roi_width" : 50.0,
"roi_x" : 34B.0,
"roi_y" : 303.0,
"years" : 47

}l

"frame timestamp” : 1574763222695686,

"gmtoff" : 3600,

"id source” : "local",

"message" : "Bio",

"object" :

{
"height” : 0.1041666666666667,
"top left x" : 0.54375,
"top left y" : 0.63125,
"width" : 0.078125

}l

"sensor_id" : 1,

"sensor_name" : "Bic sensor",

"timestamp" : "1574763223",

"timezone" : "CET"

Fig. 7: Example: Meta data transmitted within an MxMessage of the AI-BIO app

To view the metadata structure of the last App event, enter the following URL in the address bar of
your browser: http(s)/IPAddresseOfYourCamera/api/json/messages

Creating a Custom Message Event

In the camera web interface, open: Setup Menu / Event Control /| Event Overview
(http(s)://<Camera IP address>/control/event_msg)
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Advanced Configuration: How to process the meta data transmitted by apps

Creating a Custom Message Event

Jv AlBiodeep l ] | Inactive | Delete l
= Event Dead Time:
5 2 Time o walt [0..3600 8] before the event can trigger
anew.
Event Sensor Type ~ |P Receive Event Sensor Type:

Choose the message sensor.

O MxMessageSystem

Event on receiving a ge from the MxM Syst
) Message Name:
AlBiodeep.face.age Defines an MxMessageSystem name to walt for.
~ Message Range:

Local There are two diterent ranges of message
distribution:

Global: across all cameras within the current LAN.
Local camera Intemal.
-~ Filter Message Content:

JSON Equal Compare Optionally choose how to ignore messages
containing Filter Value. Select No Filter 1o trigger on
any message witn defined Message Name.

"adult" Filter Value:

Define either a valid reference value as a stiring (in
JSON format) without line breaks, or an extended
regular exp . Open help for

This parameter allows using variables.

Fig. 8: Configuration of a user-defined event
1. Configure the parameters of the event profile as follows:

m Profile Name: Enter an event related / application related profile name that illustrates the purpose of
the profile.

m Message Name: Enter the "Message Name" according to the event documentation of the cor-
responding app (see table Examples for MxMessage Name & Filter Values - A.l. Tech App Bundles,
S. 15 below)

m Message Range:
m Local: Default settings for A.I. Tech Apps

m Global: (MxMessage is forwarded from another MOBOTIX camera in the local network.

m Filter Meassage Content:
m Generic Event: “No Filter”
m Filtered Event: “JSON Equal Compare”
Filter Value: see table Examples for MxMessage Name & Filter Values - A.l. Tech App Bundles, S. 15.

Filter Value* is used to differentiate the MxMessages of an app / bundle. Use this entry to benefit
from individual event types of the apps (if available).

Choose “No Filter” if you want to use all incoming MxMessages as generic event of the related app /
bundle (e.g. Al Bio Deep)

2. Click on the Set button at the end of the dialog box to confirm the settings.
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Advanced Configuration: How to process the meta data transmitted by apps

Examples for message names and filter values of individual A.l. Tech Apps

Examples for message names and filter values of individual A.l.

Tech Apps

Al People
Generic Event
Counting Event

Aggregate Event

MxMessage Name
AlPeople
AlPeople.event_type

AlPeople.event_type

Filter Value

“Counting”

“Aggregate”

Al Occupancy
Generic Event

Prozentuale Belegung

Event

MxMessage Name
AlOccupancy

AlOccupancy.event_type.occupancy

Filter Value

e.g. “90”

Al Overoccupancy

Al Overoccupancy Event

MxMessage Name

AlOveroccupancy

Filter Value

Al Crowd
Generic Event

Number of People Event

MxMessage Name
AlCrowd

AlCrowd.event_type.people_number

Filter Value

e.g. “10”

Al Overcrowd

Generic Event

MxMessage Name

AlOvercrowd

Filter Value

Al Bio
Generic Event

Age Event

Gender Event

Face Detection Event

MxMessage Name
AlBiodeep

AlBiodeep.face.age

AlBiodeep.face.gender

AlBiodeep.face

Filter Value

“child”, “young”, “adult”,
“elder”

» o«

“female”, “male”
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Advanced Configuration: How to process the meta data transmitted by apps
Examples for message names and filter values of individual A.1. Tech Apps

Intrusion Event Allntrusionpro

Lost Object Event AlLost

Loitering Event AlLoitering

Fire Event AlFiredeep

Smoke Event AlSmokedeep

Spill Event AlSpill

Generic Event AlRoad3d

Vehicel Type AlRoad3d.vehicle_type “TRUCK”, “CAR”

Generic Event Allncident

Generic Event AlParkingdeep
Spot Occupancy Event AlParkingdeep.event_type.occupancy e.g. “100”
Parking Spot-Change AlParkingdeep.event_type “FREE”, “BUSY”

14/ 15



Advanced Configuration: How to process the meta data transmitted by apps

Examples for MxMessage Name & Filter Values - A.l. Tech App Bundles

Examples for MxMessage Name & Filter Values - A.l. Tech App

Bundles

Al Security
Generic Event

Al Intrusion-Event
Al Loitering Event

Al Lost Event

MxMessage Name
AlSecurity3
AlSecurity3.description
AlSecurity3.description

AlSecurity3.description

Filter Value

“Intrusion”
“Loitering”

((Lost’)

Al Retail

Generic Event

Al People Event

Al Heat Event

Al Occupancy Event

Al Overoccupancy Event
Al Crowd Event

Al Overcrowd Event

MxMessage Name
AlRetail
AlRetail.description
AlRetail.description
AlRetail.description
AlRetail.description
AlRetail.description

AlRetail.description

Filter Value

“People”

“Heat”
“Occupancy”
“Overoccupancy”
“Crowd”

“Overcrowd”

Al Traffic
Generic Event
Al Road Event

Al Incident Event

MxMessage Name
AlTraffic
AlTraffic.description

AlTraffic.description

Filter Value

“Road”

“Heat”

Al Fire
Generic Event
Al Fire Event

Al Smoke Event

MxMessage Name
AlFireplus
AlFireplus.description

AlFireplus.description

Filter Value

“Fire”

“Smoke”

If the filter suitable for you is not listed above, simply create the message event individually using

the listed MxMessage names and filter values.
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