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MOBOTIX HUBCertificatesGuide- Copyright, trademarks, and disclaimer

1  Copyright, trademarks, and disclaimer
| GHQJ A? @OBQATIXTABT R

Trademarks

MOBOTIX HUB a registered trademark dfiIOBOTIX AG

Microsoft and Windows are registered trademarks of Microsoftrporation. App Store is a service mark of Apple
Inc. Android is a trademark of Google Inc.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer

This text is intended for general information purposes ongnd due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed as
constituting any kind of warranty.

MOBOTIX Afeserves the right to make adjustments withub prior notification.

All names of people and organizations used in the examples in this text are fictitious. Any resemblance to any actual
organization or person, living or dead, is purely coincidental and unintended.

This product may make use of thirgarty software for which specific terms and conditions may apply. When that is
the case, you can find more information in the fiBed_party_software_terms_and_conditions.igicated in your
MOBOTIX HUB systdmstallation folder.
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MOBOTIX HUBCertificatesGuide- About this guide

2  About this guide
This guide gives you an introduction to encryption and certificates, together with step by step procedures on how

to install certificates in a Windows Workgroup environment.

MOBOTIXecommends that you establish a Public Key lastructure (PKI) for creating and distributing certificates.

In a Windows domain, it is recommended to establish a PKI using the Active Directory Certificate Services (AD CS).
If you are unable to build such a PKI, either due to having different domairisaut trust between them or due to

not using domains at altit is possible to manually create and distribute certificates.

WARNING: Creating and distributing certificates manually is NOT recommended as a secure way of distributing
certificates. If you chose manual distribution, you are responsible for keeping the private certificates secure at all
times. When you keep the private certificates secure, the client computers that trust the certificates are less
vulnerable to attacks.

MOBOTIX HUS/stems supprt secure communication:
From To For more information

Secure communication
(explained) on pag€

Recording server Management server

Management server

Management server

Recording server

Remote servers via Data
Collector:

Secure communication
(explained) on pag®
Secure communication
(explained) on pag®
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Recording server
Event server

Log server

LPR server
Mobile server

Clients, servers, and integrations that retrie\Recording server
data streams from the recording server

Mobile devices Mobile server

Secue communication
(explained) on pagd 0
Secure communication
(explained) on pagd 1

When do | need to install certificates?

1 If yourMOBOTIX HUBMS system is set up in a Windows Workgroup environment
1 Before you install or upgrade tlMOBOTIX HUBMS 2019 R1 or newer, if you want to enable encryption
during the installation
1 Before you enable encryption, if you installedOBOTIX HUBMS 2019 R1 or newer without encryption
1 When you renew or replace certificates due to expiry
In the following sectiors, readabout:
9 Introduction to certificates on pagé&
Create CA certificate on pade3
Install certificates on the clients on pagk4
Create SSL certificate on pagd
Import SSL certificate on page2
Enable encryption on pag&0
View encryption status to clients on pad9
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MOBOTIX HUBCertificatesGuide- Introduction to certificates

3 Introduction to certificates
Hypertext Transfer Protocol Secure (HTTPS) is an extension of the Hypertext Transfer Protocol (HTTP) for secure

communication over a computer network. In HTTPS, tbemmunication protocol is encrypted using Transport
Layer Security (TLS), or its predecessor, Secure Sockets Layer (SSL).
In MOBOTIX HUBMS, the secure communication is obtained by using SSL/TLS with asymmetric encryption (RSA).
SSL/TLS uses a pair of ks¥fone private, one publigkto authenticate, secure, and manage secure connections.
A certificate authority (CA) can issue certificates to web services on servers using a CA certificate. This certificate
contains two keys, a private key and public key. Thebjic key is installed on the clients of a web service (service
clients) by installing a public certificate. The private key is used for signing server certificates that must be installed
on the server. Whenever a service client calls the web servicewtie service sends the server certificate including
the public key to the client. The service client can validate the server certificate using the already installed public CA
certificate. The client and the server can now use the public and private seredificate to exchange a secret key
and thereby establish a secure SSL/TLS connection.
For more information about TLSttps://en.wikipedia.org/wiki/Transport_Layer_Security
In MOBOTIXIUBVMS, the following locations are where you can enable SSL/TLS encryption:
1 Inthe communication between the management server and the recording servers
1 On the recording server in the communication with clients, servers and integrations that retrieve dat
streams from the recording server
1 Inthe communication from clients to the mobile server
In this guide, the following are referred to as clients:
1 MOBOTIX HU8Bmart Client
Management Client
Management Server (for System Monitor and for images and AVbwitips in email notifications)
MOBOTIX HUBobile Server
MOBOTIX HUBvent Server
MOBOTIX HUBPR
MOBOTIOpen Network Bridge
MOBOTIX HUBLNA Server
Sites that retrieve data streams from the recording server throudl®BOT I Xnterconnect
Some thirdparty MIP SDK integrations

=4 =4 -4 —a -4 -8 -—a -8 -2

For solutions built with MIP SDK 2018 R3 or earlier that access recording servers: If the integrations are made using
MIP SDK libraries, they need to be rebuilt with MIP SDK 2019 R1; if the integrations communicate directly with the
Recording Server APIs without using MIP SDK libraries, the integrators must add HTTPS support themselves.

Certificate distribution

The graphic illustrates the basic concept of how certificates are signed, trusted, and distributédd@BOTIX HUB
VMS.
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MOBOTIX HUBCertificatesGuide- Introduction to certificates

@ A CA certificate acts as a trusted thipdrty, trusted by both the Subject/owner (server) and by the party that
verifies the certificate (clients) ( se@reate CA certificate on pad8).
O he public CA certificate must be trusted on all client computers. In this way the clients can verify the validity of
the certificates issued by the CA (skwestall certificates on the clients on pat).
© The CA certificate is used to issue private server authentication certificates to the server(sege SSL
certificate on pagel).
O The created private SSL certificates must be imported to the Windows Certificate Store on all servelsnizes
SSL certificate on pad).
Requirements for the private SSL certificate:
9 Issued to the server so that the server's host name is included in the certificate, either as subject (owner) or
in the list of DNS names that the certificate is issued to
I Trusted on all computers running services or applications that communicate with the service on the
servers, by trusting the CA certificate that was used to issue the SSL certificate
1 The service account that runs the server must have access to the private kihecertificate on the server.

Certificates have an expiry datélOBOTIX HUBMS will not warn yowhen a certificate is about to expire. If a
certificate expires, the clients will no longer trust the server with the expired certificate and thus cannot
communicate with it.

To renew the certificates, follow the steps in this guide as you did when yeated certificates.
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MOBOTIX HUBCertificatesGuide- Secure communication (explained)

4  Secure communication (explained)

Hypertext Transfer Protocol Secure (HTTPS) is an extension of the Hypertext Transfer Protocol (HTTP) for secure
communication over a computer network. In HTTPS, the communication protocol is encrypteidgi Transport

Layer Security (TLS), or its predecessor, Secure Sockets Layer (SSL).

In MOBOTIX HUBMS, the secure communication is obtained by using SSL/TLS with asymmetric encryption (RSA).
SSL/TLS uses a pair of keifsne private, one publigkio authenticate, secure, and manage secure connections.

A certificate authority (CA) can issue certificates to web services on servers using a CA certificate. This certificate
contains two keys, a private key and public key. The public key is installed on the cladrdsveb service (service
clients) by installing a public certificate. The private key is used for signing server certificates that must be installed
on the server. Whenever a service client calls the web service, the web service sends the serveatertifituding

the public key to the client. The service client can validate the server certificate using the already installed public CA
certificate. The client and the server can now use the public and private server certificate to exchange a secret key
and thereby establish a secure SSL/TLS connection.

For more information about TLSttps://en.wikipedia.org/wiki/Transport_Layer_Security

Certificates have an expiry datélOBOTIX HUBNS will not warn you when a certificate is about to expire. If a
certificate expires:

M 2@= ; DA=FLK OADD FG DGF?=J LJMKL L@= J=; GIJ<AF? K=JN=
it

N 2@= J=; GJ<AF? K=J Nanhiemétsenzr witGhe@x@iFe@ cedificdtelaMiKhius can@t E
communicate with it
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communicate with it

To renew the certificates, follow the steps ihis guide as you did when you created certificates.

When you renew a certificate with the same subject name and add it to the Windows Certificate Store, the servers
will automatically pick up the new certificate. This makes it easier to renew certificdtesamany servers without
having to reselect the certificate for each server and without restarting the services.

4.1 Management server encryption (explained)
You can encrypt the twavay connection between thenanagementserver and the recording server. Wheawy

enable encryption on the management server, it applies to connections from all the recording servers that connect
to the management server. If you enable encryption on the management server, you must also enable encryption
on all of the recording serves. Before you enable encryption, you must install security certificates on the
management server and all recording servers.

Certificate distribution for management servers

The graphic illustrates the basic concept of how certificates are signed, trusted, @istributed inMOBOTIX HUB
VMS to secure theommunicationto the management server.
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MOBOTIX HUBCertificatesGuide- Secure communication (explained)

© A CA certificate acts as a trusted third party, trusted by both the subject/owner (management server) and by the
party that verifies the certificate (recording seevs)
© The CA certificate must be trusted on all recording servers. In this way the recording servers can verify the
validity of the certificates issued by the CA
© The CA certificate is used to establish secure connection between the management server and the recording
servers
O The CA certificate must be installed on the computer on which the management server is running
Requirements for the private management seawcertificate:
1 Issued to the management server so that the management server's host name is included in the certificate,
either as subject (owner) or in the list of DNS names that the certificate is issued to
1 Trusted on the management server itself, byusting the CA certificate that was used to issue the
management server certificate
9 Trusted on all recording servers connected to the management server, by trusting the CA certificate that
was used to issue the management server certificate

4.2 Encryption from the management server to the recording server (explained)
You can encrypt the twavay connection between the management server and the recording server. When you

enable encryption on the management server, it applies to connections from all the recordergess that connect

to the management server. Encryption of this communication must follow the encryption setting on the
management server. So, if management server encryption is enabled, this must also be enabled on the recording
servers, and viceversa.Before you enable encryption, you must install security certificates on the management
server and all recording servers, including failover recording servers.

Certificate distribution

The graphic illustrates the basic concept of how certificates are signiedsted, and distributed ilMOBOTIX HUB
VMS to secure the communication from the management server.
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MOBOTIX HUBCertificatesGuide- Secure communication (explained)

© A CA certificate acts as a trusted third party, trusted by both the subject/owner (recording server) and by the
party that verifies the certificate (ranagement server)
© The CA certificate must be trusted on the management server. In this way the management server can verify the
validity of the certificates issued by the CA
© The CA certificate is used to establish secure connection between the recgrgiamvers and the management
server
© The CA certificate must be installed on the computers on which the recording servers are running
Requirements for the private recording server certificate:
9 Issued to the recording server so that the recording servéiist name is included in the certificate, either
as subject (owner) or in the list of DNS names that the certificate is issued to
1 Trusted on the management server, by trusting the CA certificate that was used to issue the recording
server certificate

4.3 Encryption between the management server and the Data Collector Server

(explained)
You can encrypt the twavay connection between the management server and the Data Collector affiliated when
you have a remote server of the following type:

1 Recording Server

EventServer
Log Server
LPR Server
Mobile Server

=2 =4 A -2

When you enable encryption on the management server, it applies to connections from all the Data Collector
servers that connect to the management server. Encryption of this communication must follow the encrgptio
setting on the management server. So, if management server encryption is enabled, this must also be enabled on
the Data Collector serveraffiliated with each remote server, and vieeersa. Before you enable encryption, you

must install security certificates on the management server and all Data Collector servers affiliated with the remote
servers.
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MOBOTIX HUBCertificatesGuide- Secure ommunication (explained)

Certificate distribution

The graphic illustrates the basic concept of how certificates are signed, trusted, and distribut&d@BOTIX HUB
VMS to secure the communication from timeanagementserver.

© A CA certificate acts as a trusted third party, trusted by both the subjectiew(data collector server) and by the
party that verifies the certificate (management server)
© The CA certificate must be trusted on the management server. In this way the management server can verify the
validity of the certificates issued by the CA
© The CA certificate is used to establish secure connection between the data collector servers and the
management server
O The CA certificate must be installed on the computers on which the data collector servers are running
Requirements for the private dataollector server certificate:
1 Issued to the data collector server so that the data collector server's host name is included in the
certificate, either as subject (owner) or in the list of DNS names that the certificate is issued to
I Trusted on the managemenserver, by trusting the CA certificate that was used to issue the data collector
server certificate

4.4 Encryption to clients and servers that retrieve data from the recording server
(explained)

When you enable encryption on a recording server, communicatiorall clients, servers, and integrations that

retrieve data streams from the recording server are encrypted. In this document referred to as 'clients":
1 MOBOTIX HUBmart Client

Management Client

Management Server (for System Monitor and for images anbvdéo clips in email notifications)

MOBOTIX HUBlobile Server

MOBOTIX HUBvent Server

MOBOTIX HUBPR

MOBOTIXOpen Network Bridge

MOBOTIX HUBLNA Server

Sites that retrieve data streams from the recording server throudl®BOT I Xnterconnect

= =4 -4 -4 -8 -8 -—a -2
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MOBOTIX HUBCertificatesGuide- Secure communication (explained)

I Some thirdparty MIP SDK integrations

For solutions built with MIP SDK 2018 R3 or earlier that accesses recording servers: If the integrations are made
using MIP SDK libraries, they need to be rebuilt with MIP SDK 2019 R1; if the integrations communicate diréctly wit
the Recording Server APIs without using MIP SDK libraries, the integrators must add HTTPS support themselves.

Certificate distribution

The graphic illustrateghe basic concept of how certificates are signed, trusted, and distributed®BOTIX HUB
VMS o secure the communication to the recording server.

@ A CA certificate acts as a trusted thiparty, trusted by both the subject/owner (recording server) and by the
party that verifies the certificate (all clients)
© The CA certificate must be trusted on all clients. In this way the clients can verifydheity of the certificates
issued by the CA
© The CA certificate is used to establish secure connection between the recording servers and all clients and
services
O The CA certificate must be installed on the computers on which the recording serversuargng
Requirements for the private recording server certificate:
9 Issued to the recording server so that the recording server's host name is included in the certificate, either
as subject (owner) or in the list of DNS names that the certificate is issaed t
1 Trusted on all computers running services that retrieve data streams from the recording servers, by
trusting the CA certificate that was used to issue the recording server certificate
I The service account that runs the recording server must have accessdgrivate key of the certificate on
the recording server.

If you enable encryption on the recording servers and your system applies failover recording seMe&BOTIX
recommends that you also prepare the failover recording servers for encryption.

4.5 Mobile server data encryption (explained)

INn MOBOTIX HUBMS, encryption is enabled or disabled per mobile server. When you enable encryption on a
mobile server, you will have theption to use encrypted communication with all clients, services, and integration
that retrieve data streams.
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MOBOTIX HUBCertificatesGuide- Secure communication (explained)

Certificate distribution for mobile servers

The graphic illustrateghe basic concept of how certificates are signed, trusted, and distributedM@BOTIX HUB
VMS to secure the communication with the mobile server.

1

®

= -i

© A CA caificate acts as a trusted third party, trusted by both the subject/owner (mobile server) and by the party
that verifies the certificate (all clients)

© The CA certificate must be trusted on all clients. In this way clients can verify the validity ofetttificates issued
by the CA

© The CA certificate is used to establish secure connection between the mobile server and clients and services
O The CA certificate must be installed on the computer on which the mobile server is running

Requirements for the CA certificate:
1 The mobile server's host name must be included in the certificate, either as subject/owner or in the list of
DNS names that theertificate is issued to

1 The certificate must be trusted on all devices that are running services that retrieve data streams from the
mobile server

I The service account that runs the mobile server must have access to the private key of tbertifcate
4.5.1 Mobile server encryption requirements for clients

If you do not enable encryption and use an HTTP connection, the ptastalk feature inMOBOTIX HUB/eb Client
will not be available.
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MOBOTIX HUBCertificatesGuide- Creating and distributing certificates manually

5 Creating and distributing certificates manually

Creating anddistributing certificates manually is NOT recommended as a secure way of distributing certificates. If
you choose manual distribution, you are responsible for keeping the private certificates secure at all times. When
you keep the private certificates sece, the client computers that trust the certificates are less vulnerable to
attacks.

In some situations, Windows Update may periodically remove certificates that are not from a "trusted-{bertly
certificate authority."
To make sure that your certificateare not removed by Windows Update, you must enable Thuen off Automatic
Root Certificates UpdateBefore making this change, you should make sure that the change is following your
company security policy
1. Enable this by opening theocal Group Policy Hlitor on the computer (click on the Windows start bar and
type gpedit.msc).
2. Inthe Windowd.ocal Group Policy Editopmavigate toComputer Configuration >Administrative
Templates > System > Internet Communication Management > Internet Communication Settin gs.
3. Doubleclick Turn off Automatic Root Certificate Update and sel&stabled.
4. ClickOK
Note that this setting might be controlled by a domain policy. In which case, it must be disabled at that level.
Your certificate will now stay on theomputer despite it is not from a "trusted thirgbarty certificate authority,"
because Windows Update will not contact the Windows Update website to see if Microsoft has added the CA to its
list of trusted authorities.

5.1 Create CAcertificate
On acomputer with restricted access and not connected to yoMOBOTIX HU8/stem, run this script once to

create a CA certificate.

I The computer that you use for creating certificates must run Window 10 or Windows Server OS 2016 or newetr.

This script creates two certific ates:

A private certificate- only exists in the Personal Certificates store for the current user after the script is run and
should never leave the computer that you created the certificate on

A public certificate-to be imported as trusted certificate o all client computers

In Appendix A, in the back of this guide, you find a script for creating the CA certificate. Copy the content.
Open Notepad and paste the content.

It is very important that the lines break in the same places as in Appendix A. Yoadzhthe line breaks in Notepad
or alternatively, reopen this PDF with Google Chrome, copy the content again and paste it into Notepad.

3 CreateCACertificate.ps1 - Notepad - o IEH

File Edit Format View Help

# Run this script once, to create a certificate that can sign multiple recording server certificates

# Private certificate for signing other certificates (in certificate store)

$ca_certificate = New-SelfSignedCertificate -CertStorelocation cert:\CurrentUser\My -DnsMame ‘WMS Certificate Authority’ -KeyusageProperty All °
-KeyUsage CertSign, CRLSign, DigitalSignature -FriendlyName "VMS CA Certificate’

# Thumbprint of private certificate used for signing other certificates

Set-Content -Path "$PSScriptRoot\ca_thumbprint.txt” -Value $ca_certificate.Thumbprint

# Public CA certificate to trust (Third-Party Root Certification Authorities)

Export-Certificate -Cert "Cert:\CurrentUser\My\$($ca_certificate.Thumbprint)” -FilePath "$PSS:riptltoot\mnt—authnrity—puhlic.:er"‘|

< -

Ln 8, Col 130

1. In Notepad, clickFile ->Save as, name the fileCreateCACertificate.ps1 and save it locally, like this:
C\Certificaes\CreateCACertificate.ps1.
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MOBOTIX HUBCertificatesGuide- Creating and distributing certificates manually

2. In File Explorer, go t€\Certificatesand select theCreateCACertificate.psl file.
3. In theFile menu, selectOpen Windows Powershell and thenOpen Windows PowerShell as
administrator

: 0= Cert
— . e A - Open =~ [FH select anl

Open pew window 4 u Open Windows PowerShell i .l

. 4 ?Edn Select none
_ Properties o
- R 4 - 1) History oo Invert selection
E Open command prompt g . Open Windows PowerShell as administrator
ald

u Open Windows Powershell | »

{ Date modified ype Size
L Delete history 3
- 4-02-2 1 folder
04-02-2019 11:31 File folder
Help » o e et
04-02-201911:31 File folder
3 -02-2 1 File folder
o — . —
04-02-201911:3 File folder
04-02-201911:31 File folder
&y CreateCACertificate.ps1 1 2019 15:01 Windows PowerShell Script
‘B This PC

i onooa

4. In PowerShell at the prompt, entekCreateCACertificate.ps1 and pressEnter .

Administrator: Windows PowerShell - O X

\Certificates> .\CreateCACertificate.psl

Directory: C:\Certificates

LastWriteTime Length Name

31-81-2819 [: 3 844 root-authority-public.cer

5. Check that theroot -authority -public.cer file appears in the folder where you ran the script.

Your computer may require that you change the PowerShell execution policy. If yes, SeteExecutionPolicy
RemoteSigned . PressEnter and selectA.

5.2 Install certificates on the clients
After you created the CA certificate, you trust the public CA certiiday installing it on all the computers that act

as clients to the service according to the descriptions and graphics in the sectioBexure communication
(explained) Here referred to as clients.
1. Copy theroot-authority-public.cerfile from the computer where you created the CA certificate

(CACertificatesroot-authority-public.cel) to the computer where the client is installed.

Introduction to certificates on pageé.

I For information about which client and server services, and integrations thequire the certificate, see

2. Rightclick on the certificate and seledhstall Certificate

v+ - -2'6 % OOOKEG: GLAPK; GE MOBOT'X
Mx GL_MOBOTIX_HUB_Certificates-O041 EN.doc¥115.07.20211 1 = A 144D. 9 ? =



Y]

+ -

MOBOTIX HUBCertificatesGuide- Creating and distributing certificates manually

3.

4. Select to manually locate the store in which the certificate will be installed.

- 2"

Open

Install Certificate

wf

Edit with Motepad++

il Scan with Windows Defender...
= Share

Open with...

Give access to

Restore previous versions
Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

In theCertificate Import Wizard , select to install the certificate in the store of thecal Machine and click
Next .

= Certificate |mF||:||‘|‘ Wizard

Welcome to the Certificate Import Wizard

This wazard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certficate store,

A certificate, which is issued by a certfication autharity, is a confirmaton of your identity
and contains informaton used bo protect data or o establish secure network
connections, A certificate store is the system area where certificates are kept.

Stare Locaban

() Current User

To continue, cick Mext.
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€ &* Certificate lmport Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can sutomaticaly select a certificate store, or you can specify a location for
the certificate.

() Aytomatically sebect the certificate store based on the type of certificate
®Place i certificates i the following store!
Certificate stors:

Cancel

5. ClickBrowse , selectTrusted Root Certification Authorities and click OK. Then clickNext .

Select Certificate Store X

Select the certificate store you want to use.

~
~{_] Intermediate Certification Authorities
-] Trusted Publishers
Tl inie ebad Cartificatas b
£ >
[]show physical stores

6. On theCompleting the Certificate Import Wizard dialog, clickFinish .

If you receive a security warning that you are about to install a root certificate, cliekto continue.
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€& £ Centificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

(ot e i et e ol Trusted Root Certification Authorities

Certificate

Cancel

7. You will receive a confirmation dialog of sucsful import.

Certificate Import Wizard x

o The import was successful,

8. To verify that the certificate is imported, start the Microsoft Management Console.

&5 Run

b4

= Type the name of a program, folder, document, or Intermet
resource, and Windows will open it for you,

Open: | mmcl

S |

o | | .

9. In the Microsoft Management Console, from tRitee menu selectAdd/Remove Snap -i n.¥
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W& Coracle] - [Cansole Root] = o =
B File Action  View Favortes  Window  Help _ & x
L] Hiw Chle M
= Open,.. Chel+ 0 [ Act
Save Cirl+5 -
Larve A Thete aré ne iber te shes i Ehig wies.
More fictions L]
[ acamemoveseap-in.,  cirem
e
Recent Fie
[Ewit

10. Select theCertificates snap-in andclick Add.

Add or Remove Snap-ins *

You can select snap-ns for this console from those available on your computer and confioure the selected set of snap-ins, For
extenghle snap-ins, you can configure which extensions are enabled,

Avaiable snap-ins: Selected snap-ins:
Snap-n Vendor ” (] Console Root Edit Extensions. ..
i . N
= _Achveg C:!ntrol Microsoft Cor... R =
[ [ cat Microsoft Cor...
_?’tﬁ:wpment Services  Microsoft Cor... Move Up
A Computer Managem  Microsoft Cor...
A Device Manager Microsoft Cor... liﬁdd N S
wr Disk Management Microsoft and... -
2 Event Viewer Microsoft Cor...
I Folder Microsoft Car...
|7 Group Policy Object ... Microsoft Cor...
€4 Internet Informatio...  Micresoft Cor...
.glntemet Informatio... Microsoft Cor...
‘oo [P Security Monitor Microsoft Cor... w Advanced. ..
- o - ] =
Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

[Cox ] come

11. Select that the snagn must manage certificates for th€omputer account .
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Certificates snap-in >

This snap-n will always manage cerificates for:

() My user account

() Service account

< Back Mext = Cancel

12. SelectLocal computer as the computer that you want the snajm to manage and cliclinish.

Select Computer >

Select the computer you want this snap4n to manage.

This snap-n will always manage:

(®)iLocal computer: tthe computer this consale is running on}

(") Another computer: Browse. ..

[ ] Alow the selected computer to be changed when launching from the command line. This
onby applies if you save the console.

< Back Cancel

13. ClickOK after the snapin has been added.
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+ -

14.

Add or Remove Snap-ins

You can select snap-ns for this console from those available on your computer and confioure the selected set of snap-ins, For
extenshle snap-ins, you can configure which extensions are enabled,

Avaiable snap-ins:

Snap-n Vendor A

=" ActiveX Control Microsoft Cor...

[ dAuthorization Manager Microsoft Cor...

B Certificates Micrasoft Cor...

. Component Services  Microsoft Cor...

& Computer Managem  Microsoft Cor...
ﬁDﬂ'i:l:Hm Microsoft Cor... m
i Disk Management Microsoft and...
2l event Viewer Microsoft Cor...

_ Folder Microsoft Cor...

&/ Group Policy Cbject ... Microsoft Cor..,

€4 Internet Informatio...  Micresoft Cor...
.glnta'netmfmmaﬁu... Microsoft Cor...

B IP Seawity Monitor  Microsoft Cor...
Desaiption:

Selected snap-ins:
[ Console Root Edit Extensions. ..
L3 Certificates (Local Computer)
Remove
Move Up
Mave Down

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

oK Cancel
Verify that the certificate is listed ithe center view of théTrusted Root Certification Authorities ~ subtree.
i Consolel - [Console Root\ Certifscates (Local Computer)\ Trusted Root Centification Authorites) Centificates) - a

W ble Action VYiew Favgntes Wndow Melp
=% 2@ D= B

| Conscle Roct lscusd To
v [ Certficates (Local Computer) £2l10.814.80
2. 1 Pervonal — 511056101
v Trusted Root Certification Authonties & e Nt
> I ii:?"'* Trust gl Beits CyberTrust Root
= b ke S Slexms
 Trusted Publshers ;K'hu 3 Public Primary Certicat..,
| Untrusted Certificates L.‘.l(opyvigm (c) 1997 Microsoft C...
+ 1 Third-Party Rock Certification Authorities | ) DigiCert Assured ID Root CA

» | Trusted People L DigiCert Global Roct CA
» ) Chent Authenticstion ssuers [-a) DigiCert High Assurance EV Ro..,
» (2 Preview Buid Roots C3IDST Root CA X3
. AAD Token lssuer Lol Equifax Secure Certficate Auth...
71 5IM Centification Authorties [55] GeoTrust Global CA
| Hoemegroup Machine Centéicates (gl GicbaiSign
» ) Remate Desitop 4] GlobalSign
o, _% C 4 E - R, q ‘_.‘ m CA
b B St Caudd Tninbead oot 531 Go Daddy Class 2 Certiication ...
>: [l Trinted Devices 5] GTE CyberTrust Global Roct
7 Web Hosting

) Windows Live 10 Token Issuer

(3 Hotspot 2.0 Trust Roct CA - 03
I Microseft Authenticode(tm) Ro...
gl Microsoft Root Authority
S Micresoft Root Centificate Auth...
g Microsoft Root Certificate Auth,.,
] Microsoft Root Certificate Auth...
gl Milestone Mobile

| CRINO LIABIITY ACCEPTED, (c)97 ...
(gl Starfiedd Class 2 Centification A
) Starfiedd Services Root Certfficat..

(gl Symantec Enterpeise Mobile Ro...
<

ssued By

10.5.14.40

10.5.6.101

AddTeust Extermnal CA Roct
Beltimore CyberTrust Root

Cxms

Class 3 Public Prmary Certficatio..,
Copyright (c) 1597 Microsoft Corp.
DegiCert Assured 10 Root CA
DigCert Global Roct CA

DegiCert High Assurance EV Root
DST Root CA X2

Equifax Secure Certficate Authority
GeoTrust Global CA

GobalSign

GlobalSign

GlobalSign Reet CA

Go Daddy Class 2 Centfication Au..,
GTE CyberTrust Glebal Roct
Hotspot 2.0 Trust Roct CA - 03
Microsoft Authenticode{ten) Root...
Microsoft Root Authority
Microsoft Root Cetificate Author
Microsoft Root Certificate Authori..,
Microsoft Root Certificate Authen..
Milestore Mobile

NO LIABILITY ACCEPTED, ()97 Ve
Starfield Class 2 Certification Auth..,
Starfiedd Services Root Certdicate ..
Symantec Enterperse Mobile Root ..,

Trusted Root Certification Authorities store contains 34 centificates.

15. Repeat the steps on the next computer that runs as a client to the service where encryption is being
enabled, until you have installed the certificate on all relevant computers.
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5.3 Create SSL certificate

After you have installed the CA certificate on all the clients, you are ready to create certificates to be installed on all
computers that run servers (recording serversanagementservers, mobile servers or failover servers).

On the canputer where you created the CA certificate, from the folder where you placed the CA certificate, run the
Server certificate  script to create SSL certificates for all servers.

I The computer that you use for creating certificates must run Window 10 or Wirsl®&rver 2016 or newer.

1. In Appendix B in the back of this guide, you find a script for creating server certificates.
2. Open Notepad and paste the contents.

It is very important that the lines break in the same places as in Appendix B. You can add thediiesbn Notepad
or alternatively, reopen this PDF with Google Chrome, copy the contents again and paste it into Notepad.

3. In Notepad, clickFile ->Save as, name the fileCreateServerCertificate.ps1 and save it locally in the same
folder as the CA certifida, like this:
C\Certificate§CreateServerCertificate.psl

4. In File Explorer, go t€\Certificatesand select theCreateServerCertificate.ps1 file.

5. In theFile menu, selectOpen Windows Powershell and thenOpen Windows PowerShell as
administrator

. N Jlopen ~  HH Select all
| Open new window b u Open Windows PowerShell
| ¥ | A Edit Select none
« Properties o
o\ e = > ) 3 = - &) History - Invert selection
| Open command prompt \2 , Open Windows PowerShell as administrator x
| «
1 u Open Windows PowerShell  »
| ( Date modified Type Size
| %/ Delete history »
a 04-02-2019 11:3 File folder
M-02-2 11 File folder
Help ’
04-02-2019 11:31 File folder
~ 04-02-201911:3 File folder
2 Close
= 11 File fold
- a1 F
44 CreateCACertificate.ps! 31-01-2019 15:01 T | 1k
M This PC 4y CreateServerCertificate.ps1 25-01-2019 15:31 Windows PowerShell Script KB

= Necltnn

6. In PowerShell at the prompt, entel\ CreateServerCertificate.ps1 and pressEnter .
7. Enter the DNS name for the server. If the server has multiple names, for example for internal and external
use, add them here, separated by a space. PrEster .

To find the DNS name, open Faaploreron the computer running the Recording Server service. Riglitk This PC
and selectProperties . Use theFull computer name

ER Adminigtrmor Windows PowerShall - o X

8. Enter the IP address of the server. If the server has multiple IP addresses, for example for internal and
external use, add them here, separated by a space. PEger .

To find the IP address, you can open Command Prompt on the computer running the Rexxp&rver service.
Enteripconfig /all . If you have installed th&/OBOTIX HU&/stem, you can open the Management Client, navigate
to the server and find the IP address on thdo tab.
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9. Specify a password for the certificate and preSater to finish thecreation.

You use this password when you import the certificate on the server.

ASubjectname.pffile appears in the folder where you ran the script.
10. Run the script until you have certificates for all of your servers.

5.4 Import SSL certificate

After you creaed the SSLcertificates, install them on the computers that run the server service.

1. Copy the relevanSubjectname.pfxfile from the computer where you created the certificate to the

corresponding server service computer.

Remember that each certificate igeated to a specific server.

2. Onthe server serviceomputer, startManage computer certificates
3. Click onPersonal , right-click Certificates and selectAll Tasks >Import .

= certlm - [Certificates - Local Computer]

File Action View Help

Y EEEN

Certificates - | neal Comuputer |

4 | Personal

|| Certificates

Trusted Root Certification Authaorities
[ | Enterprise Trust

[ Intermediate Certification Authorities
|| Trusted Publishers

| Untrusted Certificates

[ | Third-Party Root Certification Authorities
[ ] Trusted People

7| Client Authentication Issuers

[ | Homegroup Machine Certificates

[ | MSIEHistorylournal

[| OfcEdge

[ ] OfficeScan 551 Agent

| Rernote Desktop

| Smart Card Trusted Roots

7| Trusted Devices

] Web Hosting

[ Windows Live ID Token Issuer

LA A T A T A T AL T A T A T A T A T A T A T A A T

Logical Store Mame

[ Personal

[ | Trusted Root Certification Authorities
[ | Enterprise Trust

[ Intermediate Certification Authorities
[ Trusted Publishers

[ | Untrusted Certificates

| Third-Party Root Certification Authorities
[ Trusted People

[ Client Authentication lssuers

"I Homegroup Machine Certificates

[ MSIEHistorylournal

[ OfcEdge

[ | OfficeScan 551 Agent

| Remote Desktop

[ Smart Card Trusted Roots

[ Trusted Devices

I Weh Hosting

[ Windows Live ID Token Issuer

£

4. Select to import the certificate in the store of thisocal Machine and clickNext .
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£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

D Current User

@i

To continue, dick Mext,

| Next || Cancel

5. Browse to the certificate file and clickiext .
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(€) £ Certificate Import Wizard

File to Import
Specify the file you want to import,

File name:

| | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #£12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)

Microsoft Serialized Certificate Store ((55T)

Mext || Cancel

6. Enter the password for the private key that you specified when you created the server certificate, and click
Next .
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(€) £ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key,

Password:

[ ] pisplay Password

Import options:

[ ]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option,

[ | Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Indude all extended properties.

Cancel

7. Place the file in theCertificate Store : Personal and clickNext.
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(€) 2 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

i®) Place all certificates in the following store

Certificate store:

Personal Browse. ..

Cancel

8. Verify the informaton and clickFinish to import the certificate.
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(€) 2 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imported after you dick Finish,

You have spedfied the following settings:

Certificate Store Selected by User Personal

Content PR

File Mame Ci\sers\gis\Deskiop\WMS-REC-01.pfx

Finish Cancel

9. The imported certificate appears in the list.
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10. To allow a service to use the private key of the certificate, right click the certificate and saleTasks >
Manage Private Keys .

11. Add read permission for the service user for the service that needs to use the server certificate.
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