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What's new?

In Management Client 2022 R3
MOBOTIX HUB Incident Manager:

* The MOBOTIX HUB Incident Manager add-on is now also compatible with MOBOTIX HUB L4, MOBOTIX HUB
L3, and MOBOTIX HUB L2 version 2022 R3 or later.

* MOBOTIX HUB Incident Manager can now show more than 10,000 incident projects.
In Management Client 2022 R2
MOBOTIX HUB Incident Manager:

* The first release of this add-on

* The MOBOTIX HUB Incident Manager add-on is compatible with MOBOTIX HUB L5 version 2022 R2 and later
and with MOBOTIX HUB Desk Client version 2022 R2 and later.

XProtect LPR:
 License plate styles, which are part of country modules, are now listed in one place.

» To make license plate styles easier to manage, you can group them into aliases according to your license plate
recognition needs.

* Match lists now support aliases.
In Management Client 2022 R1
Event server encryption:

* You can encrypt the two-way connection between the event server and the components that communicate
with the event server.

For more information, see Enable event server encryption on page 261.
Logging in via an external IDP:

* You are now able to log on to the MOBOTIX HUB VMS using an external IDP. Logging on via an external IDP is
an alternative to logging on as an Active Directory user or as a basic user. With the external IDP logon method
you can bypass the setup requirements of a basic user and still be authorized to access the components and
devices in MOBOTIX HUB.

For more information, see External IDP (explained).

Update hardware data
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* You can now see the current firmware version for the hardware device that is detected by the system in the
Management Client.

For more information, see Update your hardware data on page 299.

Logging in (explained)
When you launch the Management Client, you must first enter your login information to connect to a system.

With MOBOTIX HUB L5 2016 or MOBOTIX HUB L4 2016 or newer installed, you can log into systems that run older
versions of the product after installing a patch. The supported versions are MOBOTIX HUB L5 2013 and MOBOTIX
HUB L4 2013 or newer.

Login authorization (explained)

The system allows administrators to set up users so they can only log into a system if a second user with sufficient
permissions authorizes their login. In this case, MOBOTIX HUB Desk Client or the Management Client asks for the
second authorization during login.

A user associated with the built-in Administrators role has always permission to authorize and is not asked for a
second login, unless the user is associated with another role that requires a second login.

To associate login authorization with a role:

 Set Login authorization required for the selected role on the Info tab (see Roles settings) under Roles, so that
the user is asked for additional authorization during login

« Set Authorize users for the selected role on the Overall Security tab (see Roles settings) under Roles, so that
the user can authorize other users' logins

You can choose both options for the same user. This means that the user is asked for additional authorization during
login, but can also authorize other users' logins, except for his/her own.

Log in using a hon-secure connection

When you log in to the Management Client, you might be asked if you want to log in using a non-secure network
protocol.

MNon-secure connection X

You cannot connect securely to the server

Do you want to connect using a non-secure network protocol?

[ ] Remember my choice. Do not show me this message again.
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 Click Allow to log in disregarding the notification. To avoid getting this notification in the future, either select
Remember my choice. Do not show me this message again or click Tools > Options and then select Allow non-
secure connection to the server (restart of Management Client required).

For information about secure communication, see Secure communication (explained) on page 122.

Change your basic user password

If you log in as a Basic user, you can change your password. If you choose a different authentication method, only
your system administrator can change your password. Changing your password often increases the security of your
MOBOTIX HUB VMS system.

Requirements
The version of your MOBOTIX HUB VMS system must be 2021 R1 or later.
Steps:

1. Start Management Client. The login window opens.

2. Specify your login information. In the Authentication list, select Basic authentication. A link with the text Change
password appears.

3. Click the link. A browser window opens.
4. Follow the instructions and save your changes.

5. Now you can log into Management Client using your new password.

Product overview

The MOBOTIX HUB VMS products are video management software designed for installations of all shapes and sizes.
Whether you want to protect your store from vandalism or you want to manage a multi-site, high security installation,
MOBOTIX HUB makes it possible. The solutions offer centralized management of all devices, servers, and users, and
provide an extremely flexible rule system driven by schedules and events.

Your system consists of the following main components:
» The management server - the center of your installation, consists of multiple servers
* One or more recording servers
* One or more installations of MOBOTIX HUB Management Client
« MOBOTIX HUB Download Manager
* One or more installations of MOBOTIX HUB Desk Client
« One or more uses of MOBOTIX HUB Web Client and/or installations of MOBOTIX HUB Mobile client if needed

Your system also includes fully integrated Matrix functionality for distributed viewing of video from any camera on
your surveillance system to any computer with MOBOTIX HUB Desk Client installed.

You can install your system on virtualized servers or on multiple physical servers in a distributed setup. See also A
distributed system setup on page 75.
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The system also offers the possibility of including the standalone MOBOTIX HUB Desk Client - Player when you export
video evidence from the MOBOTIX HUB Desk Client. MOBOTIX HUB Desk Client - Player allows recipients of video
evidence (such as police officers, internal or external investigators and more) to browse and play back the exported
recordings without having to install any software on their computers.

With the most feature-rich products installed (see Product comparison on page 95), your system can handle an
unrestricted number of cameras, servers, and users and across multiple sites if required. Your system can handle IPv4
as well as IPv6.

System components

Management server (explained)

The management server is the central component of the VMS system. It stores the configuration of the surveillance
system in an SQL database, either on a SQL Server on the management server computer itself or on a separate SQL
Server on the network. It also handles user authentication, user permissions, the rule system and more. To improve
system performance, you can run several management servers as a MOBOTIX Federated Architecture™. The
management server runs as a service and is typically installed on a dedicated server.

Users connect to the management server for initial authentication, then transparently to the recording servers for
access to for video recordings, etc.

SQL Servers and databases (explained)

The management server, the event server and the log server store, for example, the system configuration, alarms,
events and log messages in SQL databases on one or more SQL Server installations. The management server and the
event server share the same SQL database while the log server, MOBOTIX HUB Incident Manager, and the Identity
Provider each have their own SQL database. For more information about the Identity Provider, see Identity Provider
(explained) on page 56. For more information about the MOBOTIX HUB Incident Manager SQL database and logging,
see the separate MOBOTIX HUB Incident Manager manual.

The system installer includes Microsoft SQL Server Express which is a free edition of SQL Server.

For very large systems or systems with many transactions to and from the SQL databases, MOBOTIX recommends
that you use a Microsoft® SQL Server® Standard or Microsoft® SQL Server® Enterprise edition of the SQL Server on a
dedicated computer on the network and on a dedicated hard disk drive that is not used for other purposes. Installing
the SQL Server on its own drive improves the entire system performance.

Recording server (explained)

The recording server is responsible for communicating with the network cameras and video encoders, recording the
retrieved audio and video as well as providing client access to both live and recorded audio and video. The recording
server is also responsible for communicating with other MOBOTIX products connected via the MOBOTIX Interconnect
technology.

Device drivers
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» Network cameras and video encoders communicate through a device driver developed specifically for
individual devices or a series of similar devices from the same manufacturer

» From the 2018 R1 release, the device drivers are split into two device packs: the regular device pack with newer
drivers and a legacy device pack with older drivers

* The regular device pack is installed automatically when you install the recording server. Later, you can update
the drivers by downloading and installing a newer version of the device pack

» The legacy device pack can only be installed if the system has a regular device pack installed. The drivers from
the legacy device pack are automatically installed if a previous version is already installed on your system. It is
available for manual download and installation on the software download page
(https://www.mobotix.com/en/software-downloads)

Media database

* The recording server stores the retrieved audio and video data in the tailor-made high-performance media
database optimized for recording and storing audio and video data

* The media database supports various unique features like; multistage archiving, video grooming, encryption,
and adding a digital signature to the recordings

The system uses recording servers for recording of video feeds, and for communicating with cameras and other
devices. A surveillance system typically consists of several recording servers.

Recording servers are computers where you have installed the Recording Server software, and configured it to
communicate with the management server. You can see your recording servers in the Overview pane when you
expand the Servers folder and then select Recording Servers.

Site Navigation J[E3 [Recomding Server
=+ BE HServer = i) Recondrg Sovegll
= 1 Basics + H | My Recarding Sever |

e Getling Started
E Licerse Infoimatian
= i'lu-ll gl:T\'EI"S
if Racording Saness
f Failcerpr Sorvers
= -t;:' Dieaces
B Cameias

Backward compatibility with recording server versions older than this version of the management server is limited.
You can still access recordings on recording servers with older versions, but if you want to change their configuration,
make sure they match this version of the management server. MOBOTIX recommends that you upgrade all recording
servers in your system to the same version as your management server.

The recording server supports encryption of data streams to the clients and services:
» Enable encryption to clients and servers on page 263
» View encryption status to clients on page 250

The recording server also supports encryption of the connection with the management server:
» Enable encryption to and from the management server on page 258

You have several options related to management of your recording servers:
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» Add hardware on page 181
* Move hardware on page 294
* Delete all hardware on a recording server on page 310

* Remove a recording server on page 309

When the Recording Server service is running, it is very important that Windows Explorer or
other programs do not access Media Database files or folders associated with your system

A setup. If they do, it is likely that the recording server cannot rename or move relevant media
files. This might bring the recording server to a halt. To restart a stopped recording server, stop
the Recording Server service, close the program accessing the relevant media file(s) or folder
(s), and restart the Recording Server service.

Mobile server (explained)

The mobile server is responsible for giving MOBOTIX HUB Mobile client and MOBOTIX HUB Web Client users access
to the system.

In addition to acting as a system gateway for the two clients, the mobile server can transcode video, since the original
camera video stream in many cases are too large to fit the bandwidth available for the client users.

If you are performing a Distributed or Custom installation, MOBOTIX recommends that you install the mobile server
on a dedicated server.

Event server (explained)

The event server handles various tasks related to events, alarms, and maps and perhaps also third-party integrations
via the MIP SDK.

Events

» All system events are consolidated in the event server so there are one place and interface for partners to
make integrations that utilize system events

» Furthermore, the event server offers third-party access to sending events to the system via the Generic events
or Analytics events interface

Alarms

* The event server hosts the alarm feature, alarm logic, alarm state as well as handling the alarm database. The
alarm database is stored in the same SQL database that the management server uses

Maps
» The event server also hosts the maps that are configured and used in MOBOTIX HUB Desk Client
MIP SDK

 Finally, third-party-developed plug-ins can be installed on the event server and utilize access to system events
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Log server (explained)

The log server stores all log messages for the entire system in an SQL database. This log messages SQL database can
exist on the same SQL Server as the management server's system configuration SQL database or on separate SQL
Server. The log server is typically installed on the same server as the management server but can be installed on a
separate server for increased performance of the management and log servers.

API| Gateway (explained)

The API Gateway is installed on-premise and is intended to serve as a front-end and common entry point for RESTful
API services on all the current VMS server components (management server, event server, recording servers, log
server, etc). An API Gateway service can be installed on the same host as the management server or separately, and
more than one can be installed (each on their own host).

The RESTful API is implemented in part by each specific VMS server component, and the API Gateway can simply pass-
through these requests and responses, while for other requests, the API Gateway will convert requests and responses
as appropriate.

Currently, the configuration API, hosted by the management server, is available as a RESTful API.

For more information, see the API Gateway administrator manual.
Failover

Failover management server (explained)

Failover support on the management server is achieved by installing the management server in a Microsoft Windows
Cluster. The cluster will then ensure that another server take over the management server function should the first
server fail.

Failover recording server (explained)

Available functionality depends on the system you are using. See the complete feature list,
which is available on the product overview page on the MOBOTIX website
(https://www.mobotix.com/en/products/vms/mobotixhub).

A failover recording server is an extra recording server which takes over from the standard recording server if this
becomes unavailable. You can configure a failover recording server in two modes, as a cold standby server or as a hot
standby server.

You install failover recording servers like standard recording servers (see Install a failover recording server through
Download Manager on page 141). Once you have installed failover recording servers, they are visible in the
Management Client. MOBOTIX recommends that you install all failover recording servers on separate computers.
Make sure that you configure failover recording servers with the correct IP address/host name of the management
server. The user permissions for the user account under which the Failover Server service runs are provided during
the installation process. They are:
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 Start/Stop permissions to start or stop the failover recording server
» Read and Write access permissions to read or write the RecorderConfig.xml file

If a certificate is selected for encryption, then the administrator must grant read access permission to the failover
user on the selected certificate private key.

If the failover recording server takes over from a recording server that uses encryption,
MOBOTIX recommends that you also prepare the failover recording server for using
encryption. For more information, see Secure communication (explained) on page 122 and
Install a failover recording server through Download Manager on page 141.

You can specify what type of failover support you want on device-level. For each device on a recording server, select
full, live only or no failover support. This helps you prioritize your failover resources and, for example, only set up
failover for video and not for audio, or only have failover on essential cameras, not on less important ones.

While your system is in failover mode, you cannot replace or move hardware, update the
recording server, or change device configurations such as storage settings or video stream
settings.

Cold standby failover recording servers

In a cold standby failover recording server setup, you group multiple failover recording servers in a failover group.
The entire failover group is dedicated to take over from any of several preselected recording servers, if one of these
becomes unavailable. You can create as many groups as you want (see Group failover recording servers for cold
standby on page 179).

Grouping has a clear benefit: when you later specify which failover recording servers should take over from a
recording server, you select a group of failover recording servers. If the selected group contains more than one
failover recording server, this offers you the security of having more than one failover recording server ready to take
over if a recording server becomes unavailable. You can specify a secondary failover server group that takes over
from the primary group if all the recording servers in the primary group are busy. A failover recording server can only
be a member of one group at a time.

Failover recording servers in a failover group are ordered in a sequence. The sequence determines the order in which
the failover recording servers will take over from a recording server. By default, the sequence reflects the order in
which you have incorporated the failover recording servers in the failover group: first in is first in the sequence. You
can change this if you need to.

Hot standby failover recording servers

In a hot standby failover recording server setup, you dedicate a failover recording server to take over from one
recording server only. Because of this, the system can keep this failover recording server in a "standby" mode which
means that it is synchronized with the correct/current configuration of the recording server it is dedicated to and can
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take over much faster than a cold standby failover recording server. As mentioned, you assign hot standby servers to
one recording server only and cannot group it. You cannot assign failover servers that are already part of a failover

group as hot standby recording servers.

| A Failover recording server validation

To validate a merge of video data from the failover server to the recording server, you must

A make the recording server unavailable by either stopping the recording server service or

shutting down the recording server computer.

blocking the network using a test tool is not a valid method.

‘ n Any manual interruption of the network that you can cause by pulling out the network cable or

Failover recording server functionality (explained)

A failover recording server checks the state of relevant recording servers every 0.5 seconds. If a recording
server does not reply within 2 seconds, the recording server is considered unavailable and the failover
recording server takes over

A cold standby failover recording server takes over for the recording server that has become unavailable after
five seconds plus the time it takes for the failover recording server's Recording Server service to start and the
time it takes to connect to the cameras. In contrast, a hot standby failover recording server takes over faster
because the Recording Server service is already running with the correct configuration and only has to start its
cameras to deliver feeds. During the startup period, you can neither store recordings nor view live video from
affected cameras

When a recording server becomes available again, it automatically takes over from the failover recording
server. Recordings stored by the failover recording server are automatically merged into the standard
recording server's databases. The time it takes to merge, depends on the amount of recordings, network
capacity and more. During the merging process, you cannot browse recordings from the period during which
the failover recording server took over

If a failover recording server must take over from another recording server during the merging process in a
cold standby failover recording server setup, it postpones the merging process with recording server A, and
takes over from recording server B. When recording server B becomes available again, the failover recording
server takes up the merging process and allows both recording server A and recording server B to merge back
recordings simultaneously.

In a hot standby setup, a hot standby server cannot take over for an additional recording server because it can
only be hot standby for a single recording server. But if that recording server fails again, the hot standby takes
over again and keeps the recordings from the previous period. The recording server keeps recordings until
they are merged back to the primary recorder or until the failover recording server runs out of disk space
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» Afailover solution does not provide complete redundancy. It can only serve as a reliable way of minimizing the

downtime. If a recording server becomes available again, the Failover Server service makes sure that the
recording server is ready to store recordings again. Only then is the responsibility for storing recordings
handed back to the standard recording server. So, a loss of recordings at this stage of the process is very
unlikely

Client users hardly notice that a failover recording server is taking over. A short break occurs, usually only for a
few seconds, when the failover recording server takes over. During this break, users cannot access video from
the affected recording server. Client users can resume viewing live video as soon as the failover recording
server has taken over. Because recent recordings are stored on the failover recording server, they can play
back recordings from after the failover recording server took over. Clients cannot play back older recordings
stored only on the affected recording server until that recording server is functioning again and has taken
over from the failover recording server. You cannot access archived recordings. When the recording server is
functioning again, a merging process takes place during which failover recordings are merged back into the
recording server's database. During this process, you cannot play back recordings from the period during
which the failover recording server took over

In a cold standby setup, setting up a failover recording server as backup for another failover recording server
is not necessary. This is because you allocate failover groups and do not allocate particular failover recording
servers to take over from specific recording servers. A failover group must contain at least one failover
recording server, but you can add as many failover recording servers as needed. If a failover group contains
more than one failover recording server, more than one failover recording server can take over.

In a hot standby setup, you cannot set up failover recording servers or hot standby servers as failover for a hot
standby server

Failover steps (explained)
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Description

Involved servers (numbers in red):

1.

2.

3.

Recording Server
Failover Recording Server

Management Server

Failover steps for Cold standby setups:

1.

To check whether it is running or not, a failover recording server has a non-stop TCP
connection to a recording server.

This connection is interrupted.

The failover recording server requests the current configuration of the recording server from
the management server. The management server sends the requested configuration, the
failover recording server receives the configuration, starts up, and starts recording on behalf
of the recording server.

The failover recording server and the relevant camera(s) exchange video data.

The failover recording server continually tries to re-establish connection to the recording
server.

When the connection to the recording server is re-established, the failover recording server
shuts down and the recording server fetches video data (if any) recorded during its downtime
and the video data is merged back in to the recording server database.

Failover steps for Hot standby setups:

1.

To check whether it is running or not, a hot standby server has a non-stop TCP connection to
its assigned recording server.

This connection is interrupted.

From the management server, the hot standby server already knows the current configuration
of its assigned recording server and starts recording on its behalf.

The hot standby server and the relevant camera(s) exchange video data.
The hot standby server continually tries to re-establish connection to the recording server.

When the connection to the recording server is re-established and the hot standby server goes
back to hot standby mode, the recording server fetches video data (if any) recorded during its
down-time and the video data is merged back in to the recording server database.

Failover recording server services (explained)

A failover recording server has two services installed:
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» A Failover Server service, which handles the processes of taking over from the recording server. This service is
always running, and constantly checks the state of relevant recording servers

» A Failover Recording Server service, which enables the failover recording server to act as a recording server.

In a cold standby setup, this service is only started when required, that is when the cold standby failover
recording server takes over from the recording server. Starting this service typically takes a couple of seconds,
but may take longer depending on local security settings and more.

In a hot standby setup, this service is always running, allowing the hot standby server to take over faster than
the cold standby failover recording server.

Clients

Management Client (explained)

The Management Client is a feature-rich administration client for configuration and day-to-day management of the
system. Available in several languages.

Typically installed on the surveillance system administrator's workstation or similar.

MOBOTIX HUB Desk Client (explained)

MOBOTIX HUB Desk Client is a desktop application designed to help you manage your IP surveillance cameras. It
provides intuitive control over security installations by giving users access to live and recorded video, instant control
of cameras and connected security devices, and the ability to make advanced searches for recordings and metadata.

Available in multiple local languages, MOBOTIX HUB Desk Client has an adaptable user interface that can be
optimized for individual operators’ tasks and adjusted according to specific skills and authority levels.
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The interface allows you to tailor your viewing experience to specific working environments by selecting a light or
dark theme. It also features work-optimized tabs and an integrated video timeline for easy surveillance operation.

Using the MIP SDK, users can integrate various types of security and business systems, and video analytics
applications, which you manage through MOBOTIX HUB Desk Client.

MOBOTIX HUB Desk Client must be installed on operators' computers. Surveillance system administrators manage
access to the surveillance system through the Management Client. Recordings viewed by clients are provided by your
MOBOTIX HUB system's Image Server service. The service runs in the background on the surveillance system server.
Separate hardware is not required.

MOBOTIX HUB Mobile client (explained)

MOBOTIX HUB Mobile client is a mobile surveillance solution closely integrated with the rest of your MOBOTIX HUB
system. It runs on your Android tablet or smartphone or your Apple® tablet, smartphone or portable music player
and gives you access to cameras, views and other functionality set up in the management clients.

Use the MOBOTIX HUB Mobile client to view and play back live and recorded video from one or multiple cameras,
control pan-tilt-zoom (PTZ) cameras, trigger output and events and use the Video push functionality to send video
from your device to your MOBOTIX HUB system.
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If you want to use the MOBOTIX HUB Mobile client with your system, you must have a MOBOTIX HUB Mobile server
to establish the connection between the MOBOTIX HUB Mobile client and your system. Once the MOBOTIX HUB
Mobile server is set up, download the MOBOTIX HUB Mobile client for free from Google Play or App Store to start
using MOBOTIX HUB Mobile.

You need one device license per device that should be able to push video to your MOBOTIX HUB system.

MOBOTIX HUB Web Client (explained)

MOBOTIX HUB Web Client is a web-based client application for viewing, playing back and sharing video. It provides
instant access to the most commonly used surveillance functions, such as viewing live video, play back recorded
video, print and export evidence. Access to features depends on individual user permissions which are set up in
Management Client.
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To enable access to the MOBOTIX HUB Web Client, you must have a MOBOTIX HUB Mobile server to establish the
connection between the MOBOTIX HUB Web Client and your system. The MOBOTIX HUB Web Client itself does not
require any installation itself and works with most Internet browsers. Once you have set up the MOBOTIX HUB Mobile
server, you can monitor your MOBOTIX HUB system anywhere from any computer or tablet with Internet access
(provided you know the correct external/Internet address, user name and password).

Add-on products

MOBOTIX HUB Access (explained)

MOBOTIX has developed add-on products that fully integrate with MOBOTIX HUB to give you extra functionality. Your
MOBOTIX HUB license file controls the access to add-on products.

The use of MOBOTIX HUB Access requires that you have purchased a base license that allows
K4 you to access this feature within your MOBOTIX HUB system. You also need an access control
door license for each door you want to control.

You can use MOBOTIX HUB Access with access control systems from vendors where a vendor-
- specific plug-in for MOBOTIX HUB Access exists.

The access control integration feature introduces new functionality that makes it simple to integrate customers’
access control systems with MOBOTIX HUB. You get:

* A common operator user interface for multiple access control systems in MOBOTIX HUB Desk Client
» Faster and more powerful integration of access control systems
» More functionality for the operator (see below)
In MOBOTIX HUB Desk Client, the operator gets:
* Live monitoring of events at access points
» Operator aided passage for access requests
* Map integration
» Alarm definitions for access control events
» Investigation of events at access points
» Centralized overview and control of door states
» Cardholder information and management

The Audit log logs the commands that each user performs in the access control system from MOBOTIX HUB Desk
Client.

Apart from a MOBOTIX HUB Access base license, you need a vendor-specific integration plug-in installed on the event
server before you can start an integration.
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MOBOTIX HUB Incident Manager (explained)

MOBOTIX has developed add-on products that fully integrate with MOBOTIX HUB to give you extra functionality. Your
MOBOTIX HUB license file controls the access to add-on products.

Available functionality depends on the system you are using. See the complete feature list,
K4 which is available on the product overview page on the MOBOTIX website
(https://www.mobotix.com/en/products/vms/mobotixhub).

MOBOTIX HUB Incident Manager is a MOBOTIX add-on that enables organizations to document incidents and
combine them with sequence evidence (video and, potentially, audio) from their MOBOTIX HUB VMS.

Users of MOBOTIX HUB Incident Manager can save all the incident information in incident projects. From the incident
projects, they can track the status and activities of each incident. In this way, the users can manage incidents
effectively and easily share strong incident evidence, both internally with colleagues and externally with authorities.

MOBOTIX HUB Incident Manager helps organizations gain an overview and understanding of the incidents
happening in the areas they survey. This knowledge enables the organizations to implement steps to minimize the
chance that similar incidents happen in the future.

In MOBOTIX HUB Management Client, the administrators of an organization’s MOBOTIX HUB VMS can define the
available incident properties in MOBOTIX HUB Incident Manager to the organizations’ needs. The operators of
MOBOTIX HUB Desk Client start, save, and manage incident projects and add various information to the incident
projects. This includes free text, incident properties that the administrators have defined, and sequences from the
MOBOTIX HUB VMS. For full traceability, the MOBOTIX HUB VMS logs when administrators define and edit incident
properties and when operators create and update the incident projects.

See also the manual for MOBOTIX HUB Incident Manager.

XProtect LPR (explained)

MOBOTIX has developed add-on products that fully integrate with MOBOTIX HUB to give you extra functionality. Your
MOBOTIX HUB license file controls the access to add-on products.

Available functionality depends on the system you are using. See the complete feature list, which is available on the
product overview page on the MOBOTIX website (https://www.mobotix.com/en/products/vms/mobotixhub).

XProtect LPR offers video-based content analysis (VCA) and recognition of vehicle license plates that interacts with
your surveillance system and your MOBOTIX HUB Desk Client.

To read the characters on a plate, XProtect LPR uses optical character recognition on images aided by specialized
camera settings.

You can combine LPR (license plate recognition) with other surveillance features such as recording and event-based
activation of outputs.

Examples of events in XProtect LPR:
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Trigger surveillance system recordings in a particular quality

Activate alarms

Match against positive and negative match lists

Open gates

Switch on lights

Push video of incidents to computer screens of particular security staff members

Send mobile phone text messages

With an event, you can activate alarms in MOBOTIX HUB Desk Client.

MOBOTIX HUB Video Wall (explained)

MOBOTIX has developed add-on products that fully integrate with MOBOTIX HUB to give you extra functionality. Your
MOBOTIX HUB license file controls the access to add-on products.

MOBOTIX HUB Video Wall is an advanced add-on tool that enables organizations to create video walls that meet their
specific security demands. MOBOTIX HUB Video Wall provides an overview of all the video data in the MOBOTIX HUB
VMS! system and supports any amount or combination of monitors.

1Short for "Video Management Software".
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MOBOTIX HUB Video Wall allows operators to view static video walls as defined by their system administrator with a
fixed set of cameras and monitor layout. However, the video wall is also operator-driven in the sense that operators
can control what is being displayed. This includes:

» Pushing cameras and other types of content to the video wall, for example images, text, alarms, and smart map
» Sending entire views to the monitors
« Inthe course of certain events, applying alternate presets!

Finally, display changes can be controlled by rules that automatically change the presets based on specific events or
time schedules.

XProtect Transact (explained)

MOBOTIX has developed add-on products that fully integrate with MOBOTIX HUB to give you extra functionality. Your
MOBOTIX HUB license file controls the access to add-on products.

Available functionality depends on the system you are using. See the complete feature list,
which is available on the product overview page on the MOBOTIX website
(https://www.mobotix.com/en/products/vms/mobotixhub).

XProtect Transact is an add-on to MOBOTIX's IP video surveillance solutions.

XProtect Transact is a tool for observing ongoing transactions and investigating transactions in the past. The
transactions are linked with the digital surveillance video monitoring the transactions, for example to help you prove
fraud or provide evidence against a perpetrator. There is a 1-to-1 relationship between the transaction lines and video
images.

The transaction data may originate from different types of transaction sources, typically point of sales (PoS) systems
or automated teller machines (ATM).

MOBOTIX Open Network Bridge (explained)

MOBOTIX has developed add-on products that fully integrate with MOBOTIX HUB to give you extra functionality. Your
MOBOTIX HUB license file controls the access to add-on products.

MOBOTIX Open Network Bridge is an open ONVIF compliant interface for standardized video sharing from MOBOTIX
HUB VMS systems to other IP-based security systems. This enables law enforcement, surveillance centers, or similar
organizations (referred to as ONVIF clients) to access live and recorded video streams from the MOBOTIX HUB VMS
system to the central monitoring solutions. The video streams are sent as RTSP streams over the Internet.

The key benefits are:

1A predefined layout for one or more Wall monitors in MOBOTIX HUB Desk Client. Presets determine which cameras
are displayed, and how content is structured on each monitor on the video wall.
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» Enables true interoperability and freedom of choice for large-scale, multi-vendor security deployments and
seamless private-to-public video integration

» Provides external access to H.264 and H.265 video streams in the MOBOTIX HUB VMS system, both live video
and playback

» Offers standardized interfaces that provide an easy and problem-free way of integrating MOBOTIX HUB VMS
solutions with alarm centers and monitoring stations

This document provides the following:
» Information about the ONVIF standard and links to reference materials

* Instructions for installing and configuring the MOBOTIX Open Network Bridge in your MOBOTIX HUB VMS
product

» Examples of how to enable various types of ONVIF clients to stream live and recorded video from MOBOTIX
HUB VMS products

MOBOTIX HUB DLNA Server (explained)

MOBOTIX has developed add-on products that fully integrate with MOBOTIX HUB to give you extra functionality. Your
MOBOTIX HUB license file controls the access to add-on products.

DLNA (Digital Living Network Alliance) is a standard for connecting multimedia devices. Electronic manufactures get
their products DLNA certified to ensure interoperability between different vendors and devices and thereby enable
them to distribute video content.

Public displays and TVs are often DLNA certified and connected to a network. They are able to scan the network for
media content, connect to the device, and request a media stream to their built-in media player. MOBOTIX HUB DLNA
Server can be discovered by certain DLNA certified devices and deliver live video streams from selected cameras to
DLNA certified devices with a media player.

The DLNA devices have a live video delay of 1-10 seconds. This is caused by different buffer
- sizes in the devices.

MOBOTIX HUB DLNA Server must be connected to the same network as the MOBOTIX HUB system and the DLNA
device must be connected to the same network as MOBOTIX HUB DLNA Server.

Devices

Hardware (explained)

Hardware represents either:

» The physical unit that connects directly to the recording server of the surveillance system via IP, for example a
camera, a video encoder, an I/O module

» Avrecording server on a remote site in a MOBOTIX Interconnect setup

You have several options for adding hardware to each recording server in your system.
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If your hardware is located behind a NAT-enabled router or a firewall, you may need to specify
a different port number and configure the router/firewall so it maps the port and IP addresses
that the hardware uses.

The Add Hardware wizard helps you detect hardware like cameras and video encoders on your network and add them
to the recording servers on your system. The wizard also helps you add remote recording servers for MOBOTIX
Interconnect setups. Only add hardware to one recording server at a time.

Hardware pre-configuration (explained)

Certain manufacturers require that credentials be set on out-of-the-box hardware before adding the hardware to a
VMS system for the first time. This is referred to as hardware pre-configuration, and is done through the Pre-
configure hardware devices wizard that appears when such hardware is detected by the Add hardware on page 181
wizard.

Some important information regarding the Pre-configure hardware devices wizard:

* Hardware that requires initial credentials before being added to a VMS system cannot be added using the
typical default credentials, and must be configured through the wizard or by connecting to the hardware
directly

* You can only apply credentials (user name or password) to fields that are marked as not set
« Once the hardware status is set to configured, you cannot change the credentials (user name or password)

» Pre-configuration applies to out-of-the-box hardware and needs to be done only once. Once pre-configured,
hardware can be managed like any other hardware in Management Client

» After you close the Pre-configure hardware devices wizard, pre-configured hardware will appear in the in the
Add hardware on page 181 wizard, and can now be added to your system

It is highly recommended that you add the pre-configured hardware to your system by

A completing the Add hardware on page 181 wizard after you close the Pre-configure hardware
devices wizard. Management Client will not retain the pre-configured credentials if you do not
add the hardware to your system.

Devices (explained)
Hardware has a number of devices that you can manage individually, for example:

» A physical camera has devices that represent the camera part (lenses) as well as microphones, speakers,
metadata, input and output either attached or built-in

» Avideo encoder has multiple analog cameras connected that appear in one list of devices that represent the
camera part (lenses) as well as microphones, speakers, metadata, input and output either attached or built-in

« AnI/O module has devices that represent the input and output channels for, for example, lights
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» Adedicated audio module has devices that represent microphones and speaker inputs and outputs

» In a MOBOTIX Interconnect setup, the remote system appears as hardware with all devices from the remote
system listed in one list

The system automatically adds the hardware’s devices when you add hardware.

For information about supported hardware, see the supported hardware page on the
MOBOTIX website
(https://www.mobotix.com/en/products/vms/mobotixhub/supporteddevices).

The following sections describe each of the device types that you can add.

Cameras

Camera devices deliver video streams to the system that the client users can use to view live video or that the system
can record for later playback by the client users. Roles determine the users' permission to view video.

Microphones
On many devices, you can attach external microphones. Some devices have built-in microphones.

Microphone devices deliver audio streams to the system that the client users can listen to live or the system can
record for later playback by the client users. You can set up the system to receive microphone-specific events that
trigger relevant actions.

Roles determine the users' permission to listen to microphones. You cannot listen to microphones from the
Management Client.

Speakers
On many devices you can attach external speakers. Some devices have built-in speakers.

The system sends an audio stream to the speakers when a user presses the talk button in MOBOTIX HUB Desk Client.
Speaker audio is only recorded when talked to by a user. Roles determine users' permission to talk through speakers.
You cannot talk through speakers from the Management Client.

If two users want to speak at the same time, the roles determine users' permission to talk through speakers. As part
of the roles definition, you can specify a speaker priority from very high to very low. If two users want to speak at the
same time, the user whose role has the highest priority wins the ability to speak. If two users with the same role want
to speak at the same time, the first-come first-served principle applies.

Metadata

Metadata devices deliver data streams to the system that the client users can use to view data about data, for
example, data that describes the video image, the content or objects in the image, or the location of where the image
was recorded. Metadata can be attached to cameras, microphones, or speakers.

Metadata can be generated by:
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* The device itself delivering the data, for example a camera that is delivering video
» Athird-party system or integration via a generic metadata driver
The device-generated metadata is automatically linked to one or more devices on the same hardware.

Roles determine the users' permission to view metadata.

Inputs

On many devices, you can attach external units to input ports on the device. Input units are typically external sensors.
You can use such external sensors, for example, for detecting if doors, windows, or gates are opened. Input from
such external input units is treated as events by the system.

You can use such events in rules. For example, you could create a rule specifying that a camera should begin
recording when an input is activated, and stop recording 30 seconds after the input is deactivated.

Outputs

On many devices, you can attach external units to output ports on the device. This allows you to activate/deactivate
lights, sirens, etc. through the system.

You can use output when creating rules. You can create rules that automatically activate or deactivate outputs, and
rules that trigger actions when the state of an output is changed.

Device groups (explained)

Grouping of devices into device groups is part of the Add Hardware wizard, but you can always modify the groups and
add more groups if needed.

You can benefit from grouping different types of devices (cameras, microphones, speakers, metadata, inputs, and
outputs) on your system:

» Device groups help you maintain an intuitive overview of devices on your system

» Devices can exist in several groups

* You can create subgroups and subgroups in subgroups

* You can specify common properties for all devices within a device group in one go

» Device properties set via the group are not stored for the group but on the individual devices

» When dealing with roles, you can specify common security settings for all devices within a device group in one go
* When dealing with rules, you can apply a rule for all devices within a device group in one go

You can add as many device groups as required, but you cannot mix different types of devices (for example cameras
and speakers) in a device group.
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Create device groups with less than 400 devices so you can view and edit all properties.

If you delete a device group, you only delete the device group itself. If you want to delete a device, for example a
camera, from your system, do it on the recording server level.

The following examples are based on grouping cameras into device groups, but the principles apply for all devices
Add a device group
Specify which devices to include in a device group

Specify common properties for all devices in a device group

Media storage

Storage and archiving (explained)

Available functionality depends on the system you are using. See the complete feature list, which is available on the
product overview page on the MOBOTIX website (https://www.mobotix.com/en/products/vms/mobotixhub).

On the Storage tab, you can set up, manage and view storages for a selected recording server.

For recording storages and archives, the horizontal bar shows the current amount of free space. You can specify the
behavior of the recording server in case recording storages become unavailable. This is mostly relevant if your system
includes failover servers.

If you are using Evidence lock, there will be a vertical red line showing the space used for evidence locked footage.

48 [ 511


https://www.mobotix.com/en/products/vms/mobotixhub

Overview

Properties -
Storage configuration
[ ] Stop the recording server if a recording storage is unavailable
MName . [Device sage Default
Local defautt 28 ]
Temp storage 0 ]

—E-

| & ]

Recording and archiving configuration

Recording
"= 0GB (22 81 GB used)
B :
C:\MediaDatabase

Archive recordings older than 2 hour(s) at the next archive schedule

Archive 1
200 GB (12.5 GB used)
CABackup

‘ Delete when recordings are 3 hour(s) old

|ﬂ Failover |1¢b Multicast |‘;T Metwork |

When a camera records video or audio, all specified recordings are by default stored in the storage defined for the
device. Each storage consists of a recording storage that saves recordings in the recording database Recording. A
storage has no default archive(s), but you can create these.

To avoid that the recording database runs full, you can create additional storages (see Add a new storage on page
166). You can also create archives (see Create an archive within a storage on page 167) within each storage and start
an archiving process to store data.

Archiving is the automatic transfer of recordings from, for example, a camera's recording
database to another location. In this way, the amount of recordings that you can store is not
limited to the size of the recording database. With archiving you can also back up your
recordings to another media.
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You configure storage and archiving on each recording server.

As long as you store archived recordings locally or on accessible network drives, you can use MOBOTIX HUB Desk
Client to view them.

If a disk drive breaks and the recording storage becomes unavailable, the horizontal bar turns red. It is still possible
to view live video in MOBOTIX HUB Desk Client, but recording and archiving stops until the disk drive is restored. If
your system is configured with failover recording servers, you can specify the recording server to stop running, to let
the failover servers take over (see Specify behavior when recording storage is unavailable on page 165).

The following mostly mentions cameras and video, but speakers, microphones, audio and sound also apply.

MOBOTIX recommends that you use a dedicated hard disk drive for recording storages and
archives to prevent low disk performance. When you format the hard disk, it is important to

A change its Allocation unit size setting from 4 to 64 kilobytes. This is to significantly improve
recording performance of the hard disk. You can read more about allocating unit sizes and find
help on the Microsoft website (https://support.microsoft.com/help/140365/default-cluster-size-
for-ntfs-fat-and-exfat/).

The oldest data in a database is always auto-archived (or deleted if no next archive is defined)
when less than 5GB of space is free. If less than 1GB space is free, data is deleted. A database

A always requires 250MB of free space. If you reach this limit because data is not deleted fast
enough, attempts to write to the database might fail and in that case no more data is written to
the database until you free up enough space. The actual maximum size of your database
becomes the amount of gigabytes that you specify, minus 5GB.

For FIPS 140-2 compliant systems, with exports and archived media databases from MOBOTIX
HUB VMS versions prior to 2017 R1 that are encrypted with non FIPS-compliant cyphers, it is

A required to archive the data in a location where it can still be accessed after enabling FIPS. For
detailed information on how to configure your MOBOTIX HUB VMS to run in FIPS 140-2
compliant mode, see the FIPS 140-2 compliance section in the hardening guide.

Attaching devices to a storage

Once you have configured the storage and archiving settings for a recording server, you can enable storage and
archiving for individual cameras or a group of cameras. You do this from the individual devices or from the device
group. See Attach a device or group of devices to a storage on page 167.

Effective archiving

When you enable archiving for a camera or a group of cameras, the content of the recording storage is automatically
moved to the first archive at intervals that you define.

Depending on your requirements, you can configure one or more archives for each of your storages. Archives can be
located either on the recording server computer itself, or at another location which can be reached by the system, for
example on a network drive.
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By setting up your archiving in an effective way, you can optimize storage needs. Often, you want to make archived
recordings take up as little space as possible, especially on a long-term basis, where it is perhaps even possible to
slacken image quality a bit. You handle effective archiving from the Storage tab of a recording server by adjusting
several interdependent settings:

» Recording storage retention
* Recording storage size

* Archive retention

* Archive size

* Archive schedule

* Encryption

* Frames Per Second (FPS).

The size fields define the size of the recording storage, exemplified by the cylinder, and its archive(s) respectively:

By means of retention time and size setting for the recording storage, exemplified by the white area in the cylinder,
you define how old recordings must be before they are archived. In our illustrated example, you archive the
recordings when they are old enough to be archived.

The retention time and size setting for archives define how long the recordings remain in the archive. Recordings
remain in the archive for the time specified, or until the archive has reached the specified size limit. When these
settings are met, the system begins to overwrite old recordings in the archive.

The archiving schedule defines how often and at what times archiving takes place.
FPS determines the size of the data in the databases.

To archive your recordings, you must set all these parameters up in accordance with each other. This means that the
retention period of the next archive must always be longer than the retention period of a current archive or recording
database. This is because the number of retention days stated for an archive includes all retention stated earlier in
the process. Archiving must also always take place more frequently than the retention period, otherwise you risk
losing data. If you have a retention time of 24 hours, any data older than 24 hours is deleted. Therefore, to get your
data safely moved to the next archive, it is important to run archiving more often than every 24 hours.
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Example: These storages (image to the left) have a retention time of 4 days and the following archive (image to the
right) a retention time of 10 days. Archiving is set to occur every day at 10:30, ensuring a much more frequent
archiving than retention time.
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You can also control archiving by use of rules and events.

Archive structure (explained)

When you archive recordings, they are stored in a certain sub-directory structure within the archive.

During all regular use of your system, the sub-directory structure is completely transparent to
the system's users, as they browse all recordings with the MOBOTIX HUB Desk Client
regardless of whether the recordings are archived or not. Knowing the sub-directory structure
is primarily interesting if you want to back up your archived recordings.

In each of the recording server's archive directories, the system automatically creates separate sub-directories. These
sub-directories are named after the name of the device and the archive database.

Because you can store recordings from different cameras in the same archive, and since archiving for each camera is
likely to be performed at regular intervals, further sub-directories are also automatically added.

These sub-directories each represent approximately an hour's worth of recordings. The one-hour split makes it
possible to remove only relatively small parts of an archive's data if you reach the maximum allowed size of the
archive.

The sub-directories are named after the device, followed by an indication of where the recordings came from (edge
storage or via SMTP), plus the date and time of the most recent database record contained in the sub-directory.
Naming structure

...[Storage Path]\[Storage name]\[device-name] - plus date and time of most recent

recording]\

If from edge storage:
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...[Storage Path]\[Storage name]\[device-name] (Edge) - plus date and time of most

recent recording]\

If from SMTP:

...[Storage Path]\[Storage name]\[device-name] (SMTP) - plus date and time of most

recent recording]\

Real life example

...F:\OurArchive\Archivel\Camera 1 on MOBOTIX M73 Video Encoder (10.100.50.137) -
2011-10-05T11:23:47+02:00\

Sub-directories

Even further sub-directories are automatically added. The amount and nature of these sub-directories depend on the
nature of the actual recordings. For example, several different sub-directories are added if the recordings are
technically divided into sequences. This is often the case if you have used motion detection to trigger recordings.

« Media: This folder contains the actual media that is either video or audio (not both)

» MotionLevel: This folder contains motion level grids generated from the video data using our motion detection
algorithm. This data allows the Smart Search feature in MOBOTIX HUB Desk Client to do very fast searches

* Motion: In this folder, the system stores motion sequences. A motion sequence is a time slice for which motion
has been detected in the video data. This information is, for example, used in the time line in MOBOTIX HUB
Desk Client

» Recording: In this folder, the system stores recording sequences. A recording sequence is a time slice for
which there are coherent recordings of media data. This information is, for example, used to draw the time
line in MOBOTIX HUB Desk Client

« Signature: This folder holds the signatures generated for the media data (in the Media folder). With this
information, you can verify that the media data has not been tampered with since it was recorded

If you want to back up your archives, you can target your backups if you know the basics of the sub-directory
structure.
Examples of backup

To back up the content of an entire archive, back up the required archive directory and all of its content. For example,
everything under:

...F:\OurArchive\

To back up the recordings from a particular camera from a particular period of time, back up the contents of the
relevant sub-directories only. For example, everything under:

...F:\OurArchive\Archivel\Camera 1 on MOBOTIX M73 Video Encoder (10.100.50.137) -
2011-10-05T11:23:47+02:00\
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Pre-buffering and storage of recordings (explained)

Pre-buffering is the ability to record audio and video before the actual triggering event occurs. This is useful when
you want to record the audio or video that leads up to an event that triggers recording, for example, opening a door.

Pre-buffering is possible because the system continuously receives audio and video streams from the connected
devices and temporarily stores them for the defined pre-buffer period.

» Ifarecordingrule is triggered, the temporary recordings are made permanent for the rule’s configured pre-
recording time

» If norecording rule is triggered, the temporary recordings in the pre-buffer are automatically deleted after the
defined pre-buffer time

Storage of the temporary pre-buffer recordings

You can choose the storage location of the temporary pre-buffer recordings:
* Inthe memory; the pre-buffer period is limited to 15 seconds.
e On the disk (in the media database); you can choose all values.

Storage to the memory instead of to disk improves system performance but is only possible for shorter pre-buffer
periods.

When recordings are stored in the memory, and you make some of the temporary recordings permanent, the
remaining temporary recordings are deleted and cannot be restored. If you need to be able to keep the remaining
recordings, store the recordings on the disk.

Authentication

Active Directory (explained)

Active Directory is a distributed directory service implemented by Microsoft for Windows domain networks. It is
included in most Windows Server operating systems. It identifies resources on a network in order for users or
applications to access them.

With the Active Directory installed, you can add Windows users from Active Directory, but you also have the option of
adding basic users without Active Directory. There are certain system limitations related to basic users.

Users (explained)

The term users primarily refers to users who connect to the surveillance system through the clients. You can
configure such users in two ways:

 As basic users, authenticated by a user name/password combination

* As Windows users, authenticated based on their Windows login
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Windows Users

You add Windows Users through the use of Active Directory. Active Directory (AD) is a directory service implemented
by Microsoft for Windows domain networks. It is included in most Windows Server operating systems. It identifies
resources on a network in order for users or applications to access them. Active Directory uses the concepts of users
and groups.

Users are Active Directory objects representing individuals with a user account. Example:

g Adolfo Rodriguez
8 Asif kKhan

3 Karen Otley

ﬁ Faith Wiaverley
ﬁ Wiavne Massey

Groups are Active Directory objects with several users. In this example, the Management Group has three users:

& Management Group

ﬁ Adolfo Rodriguez
ﬁ karen Otley
g Waayne Massey

Groups can contain any number of users. By adding a group to the system, you add all of its members in one go.
Once you have added the group to the system, any changes made to the group in Active Directory, such as new
members you add or old members you remove at a later stage, are immediately reflected in the system. A user can
be a member of more than one group at a time.

You can use Active Directory to add existing user and group information to the system with some benefits:

» Users and groups are specified centrally in Active Directory so you do not have to create user accounts from
scratch

* You do not have to configure any authentication of users on the system as Active Directory handles
authentication

Before you can add users and groups through the Active Directory service, you must have a server with Active
Directory installed on your network.
Basic users

If your system does not have access to Active Directory, create a basic user. For information about how to set up basic
users, see Create basic users on page 248.
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Identity Provider (explained)

Identity Provider app pool (IDP) is a system entity that creates, maintains, and manages identity information for basic

users.

Identity Provider also provides authentication and registration services to relying applications or services, in this case:
Recording Server, Management Server, Data Collector, and Report Server.

When you log in to MOBOTIX HUB clients and services as a basic user, your request goes to the Identity Provider.
When authenticated the user can call the management server.

Identity Provider runs in the IIS as a part of the management server using the same SQL Server with a separate
database and is responsible for creating and handling OAuth communication tokens that services use when
communicating (Surveillance_IDP).

Identity Provider logs can be found at: \\ProgramData\MOBOTIX\IDP\Logs.

External IDP (explained)

IDP is an acronym for Identity Provider. An external IDP is an external application and service where you can store
and manage user identity information and provide user authentication services to other systems. You can associate
an external IDP with the MOBOTIX HUB VMS.

Claims (explained)
Claims form the link between the external IDP and the MOBOTIX HUB VMS.

A claim is a statement that an entity such as a user or an application makes about itself. In the MOBOTIX HUB VMS, a
claim can be associated with a role that determine the users' MOBOTIX HUB permissions.

The claim is a key value consisting of a claim name and a claim value. For example, the claim name could be a
standard name that describes the content of the claim value, and the claim value could be the name of a group. See
more example of claims from an external IDP: Example of claims from an external IDP.

Enable users to log in to the MOBOTIX HUB VMS from an external IDP

* From the external IDP, create the users. You must also identify the MOBOTIX HUB VMS and the interaction
between MOBOTIX HUB and the external IDP. Finally, create the claims to identify users as external IDP users
in the MOBOTIX HUB VMS.

» From the MOBOTIX HUB VMS, create a configuration that enables the Identity Provider to contact the external
IDP. For more information about how to create a configuration for an external IDP, see Add and configure an
external IDP.

» From the MOBOTIX HUB VMS, establish authentication of users by mapping the user claims from the external
IDP to MOBOTIX HUB roles. For more information about how to map claims to roles, see Map claims from an
external IDP to roles in MOBOTIX HUB.

Unique user names for external IDP users

User names are created automatically for users that log into MOBOTIX HUB via an external IDP.
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The external IDP provides a set of claims to automatically create a name for the user in MOBOTIX HUB, and in
MOBOTIX HUB an algorithm is used to pick a name from the external IDP that is unique in the VMS database.

Example of claims from an external IDP

The claims consist of a claim name and a claim value. For example:

Claim name Claim value

name Raz Van

email 123@domain.com
amr pwd

idp 0002ghkgazGgi9BIE5d7
preferred_ 321@domain.com
username

vmsRole Operator

locale en-US

given_name Raz

family_name Van

zoneinfo America/Los_Angeles

email_verified True

Using sequence number of claim to create user names in MOBOTIX HUB

In MOBOTIX HUB, the search priority for when creating a user in the MOBOTIX HUB VMS is controlled by the
sequence number of the claims in the table below. The first available claim name will be used in the MOBOTIX HUB
VMS:
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Claim name Sequence number Description

Configured mapping with one claim to define the
user name. The claim is defined in the Claim to use

UserNameClaimType 1
yp to create user name field on the External IDP tab

under Tools > Options.
Claim that can come from the external IDP. A

preferred_username 2 standard claim that is normally used for this in
Oidc (OpenID Connect).

name 3

given_name family_ 4 Given name and family name in a combination

name such as Bob Johnson.

email 5

First available claim + #
. . For example, Bob#1
(first available number)

Defining specific claims to create user names in MOBOTIX HUB

The MOBOTIX HUB administrators can define a specific claim from the external IDP that should be used to create a
user name in the MOBOTIX HUB VMS. When an administrator define a claim to use for the creation of the user name
in the MOBOTIX HUB VMS, the claim name must be written exactly as the claim name coming from the external IDP.

* The claim to use for the user name can be defined in the Claim to use to create user name field on the External
IDP tab under Tools > Options .

Deleting external IDP users

Users created in MOBOTIX HUB by an external IDP login are deleted the same way as a basic user and the user can be
deleted at any time after the user is created.

If a user is deleted in MOBOTIX HUB and the user logs in again from the external IDP, a new user will be created in
MOBOTIX HUB. However, the data associated with the user in MOBOTIX HUB such as private views and roles are lost
and this information has to be created again for the user in MOBOTIX HUB.

If an external IDP is deleted in the Management Client, any users connected to the VMS via the external IDP are also
deleted.

Security

Roles and permissions of a role (explained)
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Roles determine which devices users can access. Roles also determine permissions and handle security within the
video management system. First, you add roles, then you add users and groups and finally a Desk Client and a
Management Client profile as well as other default profiles that belong to each role. Roles you can create in the
system have their own view groups in MOBOTIX HUB Desk Client in which their views are created and stored.

It is important that all roles, to have access to the Management Server, enable the Connect
security permission, located in Role Settings > Management Server > Overall Security tab (roles)
on page 446.

You add users and groups to the Administrators role just as with any other role. See Assign/remove users and groups
to/from roles on page 247.

In addition to the Administrators role, you can add as many roles as required to suit your needs. You may, for
example, have different roles for users of MOBOTIX HUB Desk Client depending on which cameras you want them to
access or similar restrictions. To set up roles in your system, expand the Security > Roles.

Permissions of a role

Available functionality depends on the system you are using. See the complete feature list, which is available on the
product overview page on the MOBOTIX website (https://www.mobotix.com/en/products/vms/mobotixhub).

When you create a role in your system, you can give the role a number of permissions to the system components or
features that the relevant role can access and use. You may, for example, want to create roles that only have
permissions to functionality in MOBOTIX HUB Desk Client or other MOBOTIX viewing clients, with the permissions to
view only certain cameras. If you create such roles, these roles should not have permissions to access and use the
Management Client, but only have access to some or all functionality found in MOBOTIX HUB Desk Client or other
clients. To address this, you may want to set up a role that has some or most typical administrator permissions, for
example, the permissions to add and remove cameras, servers and similar functionality.

You can create roles that have some or most permissions of a system administrator. This may, for example, be
relevant if your organization wants to separate between people who can administrate a subset of the system and
people who can administrate the entire system. The feature allows you to provide differentiated administrator
permissions to access, edit or change a large variety of system functions, for example, the permission to edit the
settings for servers or cameras in your system. You specify these permissions on the Overall Security tab (see Overall
Security tab (roles) on page 446). As a minimum, to enable that the differentiated system administrator can launch
the Management Client, you must grant read permissions on the management server for the role.

It is important that all roles, to have access to the Management Server, enable the Connect
security permission, located in Role Settings > Management Server > Overall Security tab (roles)
on page 446.

You can also reflect the same limitations in the user interface of the Management Client for each role by associating
the role with a Management Client profile that has the removed the corresponding system functions from the user
interface. See Management Client profiles (explained) on page 62 for information.
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To give a role such differentiated administrator permissions, the person with the default full administrator role must

set up the role under Security > Roles > Info tab > Add new. When you set up the new role, you can then associate the
role with your own profiles must similarly to when you set up any other role in the system or use the system's default
profiles. For more information, see Add and manage a role on page 246.

Once you have specified what profiles you want to associate the role with, go to the Overall Security tab to specify the
permissions of the role.

The permissions you can set for a role are different between your products. You can only give
- all available permissions to a role in MOBOTIX HUB L5.

Privacy masking (explained)

Privacy masking (explained)

With privacy masking, you can define which areas of the video from a camera you want to cover with privacy masks
when shown in the clients. For example, if a surveillance camera covers a street, you can cover certain areas of a
building (could be windows and doors) with privacy masks, to protect the privacy of residents. In some countries, this
is a legal requirement.

You can specify privacy masks as either solid or blurred. The masks cover both live, recorded, and exported video.

Privacy masks are applied and locked to an area of the camera image, so the covered area does not follow the pan-til-
zoom movements, but constantly covers the same area of the camera image. On some PTZ cameras, you can enable
position based privacy masking on the camera itself.

There are two types of privacy masks:

* Permanent privacy mask: Areas with this type of mask are always covered in the clients. Can be used to cover
areas of the video that never requires surveillance, like public areas, or areas where surveillance is not
allowed. Motion detection is excluded from areas with permanent privacy masks

+ Liftable privacy mask: Areas with this type of mask can be temporarily uncovered in MOBOTIX HUB Desk Client
by users with permission to lift privacy masks. If the logged in MOBOTIX HUB Desk Client user does not have
the permission to lift privacy masks, the system asks for an authorized user to approve of the lift.

Privacy masks are lifted until timeout or the user reapply them. Be aware that privacy masks are lifted on video
from all cameras that the user has access to

If you upgrade from a 2017 R3 system or older with privacy masks applied, the masks will be
- converted to liftable masks.

When a user exports or playbacks recorded video from a client, the video includes the privacy masks configured at
the time of recording, even if you have changed or removed the privacy masks later. If privacy protection is lifted
when exporting, the exported video does not include the liftable privacy masks.
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n If you change privacy masking settings very often, for example once a week, your system can
potentially be overloaded.

Example of the Privacy masking tab with privacy masks configured:

Properti -

[#] Privacy masking

Preview ) Permanent mask
Use left and right mouse buttons to select/clear Excluded from mation detection.

Blurring: : U
- Light Solid

@ Liftable mask

Included in motion detection. Users with
sufficient rights can lift this mask.

Bluming: = O—

- Light Solid

Pen size:

16x 16 v] [ Show orid 0
[+ Show privacy masks Small Large

€D info | Settinos |3 Streams | @ Record | & Motion |@) Fisheye Lens | Client [ Privacy masking

And this is how they appear in the clients:
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™ Camera 02 - reception

| You can inform the client users about the settings of permanent and liftable privacy masks.

Management Client profiles (explained)

Management Client profiles allow system administrators to modify the Management Client user interface for other
users. Associate Management Client profiles with roles to limit the user interface to represent the functionality
available for each administrator role.

Management Client profiles only handle the visual representation of system functionality, not the actual access to it.
The overall access to system functionality is granted via the role that individual users are associated with. For
information about how to manage overall access to system functionality for a role, see Manage the visibility of
functionality for a Management Client profile.

You can change settings for the visibility of all Management Client elements. By default, the Management Client
profile can see all functionality in the Management Client.

Desk Client profiles (explained)

Available functionality depends on the system you are using. See the complete feature list,
K4 which is available on the product overview page on the MOBOTIX website
(https://www.mobotix.com/en/products/vms/mobotixhub).
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Desk Client profiles allows system administrators to control how MOBOTIX HUB Desk Client should look and behave
and what features and panes MOBOTIX HUB Desk Client users have access to. You can set up user permissions for:
panes and options, minimize/maximize options, inactivity time-control, remember password or not, view shown after
log in, layout of print reports, export path, and more.

To manage Desk Client profiles in the system, expand Client and select Desk Client Profiles.

You can also learn about the relationship between Desk Client profiles, roles and time profiles and how to use these
together (see Create and set up Desk Client profiles, roles and time profiles on page 225).

Evidence locks (explained)

Available functionality depends on the system you are using. See the complete feature list,
K4 which is available on the product overview page on the MOBOTIX website
(https://www.mobotix.com/en/products/vms/mobotixhub).

As of MOBOTIX HUB VMS version 2020 R2, when you upgrade the management server from an
earlier version, it will not be possible to create or modify evidence locks on recording servers
that are version 2020 R1 or earlier, until these recording servers have been upgraded.

This also means that if the hardware has been moved from one recording server (from 2020 R1
or earlier) to another recording server, and it still has recordings on it, then evidence locks
cannot be created or modified.

With the evidence lock functionality, client operators can protect video sequences, including audio and other data,
from deletion if required, for example, while an investigation or trial is ongoing. For more information, see the user
manual for MOBOTIX HUB Desk Client.

When protected, the data cannot be deleted, neither automatically by the system after the system's default retention
time or in other situations nor manually by the client users. The system or a user cannot delete the data until a user
with sufficient user permissions unlocks the evidence.

Flow diagram for Evidence Lock:
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1. AMOBOTIX HUB Desk Client user creates an evidence lock. Information sent to Management Server.
2. Management Server stores information about the evidence lock in the SQL database.
3. Management Server informs Recording Server to store and protect the protected recordings in the database.

When the operator creates an evidence lock, the protected data remains in the recording storage that it was recorded
to, and is moved to archiving disks together with non-protected data, but the protected data:

» Follows the retention time configured for the evidence lock. Potentially infinitely
* Keeps the original quality of the recordings, even if grooming has been configured for non-protected data

When an operator creates locks, the minimum size of a sequence is the period that the database divides recorded
files into, this is by default one-hour sequences. You can change this, but it requires that you customize the
RecorderConfig.xml file on the recording server. If a small sequence spans two one-hour periods, the system locks
the recordings in both periods.

In the audit log in the Management Client, you can see when a user creates, edits, or deletes evidence locks.

When a disk runs out of disk space, it does not impact the protected data. Instead, the oldest non-protected data will
be deleted. If there are no more non-protected data to delete, the system stops recording. You can create rules and
alarms triggered by disk full events, so you are automatically notified.

Except for more data being stored for a longer period and potentially affecting disk storage, the evidence lock feature
as such does not influence system performance.

If you move hardware (see Move hardware on page 294) to another recording server:
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» Recordings protected by evidence locks remain on the old recording server with the retention time that was
defined when the evidence lock was created

* The MOBOTIX HUB Desk Client user can still protect data with evidence locks on the recordings that were
made on a camera before it was moved to another recording server. Even if you move the camera multiple
times and the recordings are stored on multiple recording servers

By default, all operators have the default evidence lock profile assigned to them, but no user access permissions to
the feature. To specify the evidence lock access permissions of a role, see Device tab (roles) for role settings. To
specify the evidence lock profile of a role, see Info tab (roles) for role settings.

In the Management Client, you can edit the properties of the default evidence lock profile and create additional
evidence lock profiles and assign these to the roles instead.

Rules and events

Rules (explained)

Rules specify actions to carry out under particular conditions. Example: When motion is detected (condition), a
camera should begin recording (action).

The following are examples of what you can do with rules:
» Start and stop recording
» Set non-default live frame rate
» Set non-default recording frame rate
 Start and stop PTZ patrolling
* Pause and resume PTZ patrolling
* Move PTZ cameras to specific positions
» Set output to activated/deactivated state
* Send notifications via e-mail
* Generate log entries
* Generate events
* Apply new device settings, for example a different resolution on a camera
» Make video appear in Matrix recipients
 Start and stop plug-ins
 Start and stop feeds from devices

Stopping a device means that video is no longer transferred from the device to the system, in which case you cannot
view live video nor record video. In contrast, a device on which you have stopped the feed can still communicate with
the recording server, and you can start the feed from the device automatically through a rule, as opposed to when
the device is manually disabled in the Management Client.
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Some rule content may require that certain features are enabled for the relevant devices. For

A example, a rule specifying that a camera should record does not work as intended if recording
is not enabled for the relevant camera. Before creating a rule, MOBOTIX recommends that you
verify that the devices involved can perform as intended.

Rule complexity

Your exact number of options depends on the type of rule you want to create, and on the number of devices available
on your system. Rules provide a high degree of flexibility: you can combine event and time conditions, specify several
actions in a single rule, and very often create rules covering several or all the devices on your system.

You can make your rules as simple or complex as required. For example, you can create very simple time-based rules:

Example
Very Simple Time-

Based Rule

Very Simple Event-
Based Rule

Rule Involving Several
Devices

Rule Combining Time,
Events, and Devices

Explanation

On Mondays between 08.30 and 11.30 (time condition), Camera 1 and Camera 2
should start recording (action) when the time period begins and stop recording (stop
action) when the time period ends.

When motion is detected (event condition) on Camera 1, Camera 1 should start
recording (action) immediately, then stop recording (stop action) after 10 seconds.

Even if an event-based rule is activated by an event on one device, you can specify that
actions should take place on one or more other devices.

When motion is detected (event condition) on Camera 1, Camera 2 should start
recording (action) immediately, and the siren connected to Output 3 should sound
(action) immediately. Then, after 60 seconds, Camera 2 should stop recording (stop
action), and the siren connected to Output 3 should stop sounding (stop action).

When motion is detected (event condition) on Camera 1, and the day of the week is
Saturday or Sunday (time condition), Camera 1 and Camera 2 should start recording
(action) immediately, and a notification should be sent to the security manager
(action). Then, 5 seconds after motion is no longer detected on Camera 1 or Camera 2,
the 2 cameras should stop recording (stop action).

Depending on your organization's needs, it is often a good idea to create many simple rules rather than a few
complex rules. Even if it means you have more rules in your system, it provides an easy way to maintain an overview

of what your rules do. Keeping your rules simple also means that you have much more flexibility when it comes to
deactivating/activating individual rule elements. With simple rules, you can deactivate/activate entire rules when

required.
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Rules and events (explained)

Rules are a central element in your system. Rules determine highly important settings, such as when cameras should
record, when PTZ cameras should patrol, when notifications should be sent, etc.

Example - a rule specifying that a particular camera should begin recording when it detects motion:

Perfarm an action on Motion Start
from Catners 2
start recording 3 seconds before on the device on wwhich event occurred

Perform stop action on Motion End
from Catmners 2
stop recording immedistely

Events are central elements when using the Manage Rule wizard. In the wizard, events are primarily used for

triggering actions. For example, you can create a rule which specifies that in the event of detected motion, the
surveillance system should take the action of starting recording of video from a particular camera.

The following types of conditions can trigger rules:

Name

Events

Time interval

Failover time
interval

Recurring
time

Description

When events occur on the surveillance system, for example when motion is detected or the
system receives input from external sensors.

When you enter specific periods of time, for example:

Thursday 16th August 2007 from 07.00 to 07.59

Or every Saturday and Sunday

Periods of time where failover is active or inactive.

When you set an action to be executed on a detailed, recurring schedule.
For example:
 Every week on Tuesday every 1 hour(s) between 15:00 and 15:30
« Onday 15 every 3 month(s) at 11:45

 Every day every 1 hour(s) between 15:00 and 19:00

The time is based on the local time settings of the server on which

4
- Management Client is installed.

You can work with the following under Rules and Events:
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* Rules: Rules are a central element in the system. The behavior of your surveillance system is to a very large
extent determined by rules. When creating a rule, you can work with all types of events

» Time profiles: Time profiles are periods of time defined in the Management Client. You use them when you
create rules in the Management Client, for example to create a rule which specifies that a certain action should
take place within a certain time profile

* Notification profiles: You can use notification profiles to set up ready-made email notifications, which can
automatically be triggered by a rule, for example when a particular event occurs

» User-defined events: User-defined events are custom-made events that makes it possible for users to manually
trigger events in the system or react to inputs from the system

 Analytics events: Analytics events are data received from external third-party video content analysis (VCA)
providers. You can use analytics events as basis for alarms

» Generic events: Generic events allow you to trigger actions in the MOBOTIX HUB event server by sending
simple strings via the IP network to your system

Time profiles (explained)

Available functionality depends on the system you are using. See the complete feature list,
K4 which is available on the product overview page on the MOBOTIX website
(https://www.mobotix.com/en/products/vms/mobotixhub).

Time profiles are periods of time defined by the administrator. You can use time profiles when creating rules, for
example, a rule specifying that a certain action should take place within a certain time period.

Time profiles are also assigned to roles, along with Desk Client profiles. By default, all roles are assigned the default
time profile Always. This means that members of roles with this default time profile attached has no time-based limits
to their user permissions in the system. You can also assign an alternative time profile to a role.

Time profiles are highly flexible: you can base them on one or more single periods of time, on one or more recurring
periods of time, or a combination of single and recurring times. Many users may be familiar with the concepts of
single and recurring time periods from calendar applications, such as the one in Microsoft® Outlook.

Time profiles always apply in local time. This means that if your system has recording servers placed in different time
zones, any actions, for example recording on cameras, associated with time profiles are carried out in each recording
server's local time. Example: If you have a time profile covering the period from 08.30 to 09.30, any associated actions
on a recording server placed in New York is carried out when the local time is 08.30 to 09.30 in New York, while the
same actions on a recording server placed in Los Angeles is carried out some hours later, when the local time is 08.30
to 09.30 in Los Angeles.

You create and manage time profiles by expanding Rules and Events > Time Profiles. A Time Profiles list opens.
Example only:

| Time Profiles W
= 2 [Time profies |
A Weekdays, Closed
A Weekdays, Working Hows
41 ‘Weekends
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For an alternative to time profiles, see Day length time profiles (explained).

Day length time profiles (explained)

When you place cameras outside, you must often lower the camera resolution, enable black/white or change other
settings when it gets dark or when it gets light. The further north or south from the equator the cameras are placed,
the more the sunrise and sunset time varies during the year. This makes it impossible to use normal fixed time
profiles to adjusts camera settings according to light conditions.

In such situations, you can create day length time profiles instead to define the sunrise and sunset in a specified
geographical area. Via geographic coordinates, the system calculates the sunrise and sunset time, even incorporating
daylight saving time on a daily basis. As a result, the time profile automatically follows the yearly changes in
sunrise/sunset in the selected area, ensuring the profile to be active only when needed. All times and dates are based
on the management server's time and date settings. You can also set a positive or negative offset (in minutes) for the
start (sunrise) and end time (sunset). The offset for the start and the end time can be identical or different.

You can use day length profiles both when you create rules and roles.

Notification profiles (explained)

Notification profiles allow you to set up ready-made email notifications. Notifications can automatically be triggered
by a rule, for example when a particular event occurs.

When you create the notification profile, you specify the message text and decides if you want to include still images
and AVI video clips in the email notifications.

You may need to disable any email scanners that could prevent the application from sending
email notifications.

Requirements for creating notification profiles
Before you can create notification profiles, you must specify mail server settings for email notifications.

You can secure the communication to the mail server, if you install the necessary security certificates on the mail
server.

If you want the email notifications to be able to include AVI movie clips, you must first specify the compression
settings:

1. Go to Tools > Options. This opens the Options window.

2. Configure the mail server on the Mail Server tab (Mail Server tab (options) on page 334) and the compression
settings on the AVI Generation tab AVI Generation tab (options) on page 335.

User-defined events (explained)

If the event you require is not on the Events Overview list, you can create your own user-defined events. Use such
user-defined events to integrate other systems with your surveillance system.
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Overview

With user-defined events, you can use data received from a third-party access control system as events in the system.
The events can later trigger actions. This way, you can, for example, begin recording video from relevant cameras
when somebody enters a building.

You can also use user-defined events for manually triggering events while viewing live video in MOBOTIX HUB Desk
Client or automatically if you use them in rules. For example, when user-defined event 37 occurs, PTZ camera 224
should stop patrolling and go to preset position 18.

Through roles, you define which of your users are able to trigger the user-defined events. You can use user-defined
events in two ways and at the same time if required:

Events Description

For providing the ability = In this case, user-defined events make it possible for end users to manually trigger

to manually trigger events while viewing live video in MOBOTIX HUB Desk Client. When a user-defined
events in MOBOTIX event occurs because a user of MOBOTIX HUB Desk Client triggers it manually, a rule
HUB Desk Client can trigger that one or more actions should take place on the system.

In this case, you can trigger user-defined events outside the surveillance system. Using
user-defined events this way requires that a separate API (Application Program
Interface. A set of building blocks for creating or customizing software applications) is
used when triggering the user-defined event. Authentication through Active Directory
is required for using user-defined events this way. This ensures that even if the user-
defined events can be triggered from outside the surveillance system, only authorized
users are to doiit.

Also, user-defined events can via API be associated with meta-data, defining certain
devices or device groups. This is highly usable when using user-defined events to
trigg