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1  Main features of European data protection law 
(DSGVO, opening clauses, BDSG, state laws)
European data protection law has been newly regulated for all EU member 

states by the European General Data Protection Regulation (EU GDPR 

2016/679), which came into force on 25.05.2018. Since this is a regulation 

and not a directive as before, it has direct legal effect in all countries of the 

EU. Member states may only enact explanatory or clarifying laws in the area 

of the so-called opening clauses. If this should lead to contradictory regu-

lations, the GDPR as a superordinate regulation has primary validity. 

In Germany, the Federal Data Protection Act (BDSG), which was revised at 

the same time, takes up the opening clauses. Here, the topic of video is 

specified in more detail in §4. In addition, there are various further imple-

menting state laws in Germany. 

Directive 2016/680 was adopted at European level for the area of law 

enforcement authorities and Directive 2016/681 for the area of passenger 

data. In order to be legally effective, these require the adoption of associ-

ated national laws at the national level. This has been done in Germany, for 

example, through state-specific state police laws. 

In the wake of the attacks in Ansbach and Munich in the summer of 2016, 

the Video Surveillance Improvement Act was passed in Germany in the same 

year. This was intended to simplify the use of video security systems at 

major events by shifting the weighting of the protection interests of the 

persons concerned in favour of the legitimate interest of the public autho-

rities in minimising risk. Significant parts of this were included in the revision 

of the BDSG in 2018 in §4 (1). 

 

2  Data Protection in MOBOTIX Cameras 
MOBOTIX stands for developing and marketing network-based 

video security systems that meet the highest quality standards. 

For this purpose, MOBOTIX has developed the trend-setting 

"Cactus Concept" for IT and cyber security. 

The two product areas MOBOTIX IoT cameras and MOBOTIX MOVE cameras 

pursue the same security goals from different approaches. 

2.1  MOBOTIX IoT Cameras 
These cameras are characterized by the decentralized concept, in which 

the image processing, analysis and storage is performed in the camera or 

encrypted and controlled by the camera. This offers system-related increa-

sed protection against data loss or unauthorized access during image 

transfer. 

2.1.1   Browser operation 
When operating the IoT cameras via a browser, the soft buttons and drop-

down menus can be hidden if necessary to prevent unauthorized switching. 

If the "Privacy" mode is activated via a soft button in the live view of the 

browser, access to live images and image searches is blocked. This setting 

is then valid for 24 hours or until manually cancelled. 

2.1.2  Secure connections 
The MOBOTIX IoT cameras provide a so-called HSTS function. With HSTS, 

the browser enforces a flawless HTTPS connection, which provides maximum 

protection against man-in-the-middle attacks.
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2.1.3   Admin Area 
The admin area of the camera firmware is used to configure and manage 

different security settings of the cameras: 

a) User rights: 

In the factory setting, access to camera images is possible as "public access" 

without a password for configuration purposes. This access option should 

be deactivated during camera configuration after changing the admin 

password or creating individual users, so that all access to the camera is 

only possible with a password. The camera is protected by a rights manage-

ment on three levels:  

•	 Guest: With these user rights, only access to live images with reduced 

frame rate is possible. 

•	 User: At this user level, the setup menu functions for image settings, 

events, actions, and image storage can be performed as well as unlo-

cked browser functions.

•	 Admin: Users with this privilege level can configure all security-related 

settings of the camera via the Admin menu. 

b) Admin password:

When the admin page is called up for the first time, you will be asked to 

change the default access data (user: "admin", password: "meinsm") with 

an individual and secure password. This password must have at least 8 

digits. Please pay attention to upper/lower case. Without changing the admin 

default password, no change can be permanently saved in the admin menu. 

If the admin password has been forgotten, it is necessary to disassemble 

the camera and send it to the MOBOTIX control center for a hardware reset. 

For a fee, a certified MOBOTIX partner can provide special software indivi-

dually programmed by MOBOTIX with individual activation for password 

reset on site (and without camera installation). 

c) Microphone:

For cameras with a built-in microphone, this is switched off in the factory 

setting of the camera firmware. Based on the legal requirements in the area 

of "Privacy by Default" (security even with factory setting), it is ensured here 

that no audio recordings are made inadvertently as long as they are not 

permitted under data protection law. The microphone must always be 

activated manually first, which is only possible with admin rights. 

d) Network settings / integration protocols:

Not only are the entries and profiles required for integration into networks 

or third-party systems entered here, but different profiles for images, mails, 

messages and associated certificates and access data to third-party systems 

are also created and managed. This is generally done in the admin area of 

the camera firmware in order to optimally guarantee the data protection 

principle of access protection.  

e) Memory failure monitoring:

Via this item, special tests can be configured in the Admin menu of the 

camera firmware, which check the availability, successful data transfers to 

a defined storage target and the successful recording of events in the back-

ground. These tests represent technical-organizational measures (TOMs) 

already taken in the camera firmware in terms of the GDPR. The results of 

these tests are documented in the camera in a log file. In the event of any 

discrepancies, the camera in question can automatically trigger notifications 

in various forms. This can take the form of flashing LEDs, audio messages, 

FTP image transfer, e-mailing of error messages with/without images, 

network messages or an automatic telephone call by the camera. 

2.1.3   Setup area  
a) Obscure image areas

When using video security systems, it is often necessary to generally or 

temporarily hide areas that must not be captured for reasons of data pro-

tection. For this purpose, image areas can be defined in the setup area of 

the cameras, which can be masked either by pixelation as tiles or with 

full-surface colors. This masking is performed directly in the camera before 

the images are completed and overwrites the image information available 

at these locations. This means that the pixelation cannot be undone. 

b) Arming: 

In accordance with the principle of "data protection-friendly basic settings" 

(Art. 25 DS-GVO), event control and analytics control are deactivated as 

factory settings for all cameras. To use these functions, after the general 

arming, the independent arming of the areas storage, actions and/or noti-

fications is possible. This allows individual adaptations to a wide range of 

data protection requirements.  
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c) MxAnalytics Apps:

In this area, count corridors or heat maps can be defined for statistical 

purposes. 

1) Counting corridors:

Counting corridors provide information about the number of objects moving 

in two directions through the counting corridors. While moving objects are 

detected, they are masked. This means that no faces are visible in the live 

image, for example. Only the number and time of the detected objects in 

the counting corridor and no images are stored. 

2) Heatmaps:

In the heatmaps, colored tiles are deposited at the relevant points for 

detected movements. The more tiles are deposited at the same position, 

the brighter the respective color (from dark blue to white). The tiles are 

stored in a pre-stored reference image during an evaluation. No further 

images are stored. The counting statistics and the heat map are stored in 

the camera, if necessary encrypted via an additional password, on the SD 

card separately from the event image memory. 

3) Behavior detection:

When a camera is mounted on the ceiling, in addition to the functions of 

counting corridors or a heat map, event sensors based on behavior analysis 

can be activated. This involves the measurement of the following aspects: 

- Maximum dwell time

- Movement in the opposite direction of a defined main direction

- Reversal of direction

- Turning away from the main direction of movement

- Exceeding a defined speed value

- Entering a restricted area

When one of these measured values is reached, symbols matching the 

triggering event are displayed in the live or stored images. The events 

triggered by the behavior detection can be used as triggers for various actions 

such as image storage, notifications or also switching of warning lights, 

acoustic signals, etc.

d) MOBOTIX Certified Apps

Starting with the Mobotix7 models, the Certified Apps can be activated in 

this area. Analogous to the arming, the arming of the app service is also 

deactivated here as a factory setting for all cameras in accordance with the 

principle of "data protection-friendly basic settings" (Art. 25 DS-GVO).

2.1.4 End-to-end encryption and deletion periods
a) End-to-end encryption

The basic prerequisite for effective data protection is an activated encryption, 

because it prevents data from being compromised in the event of theft or 

loss. To secure stored data, you can enter a keyword under /admin/stora-

geconfig at any time and from the next reboot all new records will be 

encrypted using this word. 

MxFFS encrypts all video content as well as the majority of meta data within 

each camera using an XTEA-based 128bit process and only transfers this 

encrypted data to the NAS or file server archive, where it cannot be decryp-

ted by an IT administrator. Decryption is also only performed on the MxMC 

Client or the playback camera and thus represents an integrated end2end 

encryption solution.

b) Compliance with the time limits for deletion

After the deletion period has expired, the data is not deleted or overwritten, 

as in most file systems, but access is made impossible. This is currently 

"state of the art". (A secure overwrite would halve the lifetime of flash media.)

In addition, the latest software 7.3.0 upwards provides the ability to delete 

data on the external NAS or file server again by removing all files with video 

and audio data outside the deletion period.
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2.2   MOBOTIX MOVE Cameras  
a) Admin password:

As with the IoT cameras, it is also necessary to change the factory admin 

password "meinsm" to an individual password for the MOVE cameras when 

dialing in for the first time in order to ensure data protection-compliant 

"access protection". 

b) Private zones:

The MOBOTIX MOVE cameras also have an integrated function for masking 

image areas with colored areas. This makes it possible to mask areas that 

may not be recorded, e.g. for data protection reasons (e.g. during certain 

times). When activating these privacy zones, make sure that the PTZ func-

tions are deactivated, otherwise the privacy zone will be panned along with 

the displayed image area and mask an incorrect image area.

3   Data Protection in MOBOTIX Software 
All software provided by MOBOTIX AG contains information on data protec-

tion. In addition, various functions are integrated there to ensure 

DS-GVO-compliant video security solutions.  

3.1   Certified Camera Apps
a) General Data Protection Compliance:

The execution of all Certified Apps available on the MOBOTIX 7 platform 

follows the specifications and principles of Data Protection by Default and 

by Design defined in Article 25 of the General Data Protection Regulation 

(GDPR).

•	 All app functions, including the higher-level associated camera software 

service, are deactivated by default

•	 Even after activating the app functions, none of the apps provide data 

to the camera manufacturer or the app manufacturer without the user's 

explicit consent. This may be necessary, for example, for the purpose 

of customer-specific extension / improvement of an app, but in any 

case, requires a user-controlled special configuration of the app.

•	 Further processing or transmission of the data generated by the app, 

for example for the purpose of central consolidation (server or Cloud), 

requires the user's intervention and thus his / her explicit consent. 

Corresponding reporting interfaces are properly configured by the user.

b) Apps overview

MOBOTIX Object Recognition

Purpose: Detection and classification of known object types 

(e.g. people, cars, etc.) in the camera's field of view. The analy-

sis based on single images is used to generate metadata on the 

basis of which assigned apps (e.g. MOBOTIX Analytics or ActivitySensor) 

can execute their functions. Apart from the information about the detected 

object type (e.g. person), the time stamp of the individual image and the 

position of the object within the image, no personal data is processed. It is 

not possible to create a person-related pattern.

MOBOTIX ActivitySensor

Purpose: The ActivitySensor is used for motion detection based 

on pixel changes in the image (regular application) or specially 

trained object recognition (based on artificial intelligence). In 

both cases, neither personal data nor motion patterns are created to perform 

the function of the application.

MOBOTIX Analytics

Purpose: Definition of counting corridors and heat maps for 

statistical purposes and the generation of events based on the 

detection of conspicuous behavior of objects (e.g. persons)

- Counting Corridors

Counting corridors provide information about the number of objects moving 

in two directions through the counting corridors. moving in two directions 

through the counting corridors. While moving objects are objects are detec-

ted, they are masked. This means that e.g. faces are not visible in the live 

image. Only the number and time of the of the detected objects in the 

counting corridor and no images are stored.

- Heatmaps

In the heatmaps, colored tiles are deposited at the relevant points for 

detected movements. The more tiles are stored at the same position, the 

brighter the color (from dark blue to white). The tiles are stored in a pre-sto-

red reference image during an evaluation. There is no storage of additional 

images. The counting statistics and the heatmap are stored in the camera 

on the SD card separately from the event image memory (optionally encryp-

ted by an additional password).
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- Behavior Detection

When a camera is mounted on the ceiling, in addition to the functions of 

counting corridors or a heat map, event sensors can also be activated on 

the basis of of behavioral analysis. This involves the measurement of the 

following aspects:

•	 Maximum dwell time

•	 Movement in the opposite direction of a defined main direction

•	 Reversal of direction

•	 Turning away from the main direction of motion

•	 Exceeding a defined speed value 

•	 Entering a restricted area

When one of these measured values is reached, symbols corresponding 

to the triggering event are displayed in the live or stored images. The 

events triggered by the behavior detection can be used as triggers for 

various actions such as image storage, notifications or switching of or even 

switching of warning lights, acoustic signals, etc.

MOBOTIX Color Recognition

Purpose: The application detects when a certain amount of 

pixels in a previously defined image area maps to a color value 

selected by the user. This means, for example, that the sudden 

appearance of signal colors of any kind can be detected and processed as 

an event (start of recording, notification of a control station, etc.). The 

expected execution of the app does not require any further processing or 

storage of personal data.

MOBOTIX Thermal Heat Radiometry (CNPP) & MOBOTIX Advanced  

Radiometry App

Purpose: As an extension of the radiometry functions of 

MOBOTIX thermal cameras, this app enables the monitoring 

of surface temperatures based on individually adjusted cali-

bration parameters following the CNPP requirements for fire prevention 

systems. This allows users to customize parameters such as emissivity, 

transmittance and reflectance for each temperature measurement window 

and thus for each target object individually depending on the properties 

of the object surface.

Since only raw thermal data is used as the data source for the intended 

functions of the app, no personal data is processed or stored.

 

Certified A.I. Tech Apps incl. embedded Dashboard

MOBOTIX video analysis solutions require data collection, data processing, 

data use and data sharing and must respect:

- The principle of transparency

The adoption of adequate technical and organizational security measures 

to guarantee an adequate level of security to the risks. The data must be, 

when possible, minimized, anonymised or pseudonymized. It is necessary 

to identify a limitation of the purposes (use of data for purposes compatible 

only with the purposes to be pursued). The rights of the interested parties 

must be protected. The configuration of the techniques and procedures 

relating to the methods of treatment must be guaranteed so that the 

criteria that are considered from the initial stage of a project are clear and 

so that data security is guaranteed with a privacy by design approach. 

Based on the following principles, A.I. Tech stands for the data security of 

its apps:

- Lawfulness, fairness and transparency

Personal data are collected only for a specific purpose, or for the purposes 

declared and with a conservation criterion respectful of regulatory requi-

rements. The data can be minimized according to the principle of privacy 

by design and by default, only the personal data necessary to achieve the 

purpose for which they are processed will be processed. Even in the case 

of "biometric" detection, no personal data remains permanently stored 

in the system; the images are neither saved locally on the device nor 

transmitted to other systems, unless the user decides, through explicit 

consent and a specific configuration on the system, to save the images 

related to the events generated by the system, with the metadata associ-

ated with it, for example activating the saving of images on AI-DASH-EM-

BEDDED. With regard to the classification of the images (for example for 

the face -analysis ), no image associated with people's faces is stored in 

any way (except in case of an explicit consent of the operator, as mentioned 

above). The face is encoded in a vector of salient characteristics (not 

attributable in any way to the face itself and therefore to the identity of 

the person), and processed in real time through the use of classifiers, i.e. 

complex mathematical models that given this vector are able to deduce 

for example the gender or age of that subject.
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Irisity Core AI Analytics

Purpose: Based on specially trained AI models, the application 

recognizes important behaviors of object classes (e.g., people, 

vehicles, animals) or significant changes to the camera's field 

of view.

Intrusion Detection:

•	 An alarm event is triggered when an object classified as a person 

or vehicle (depending on the user's configuration) enters one or 

more user-configured region(s) of interest.

•	 The generated event data contains only the information about the 

detected object class, the time stamp of the event, and the name 

of the region of interest.

•	 Personal data is not generated.

Tampering Detection:

•	 An alarm event is triggered when a significant portion of the camera 

image changes abruptly.

•	 This can happen, for example, if an intruder covers or hits the 

camera.

•	 Personal data is not generated.

Loitering Detection:

•	 An alarm event is triggered when an object classified as a person 

or vehicle (depending on the user's configuration) stays longer than 

usual at a location in a user-defined area.

•	 The generated event data contains only the information about the 

detected object class, the time stamp of the event, and the name 

of the region of interest.

•	 Personal data is not generated.

Vaxtor Technologies: VaxALPR, VaxALPR ADR, VaxOCR Cargo Container, 

VaxOCR USDOT, VaxOCR Railway

The Vaxtor character recognition apps read from the camera 

video via an OCR function the values of license plates, dangerous 

goods, freight train signs, aircraft identification numbers, freight 

container codes in different languages and country specifications - depen-

ding on the app used. 

Image data is analyzed in the app, then the app transmits event triggers 

and results to the camera and, if applicable, the VMS. The data is stored on 

the camera or a VMS (e.g. MxMC). The data cannot be used without the app 

and is stored on the camera in encrypted form. The deletion periods are 

configured via the camera.

Vaxtor Technologies: VaxALPR MMC

This app recognizes license plates and additionally the make, 

model and color of the vehicle. The data cannot be used without 

the app and is stored on the camera in encrypted form. The 

deletion periods are configured via the camera.

Visage Technologies - Face Recognition

Purpose: The functional scope of the app (which has not been 

offered anymore by MOBOTIX since end of 2023) includes the 

identity-independent detection of faces in the camera's field 

of view as well as the recognition of faces which are enrolled during a 

process controlled by the administrator. The recognition of persons is 

intended to be used as one potential factor for authentication in access 

control scenarios (e.g. recognition of employees, wanted persons, etc.)

- Face Detection Mode:

The detection of faces is performed independent of identity and detects 

faces in the camera's field of view based on known patterns. No personal 

data is generated or processed in this process.

- Enrollment Mode:

If a face is detected in the camera's live image in enrollment mode, the 

appropriate cropped image area is displayed as a temporary image overlay 

to serve as a visual confirmation for the administrator. The corresponding 

data is discarded as soon as the associated face descriptors are enrolled or 

overwritten.

- Face Recognition Mode:

Facial recognition is based on face descriptors. The system calculates the 

similarity between the input face descriptor of detected faces within the 

field of view of the camera and all face descriptors previously enrolled in 

the decentralized database. The goal is to find the face(s) from the database 

that are most similar to the input face.

•	 No face images are stored or processed.

•	 Database contains face descriptors and their corresponding names/ 

IDs, but no images.

Since all biometric templates are exclusively mathemathical representations 

of users’ faces, biometric and personal information is strictly separated. 

This way of handling data ensures the highest level of privacy, even when 

dealing with extremely sensitive data.

•	 Visage is developing their software 100% in-house.

•	 Biometric templates cannot be exported or reverse-engineered to 

their original format.
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Since the face descriptors created are purely mathematical models of the 

taught-in faces, the software only takes into account the shape, texture and 

other special mathematical features of a face. At no time is an evaluation 

based on skin color, origin or other possibly typical facial characteristics of 

persons performed.

3.2   MOBOTIX ManagementCenter (MxMC)
 a) Online connection:

MOBOTIX ManagementCenter can be operated completely without an 

Internet connection. If required, an online connection would only be neces-

sary at two points in time: 

1) Software Update:

In the "Software Update" section of the MOBOTIX ManagementCenter 

settings, you have the option to activate a function that will call up the 

MOBOTIX homepage at startup or at predefined time intervals to check 

whether a new software version is available there. This function is deacti-

vated in the factory settings for reasons of data protection. The search can 

also be triggered manually via this menu. 

2) Use of components subject to licensing:

If you want to use a MOBOTIX ManagementCenter with components subject 

to licensing, you need an online connection or a file that you receive from 

us to activate the license code in order to check the validity of the license 

code at the licensing server in the USA. Since license codes at MOBOTIX are 

permanently valid after activation, an online connection is no longer neces-

sary after activation. 

c) User management:

MOBOTIX ManagementCenter accesses the assigned video sources (came-

ras, NAS, etc.) at admin level in order to control all functions of the connec-

ted devices. To ensure different data protection requirements, the MxMC 

has a differentiated user administration. This includes the possibility of 

restricting access only to defined cameras or activity-related use of functions. 

The current version supports the so-called supervisor mode, which supports 

a maximum of 6-eye control.

The Caktus concept also applies in the MxMC for the cameras (Secure System 

in the MxMC components area). It is checked whether all IoT cameras are 

in the group and whether the default password for the Admin area and the 

ONVIF area has been changed. It is also checked whether HTTPS is enabled 

and Public Access is disabled. The MxMC automatically adjusts the settings 

in the cameras if necessary.

A certificate manager in MxMC allows you to create your own certificates 

for SSL communication and also manages the distribution of official or your 

own certificates to the individual IoT cameras. 

Every user action in the MxMC that is relevant to data protection is logged 

in the system's action log. 

3.3   MOBOTIX SYNC Server

a) Introduction:

The MOBOTIX SYNC software is a back-office integration tool designed to 

enhance the efficiency of various processes, including parking management, 

access control, and traffic monitoring. 

b) Personal data storage

The MOBOTIX SYNC software can store personal data, but this is not requi-

red by default. Users have the option to configure the system to collect only 

the necessary information for the intended purpose. 



Whitepaper Data Protection

c) Purpose of personal data storage

If personal data is stored, it is used solely for the purpose of improving the 

functionality and efficiency of the software, including license plate recog-

nition, vehicle identification, and providing statistical data to support 

management decisions. 

d) Data storage location

The personal data collected by the MOBOTIX SYNC software is stored on 

secure servers within the European Union, in compliance with GDPR requi-

rements. 

e) Data retention period

The personal data collected by the MOBOTIX SYNC software is retained for 

a period of no longer than necessary for the intended purpose, in accordance 

with GDPR guidelines. Users can configure the retention period based on 

their specific needs and legal requirements. 

f) Access to personal data

Access to personal data stored by the MOBOTIX SYNC software is limited to 

authorized personnel who have been granted appropriate user rights. The 

software utilizes a role-based access control system to ensure that only 

authorized users can access and process personal data. A detailed descrip-

tion of user rights, access levels, and the process for granting and revoking 

access can be found in the software's user documentation. 

g) Data protection measures

The MOBOTIX SYNC software incorporates multiple layers of security to 

protect personal data against unauthorized access, including data encryp-

tion, secure server infrastructure, and regular security audits. The software 

also complies with industry-standard best practices for data protection. 

End-to-end encryption can be configured to further enhance data security 

during transmission between the MOBOTIX SYNC software and any external 

systems or devices. 

h) Pseudonymization by design

The MOBOTIX SYNC software has been designed with pseudonymization 

features, allowing users to process personal data without directly identifying 

individuals. These features help ensure compliance with GDPR's privacy- 

by-design and privacy-by-default principles. 

i) REST API and Security

The MOBOTIX SYNC software offers a REST API, allowing third-party appli-

cations and systems to interact with its data and functionality. The API 

employs API keys for security, ensuring that only authorized users and 

applications can access the data. User authentication is required to obtain 

an API key, and the key should be kept confidential to prevent unauthorized 

access. The API is designed for use by developers and integrators who wish 

to incorporate the MOBOTIX SYNC software's features into their applications, 

as well as users who require custom data analysis or reporting. 

j) Data sharing and distribution

Personal data collected by the MOBOTIX SYNC software is not shared or 

distributed to external parties by default. If data sharing is required, users 

must configure the system accordingly and ensure compliance with GDPR 

requirements for data transfers. 

k) Automatic data backup and RAID Levels

The MOBOTIX SYNC software supports automatic data backup and utilizes 

RAID levels to ensure data redundancy and reliability. The specific RAID 

level used depends on the user's system configuration and preferences.  

l) General purpose

The MOBOTIX SYNC software aims to provide a powerful and flexible back-of-

fice integration tool while maintaining a strong commitment to GDPR 

compliance. By incorporating privacy and data protection features into its 

design, the software helps users manage their personal data responsibly 

and transparently. 

In conclusion, the MOBOTIX SYNC software is designed with GDPR compli-

ance in mind, providing users with the necessary tools and options to ensure 

the protection of personal data. While personal data storage is not required 

by default, users who choose to store such information must follow the 

guidelines and recommendations outlined in this document to ensure 

transparency and compliance with GDPR requirements. 
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3.4   MOBOTIX HUB
a) Online connection: 

Secure encryption and HTTPS connections are provided in the MOBOTIX 

HUB and we strongly recommend installing SSL certificates for this purpose.

Furthermore, access can also be regulated via individual IP addresses or IP 

address ranges.

We definitely recommend the MOBOTIX HUB Hardening Guide to configure 

the system both more securely and in compliance with data protection 

regulations. You can find it at:

https://www.mobotix.com/sites/default/files/2021-07/Mx_GL_MOBOTIX_

HUB_Hardening_V1-00_EN_210701.pdf

b) User management:

A Windows admin account is required to install MOBOTIX HUB. This ensures 

that no standard users can install or create an admin account on MOBOTIX 

HUB. For secure user administration, we recommend connecting to the 

Windows Active Directory.

Passwords for the HUB account must generally be at least 8 characters long, 

contain upper and lower case letters as well as numbers and special cha-

racters.

c) Extended access rights management:

MOBOTIX HUB supports GDPR-compliant access according to the dual 

control principle. Furthermore, pixelation of camera image areas can be set 

up so that only authorized users can remove them in the playbacks.

Access to playbacks or live images can be restricted for certain user roles. 

This can be e.g. the playback duration, as well as the time until when recor-

dings may be accessed in the past.

 d) Logs and audit trails:

Accesses are logged so that it can be determined retrospectively which user 

has changed settings and which, whether he/she has edited alarms or what 

has been clicked. In this way, manipulations can be easily tracked.

3.5 MOBOTIX Cloud
a) Security and data protection: 

All communication between cameras, the bridge and the devices is encryp-

ted. Optionally, the 2-factor authentication can be used for more security. 

Via a fine-granular rights assignment and user administration, you can 

optimally adapt the rights to your needs and data protection.

All data of our German customers are hosted in data centers in Frankfurt 

a.M.. The data of our EU customers is hosted on data centers in the EU. The 

data centers are certified (SOC 1+2, ISO 27001), store the data in triple 

backups and thus guarantee availability according to DSGVO. A privacy mode 

is available for end customer subaccounts to restrict (pixelate or hide) image 

and audio access by the reseller. User activities are stored in the action and 

audit logs so that changes can be tracked..

b) Bridge

The bridge has no inbound port, so no direct access is possible. Security 

updates on the bridge are done automatically via the cloud.



Whitepaper Data Protection

© MOBOTIX AG 2023
MOBOTIX is a registered trademark of MOBOTIX AG in the European Union, the USA and other countries. Subject to change without notice. 
MOBOTIX assumes no responsibility for technical errors, typographical errors or omissions. All rights reserved.

EN_10/23
MOBOTIX AG
Kaiserstraße 

D-67722 Langmeil
Tel.: +49 6302 9816-0

Fax: +49 6302 9816-190
vertrieb@mobotix.com

www.mobotix.de

3.6 MOBOTIX Live Door Station and Camera App  
With the IOS and Android app MOBOTIX Live, no personal data is recorded 

or stored on the mobile device (smartphone, tablet). When granting user 

rights on the cameras, it is important to consider whether the user in ques-

tion should be granted rights for a search, for example. These rights defined 

in the camera also apply to access to the camera via the MOBOTIX Live app. 

The pixelation of the IoT cameras can also be controlled via the MOBOTIX 

LIVE App. There are predefined API commands that can be activated as 

softbuttons in the app.

3.5 Older MOBOTIX Door Station App  
The use of the MOBOTIX App for IOS devices can be secured with a PIN code 

so that only authorized persons can access the MxApp. In addition, you can 

define which areas / functions of the app can only be used by entering this 

PIN code. This is very helpful, for example, if a user is allowed to access live 

images of a door intercom for his or her work, but should not be authorised 

to search through stored images via the app for data protection reasons, 

for example. 

3.7 MOBOTIX PartnerToolbox 
The MOBOTIX Partner Toolbox is an app for IOs and Android devices that 

gives MOBOTIX partners access to documents provided by MOBOTIX in a 

compact and thematically structured form. Access to this information is 

protected by user name/password. No further storage of personal data takes 

place. 

4 Data Protection on the MOBOTIX Homepage  
a) Documents for download:

MOBOTIX provides extensive documents for free download on its homepage. 

In addition to a wide range of technical data and configuration aids, this 

also includes documents on the various aspects of data protection. 

The latter documents can be accessed via the link <Liability and Data Pro-

tection> in the lower area of each Internet page, or directly via https://www.

mobotix.com/en/disclaimer-and-data-protection. 

b) We also take data protection concerns into account in a variety of ways 

when communicating with our customers. If, for example, a customer 

wishes to register for a newsletter via our homepage, he will be informed 

of the data protection regulations and his legal right of revocation and must 

confirm his knowledge or consent by clicking on it. In accordance with the 

data protection principle of data economy, each customer also has the 

possibility to define topics for the desired newsletters (and also to change 

them at any time), so that an unnecessary sending of newsletters is avoided. 


