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Before You Start
Support

Support

MOBOTIX Support

If you need technical support, please contact your MOBOTIX dealer. If your dealer cannot
help you, he will contact the support channel to get an answer for you as quickly as pos- -
sible.

If you have internet access, you can open the MOBOTIX help desk to find additional

information and software updates.

Please visit www.mobotix.com > Support > Help Desk.

MOBOTIX eCampus

The MOBOTIX eCampus is a complete e-learning platform. It lets you decide when and E
where you want to view and process your training seminar content. Simply open the site pggs

in your browser and select the desired training seminar.

Please visit www.mobotix.com/ecampus-mobotix.

MOBOTIX Community

The MOBOTIX community is another valuable source of information. MOBOTIX staff and

other users are sharing their information, and so can you.

Please visit community.mobotix.com.
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Before You Start
Safety Notes

Safety Notes

® This camera must be installed by qualified personnel and the installation should conform to all local

codes.
® This product must not be used in locations exposed to the dangers of explosion.
® Do not use this product in a dusty environment.
B Protect this product from moisture or water entering the housing.
B |nstall this product as outlined in this document. A faulty installation can damage the product!

® Do not replace batteries of the camera. If a battery is replaced by an incorrect type, the battery can
explode.

® This equipment is not suitable for use in locations where children are likely to be present.

B External power supplies must comply with the Limited Power Source (LPS) requirements and share the

same power specifications with the camera.

® When using a Class | adapter, the power cord shall be connected to a socket-outlet with proper ground

connection.

® To comply with the requirements of EN 50130-4 regarding the power supply of alarm systems for 24/7
operation, it is highly recommended to use an uninterruptible power supply (UPS) for backing up the

power supply of this product.

Legal Notes

Legal Aspects of Video and Sound Recording

You must comply with all data protection regulations for video and sound monitoring when using MOBOTIX
AG products. Depending on national laws and the installation location of the cameras, the recording of video
and sound data may be subject to special documentation or it may be prohibited. All users of MOBOTIX
products are therefore required to familiarize themselves with all applicable regulations and to comply with
these laws. MOBOTIX AG is not liable for any illegal use of its products.

Declaration of Conformity

The products of MOBOTIX AG are certified according to the applicable regulations of the EC and other coun-
tries. You can find the declarations of conformity for the products of MOBOTIX AG on www.mobotix.com

under Support > Download Center > Marketing & Documentation > Certificates & Declarations of Con-
formity.
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Before You Start
Legal Notes

RoHS Declaration

The products of MOBOTIX AG are in full compliance with European Unions Restrictions of the Use of Certain
Hazardous Substances in Electrical and Electronic Equipment (RoHS Directive 2011/65/EC) as far as they are
subject to these regulations (for the RoHS Declaration of MOBOTIX, please see www.mobotix.com, Support >

Download Center > Marketing & Documentation > Brochures & Guides > Certificates).

Disposal

Electrical and electronic products contain many valuable materials. For this reason, we recommend that you
dispose of MOBOTIX products at the end of their service life in accordance with all legal requirements and reg-
ulations (or deposit these products at a municipal collection center). MOBOTIX products must not be dis-
posed of in household waste! If the product contains a battery, please dispose of the battery separately (the
corresponding product manuals contain specific directions if the product contains a battery).

Disclaimer

MOBOTIX AG does not assume any responsibility for damages, which are the result of improper use or failure
to comply to the manuals or the applicable rules and regulations. Our General Terms and Conditions apply.
You can download the current version of the General Terms and Conditions from our website at www.-

mobotix.com by clicking on the corresponding link at the bottom of every page.

It is the User’s responsibility to comply with all applicable local, state, national and foreign laws, rules, treat-
ies and regulations in connection with the use of the Software and Product, including those related to data
privacy, the Health Insurance Portability and Accountability Act of 1996 (HIPPA), international com-

munications and the transmission of technical or personal data.

FCC Disclaimer

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful inter-
ference when the equipment is operated in a commercial environment. This equipment generates, uses, and
can radiate radio frequency energy and, if not installed and used in accordance with the instruction manual,
may cause harmful interference to radio communications. Operation of this equipment in a residential area is
likely to cause harmful interference in which case the user will be required to correct the interference at his

own expense.
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Overview

Introduction

MOBOTIX MOVE NVR-64B premium H.265 Network Video Recorder built with Intel® Skylake
platform along with Intel® HD Graphics 530. MOBOTIX MOVE NVR-64B provides great com-
puting power and excellent graphic performance that support up to 4K resolution.

PoE Switch

With its Plug and Play (PnP) functionality, the integrated 24-port Power over Ethernet (PoE)
switch of the MOBOTIX MOVE NVR-64B directly powers and displays 24 cameras. By con-
necting additional external high speed PoE switches, the MOBOTIX MOVE NVR-64B can dis-

play up to 40 more live view cameras simultaneously.

Software & Storage

With pre-installed software, MOBOTIX MOVE NVR-64B has great flexibility to configure both
NVR and IP Camera settings based on users' needs. Moreover, MOBOTIX MOVE NVR-64B
offers RAID 0/1/5/10 supporting to both expand storage and increasing the performance
when user is working on multiple tasks (e.g. watching streaming videos & recorded videos
through various browsers and setting up NVR configuration remotely).
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Overview

NVR Data Security

MOBOTIX MOVE NVR-64B is compliant with the NDAA and can be used in US government-related deployments
along with all surveillance products from MOBOTIX. MOBOTIX MOVE NVR-64B has been tested extensively to

ensure every customer an affordable, reliable, and secure end-to-end surveillance solution.

Failover/Backup Server Functionality

Out of the box, the firmware of the MOVE NVR-64B supports its primary function as a Network Video
Recorder.

By using an alternative firmware, the MOVE NVR-64B can be used as Failover/Backup server. Make sure to load
this firmware on the target NVR before setting up and configuring the device. Open the MOBOTIX Download
Center www.mobotix.com > Support > Download Center > Software Downloads and click on MOVE

NVR to download the firmware.

If the MOVE NVR-64B is used as Failover/Backup server, it will no longer support the direct recording func-
tionality.

For more information on the Failover/Backup server functionality, see the section NVR Failover Service, p.
157.

MOBOTIX Documentation

The MOBOTIX MOVE NVR-64B User Guide guide contains useful information for setting up this product. Make

sure you have followed the instructions contained in this document.
L]
[m] g [m]

To find the document, follow the link below or scan the QR code.

www.mobotix.com > Support > Download Center > Marketing & Documentation >
Manuals > Video Management Systems > MOBOTIX MOVE NVR
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NVR Installation

This chapter describes the NVR installation procedure. Uninterruptable Power Supply (UPS)
is highly recommended during system setup to prevent unnecessary data loss and system

damage caused by power fluctuation.
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NVR Installation

Unit Placement

Unit Placement

Before powering up the MOBOTIX MOVE NVR-64B, please avoid placing the NVR in any space that reduces air-
flow to or from the unit. This can help preventing the unit from overheating. DO NOT operate the unit in areas

with temperatures over 40 °C/104 °F.
This NVR utilizes heat-conducting design to transfer internal heat to the case, especially to the bottom of the

unit.

NOTE! DO NOT remove the rubber feet! Always leave an open space for air ventilation on the bottom of the

unit.

Unit Setup

Make sure that your mouse, network connection, and display monitor are set up properly before powering
up. Models with PoE ports need to connect IP Cameras. Any other external devices (e.g. external hard drive)

should make connection to the unit only AFTER the system is completely powered-on.
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NVR Installation
System Startup

System Startup

Power Up and Login

First Login

Password Setting

Username:

Admin

Password:

Confirm Password:

Cancel

When logging in for the first time, you need to set the password for the Admin account. Make sure to store

this password information in a safe place.

NOTE!

® Ppassword length is 8 to 16 characters.

B These characters are allowed:
A-Z, a-z, 0-9,!#$%&'-.@"_~)

At this point, you can also choose your preferred user interface language.
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NVR Installation
System Startup

Login
Once the NVR is powered on, a popup window will appear:

® Click on OK to continue as user Guest.

NOTE! As guest user, you can only see live video. It is not possible to change any settings or to
export data.

B Select a different user and enter the password accordingly.

Failover/Backup Server Functionality

NOTE!
Out of the box, the firmware of the MOVE NVR-64B supports its primary function as a Network Video
Recorder.

By using an alternative firmware, the MOVE NVR-64B can be used as Failover/Backup server. Make sure to
load this firmware on the target NVR before setting up and configuring the device. Open the MOBOTIX
Download Center www.mobotix.com > Support > Download Center > Software Downloads and click on
MOVE NVR to download the firmware.

If the MOVE NVR-64B is used as Failover/Backup server, it will no longer support the direct recording func-
tionality.

For more information on the Failover/Backup server functionality, see the section NVR Failover Service, p.
157.
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4

System User Interface Introduction

After system startup, the NVR Live View window will appear. The following sections

describe the items on the user interface.

Client Side Access Restrictions

There are three ways to access the MOVE NVR via software client:

B Direct connection via monitor and keyboard

® Remotely via web browser

NOTE! Recommended browsers are Mozilla Firefox or Google Chrome.

® Remotely via MOVE CMS

Depending on the access variant used, different menu items and functions are available:
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System User Interface Introduction

Client Side Access Restrictions

Live View

Function

View Management

Camera Image Setup
Camera Video Format
Camera IR/Exposure Setup
Camera PTZ Control

Camera Motion Setup
Camera Alarm Setup

Camera Audio Detection Setup
Camera Video Analysis Setup
Camera Schedule Setup
Camera Text Overlay Setup
Camera Mask Setup

Camera Fisheye Setup
Camera Thermal Setup
Camera System Setup

Camera Information

Direct connection Remotely via web browser

SN N N N N N N N N N N N NN

v

SN N N N N N N N N N NI NN

(Camera Zoom/Focus Control)

Remotely via MOVE CMS

SN N N N N N N N N N N N NN

Playback / Export

Function

Local Playback By Time

Local Playback By Multiple HD
Local Playback By Event
Video Analysis By Event

Edge Archiver By Channel

Snapshot

Direct connection

S N N SR NEEEN

Remotely via web browser

v

< N X

>

Remotely via MOVE CMS

v

< S X

>
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System User Interface Introduction

Client Side Access Restrictions

Function Direct connection Remotely via web browser Remotely via MOVE CMS
Snapshot by Event v v v
Playback Information v X v
Remote NVR Playback By Time X X v
Remote NVR Playback By Event X X v

Add Device

Function Direct connection Remotely via web browser Remotely via MOVE CMS

Camera Lock V4

>

Show Picture
Site Name
Type

IP Address
MAC Address (under detail view)
Protocol
Streaming Port
Port

(under detail view)

Username

SN N N N N N NN

Password

>

Model
Main Streaming (under detail view)
Sub Streaming (under detail view)

Firmware Config

NN N R N N N N N N N N

Refresh

Auto Add

P

Auto Detect

Re-scan Device

SN N N N N N N N N N N N N N N N NN

v
v
v
v
v
v
v
v

Device Filter
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System User Interface Introduction

Client Side Access Restrictions

Record

Function

Recording Schedule
Selection

Recording Template

Configuration

Record Setup

Alarm Behavior Con-

figuration

Edge Configuration

Subfunction

Show Picture

Recording Site

Type

IP Address

Schedule Template
Retrieve Edge Recording
Default

Record

No Record (Special configuration for
passing ONVIF on NVR side)

C:

D:

Circular Recording
Data Life Time
Post-Alarm Recording
Pre-Alarm Recording

Edge Archiver Interval

Direct con- Remotely via Remotely via
nection web browser MOVE CMS

>

N N N N NN
S N N YN RN

P
pas

SN N N
SN N N

N N N NN

>

N N NS NN

Setup

Function

Language
General

System

Date/Time

Direct connection

SN

Remotely via web
browser

v

v
v
v

Remotely via MOVE
CMS

SR

>
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System User Interface Introduction

Client Side Access Restrictions

Function

Network

Storage

User Management
Display

PoE/ IP Port Man-

agement

Video Analysis

About

Joysticks
System Monitor

Event Man-

agement

Ethernet
Email
DDNS
HTTPS

STUN/TURN

Local Storage
Cloud Storage

NAS

PoE Management
Advanced

DHCP Server

Face Recognition

License Plate

Recognition

Direct connection

&

SN N N N N N N N NI NN

SN N N N

Remotely via web

browser
X

v

SN N S N N NN

>

P

NN

Remotely via MOVE

CMS
v

v

P

AN NN
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System User Interface Introduction

Client Side Access Restrictions

Log

Function Direct connection Remotely via web browser Remotely via MOVE CMS
User Operation Log v v v

IP Camera Event v v v

VA Detected Event v v v

NVR System Event v v v
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System User Interface Introduction

Live View Window Overview

Live View Window Overview

A Function Tabs

MISC.

(o Channel Viewing

Function Keys

Hybrid View

Layout Management

E View Management

Camera Setup Panels

G Camera Title Bar

A - Function Tabs

Item Description

Function Tabs Live View, Playback/Export, Add Device, Record, Setup and Log.

B - MISC.

aadmin | i g} 20190603Pm09:41:22 (1)
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System User Interface Introduction

Live View Window Overview

Item
Login/Logout
(Admin/Guest)

System Info

Instant Notification

Date/Time

Power Panel

Description

Login the NVR system with an authorized user
account or logout the currently logged-in
account.

Click 1 to display the NVR System Info Pane.
Basic NVR information can be checked here, e.g.

NVR software version, CPU status, RAM (memory)

usage, etc. Click 1 again to hide the System

Info Pane.

Click &\ to display the notification center.
System

B When either read/write speed is slow, or
CPU temperature is high, users will receive

warning messages here.
Device

B When an IP camera event is triggered, the
alert messages will be listed here.
Edge

® Download Status: You can check the
download status when the NVR is retriev-
ing data from the edge recording device of
a connected IP camera.

B Upload Status: You can check the pro-
gress of file uploading to cloud storage
here.

Alarm notification
When there is alarm, there will be notification

shown here.
This shows the current date/time information.
Click (!) to display the Power Panel. Select the

corresponding option to safely reboot or shut-
down the NVR system.
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System User Interface Introduction

Live View Window Overview

C - Channel Viewing Function Keys

([skq4sec - || @ 2

Item

Sequence Display

Snapshot

Full-Screen

Description

This function is used to sequence the live view videos in
single-channel mode from the connected IP cameras to

avoid manual backtracking.

Select the sequence dwell time (4 to 15 seconds) and
check the box to enable sequence display in single-chan-

nel mode.

This function is used to capture the current viewing in Live
View or Playback/Export tab.

Click , and the NVR will go full-screen. Move the mouse
cursor to the top-center of the monitor, and a float func-
tion bar will show up. Click" to fix the function bar. You
can capture the current viewing image by clicking £81. To

exit the full-screen mode, click | 3%/, and the NVR will return

to the previous viewing mode.

D - Hybrid View Layout Management

€ Hybrid View Auto Layout  ~
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System User Interface Introduction

Live View Window Overview

Item Description

View Layout Setup You can choose or design their desired display layout by select-
ing Hybrid View Auto Layout or Hybrid View Custom
Layout.

® Hybrid View Auto Layout: The NVR automatically
adjusts the layout to the suitable layout format when
new IP devices are added.to the NVR.

® Hybrid View Custom Layout: You can self-define the
display layout using this function. The NVR provides
users at most 4 display layouts to setup. The following
section will further describe how to setup a display lay-
out.

Hide View Pane Click € to hide the View Management Pane and Camera Setup

Pane. Click > to show the pane.

E - View Management

(®) Normal () E-Map

©¥ Properties
*  Camera View
P CH1 - 192.168.50.150
Pe®, CH2 - 192.168.50.21
IPs® CH3 - 192.168.50.111

Item Description

View Management Normal Mode
Here lists all IP cameras connected via network or the
PoE switch under Camera View.
E-Map Mode
You can import the layout of the monitoring area and
place the locations of the cameras on the map. Refer

to next section for further description.
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System User Interface Introduction

Live View Window Overview

F - Camera Setup Panels

Camera PTZ Control

<

<

Camera Image Setup

Camera Video Format

Camera Motion Setup

<A<

Camera Audio Detection Setup

<

Camera Schedule Setup

L4

Camera Video Analysis Setup

<

]

Camera Fisheye Setup

Camera Mask Setup

£

Camera Text Overlay Setup

I<

Camera Alarm Setup
Camera IR/Exposure Setup

<

Camera Information W
Item Description
Camera Setup Panels When IP cameras are connected to the NVR either

via PoE ports on the rear panel or via network,
you can adjust several main settings of IP cam-

eras.

Also, basic information of the selected IP camera
can be checked under Camera Information.
Each setup pane will be described in later sec-

tions.

G - Camera Title Bar

(&)
‘i
f=4

H2 - MegaPixelCamera

CH1 - MegaPixelCamera

CH4 - MegaPixelCamera
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System User Interface Introduction
View Layout Setup

Item Description

Camera Title Bar Camera title bar is above each channel grid. You can check
the connection status of the IP camera by its color.

m Gray: When the NVR is D started for the first time, or
@ currently not connecting any IP cameras, the title

bar is gray, indicating no IP camera is connected to the
channel grid.

B Green: The green title bar suggests the NVR is con-

necting the IP camera.

B Blue: The blue title bar indicates the connection
between the NVR and the IP camera is in good con-
dition.

B Red: The red title bar indicates there is connection fail-
ure between the NVR and the IP camera.

View Layout Setup

You can setup their preferred NVR window layout. Select Hybrid View Custom Layout and the available
tools will be shown in the drop down menu.

| Hybrid View Custom Layout =

Follow the description below to add/edit/save/delete the layout.

Add/Rename a Display Layout

" click ] Add to add new layout to the list. The maximum layout amount is four.

® To rename a layout, right click the layout button, click Edit name to rename the selected layout, and
click OK to save the setting or click Cancel to discard changes.
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System User Interface Introduction
View Layout Setup

Edit a Display Layout

1. Select a layout from the layout list.

2. Clickm Edit to enter its layout setup mode.

3. To resize a channel grid, first click on a channel grid. Then click and drag any corner of the yellow frame
to draw a preferred grid layout. When finishing the drawing, release the mouse.

CH1 - MegaPixelCamera

Ramsl

_-. 1
I i‘!_!’“!mu-
Shte TREIT
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System User Interface Introduction
E-Map Setup

4. To add more channel grids, click @R Tyly » J| Add Row b . To remove the added columns

5. Two different channels can be swapped. Click and drag any channel from its original grid to the desired

grid and drop the channel.

6. Click @ 5ave to save and apply the layout setting.

Delete a Display Layout

B To delete a layout, right click on the desired layout button and select Remove. The layout will be

deleted from the list.

E-Map Setup

E-map function allows user to upload and illustrate the position of cameras on a user-selected image (e.g.

floor plan). Select ® EMap ynder View Management Panel to display the E-Map window and follow the

instruction to setup E-Map.
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System User Interface Introduction
E-Map Setup

Add Maps

Map files must be in any of the following formats BMP, JPG or GIF.

=

. Right click GlobalMap and select Add Map.
2. Select the map image from an external storage.

3. Name the selected map.
4. Click | Apply | to add the map into the list.

5. Click and drag the Google Map location icon ' to the desired location.

Google Map Function

You can add new map files and mark them on the geographic locations from Google Maps. Select a map file.
To use this function, Internet connection to the NVR is required.

1. Click EME' to zoom in/out on the Google Map and find the desired location.

2. Click and drag the yellow Pegman icon & to the desired location. Drop the icon on the map to see the
street view.

3. Add a new map to the desired location/area. Once the map is added, the Google Map location icon , will

be shown on the map.
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System User Interface Introduction
E-Map Setup

4. Move the mouse cursor to ? and you can preview the map.
5. Double click? to display the map.

6. To re-locate the map, click and drag? to the desired location and drop the icon.

NOTE! Other additional functions may vary depending on the applied version of Google Maps.

Update Selected Maps

1. Select any map from the E-map list, and click Edit | or select and right click on the map and click Edit to
modify the map.

2. Upload new map and modify the name.

3. Click| Apply | to save the changes.

NOTE! Please make sure to adjust location of the camera icons after updating new map.

Add Cameras

Follow the steps to add the camera to the map.

1. Select the desired map from the map menu.

2. Click #dd = and select|Add Cameral.

3. Input the name of the camera.
4. Select a camera from the Select Camera drop-down list.

5. Select the camera type, Normal or Fisheye.

6. Click | Apply . The camera will be added to the map.

Edit Cameras
You can revise the names of the added cameras.

1. Select any camera on the E-map menu, and click Edit . Alternatively, right click any camera in the map

list and select Edit. The Camera Setup window will appear.
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2. Reset the camera name.

3. Click | Apply | to save the settings.

Change Camera Location on E-Map

After cameras are added to the map, you can designate the camera to the desired areas on the map to show
the exact location of the camera.

Icon Description
| IP Camera/PTZ Camera
= Fisheye Camera
w
Item Action Description
A Display Camera Live Double click the camera icon to display the live view of the camera. Double
View click again to hide the view.

Re-locate the Cam-  Click and drag the icon to the desired location.
eralcon

B Adjust Camera Field Click, hold and drag either point to adjust the camera’s field of view.

of View

C Adjust the Camera C At the camera fields of view (triangle), click, hold and drag to rotate the dir-

Direction ection of the camera icon.

Delete Cameras

Select any camera on the E-map menu, and click Delete . The selected camera will be removed from the list.
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Delete Maps

Select any map on the E-map menu, and click Delete . Alternatively, right click any map from the map list

and select Delete. The selected map will be removed from the list.

Snapshot

The NVR allows users to capture the current viewing image in Normal Viewing Mode or in Playback/Export
tab.

1. Click =9 at the top-right of the monitor, and the current viewing will be captured.

2. Click from the pop-up Snapshot Window to save the captured, or click to cancel. You can
view and export the snapshots in the Playback/Export tab.

Audio (Talk/Listen) On/Off

Audio (Talk/Listen) is used to switch on/off the audio of the selected IP camera channel.

When both Listen and Talk functions are activated at the same time, users are able to make two-way audio
transmission between the NVR and the selected camera which supports the audio function.

1. Move the mouse cursor to any channel grid, and an Audio icon # will show up.

2. Click on the icon to display the drop-down menu as below.

£ Listen On/Off
£ Talk On/off

Listen On/Off

1. Click #Listen On/Off to enable the NVR to receive audio from the camera. A speaker icon @ will be at

the bottom-left of the channel grid as a reminder.

2. Select again to disable the Listen function.
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Talk On/Off

1. Select #Talk On/Off to enable the NVR audio transmission to the camera site. You can speak or send an

audio via the microphone connected to the NVR to the selected camera.

2. Select again to disable the Talk function.

NOTE! Audio function can only be enabled one channel at a time.

Digital Zoom

You can view the camera zoom-in images via digital zoom function.

1. Move the mouse cursor to any channel grid and scroll up/down the mouse wheel to zoom in/out. The
zoom-in magpnification will be displayed on the top left corner of the grid. The maximum magnification is

10x.
2. Click at any position to set the position as the center of the display screen.

Event Icons

When an alarm or event occurs, the icon corresponding to the event type will show up at the bottom-left of

the channel grid.

Icon Description

9 Motion detection
@ Alarm input triggered

@h VA Event Detection

Event reminder

® Shows event information on

mouse over.

® Sets event to acknowledged on

click
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Image Adjustment Icons

Image Adjustment Icons

Click the following icons at the bottom-right of each channel grid to adjust the view image.

Icon Description

¥ Rotate the View 90°
Er Fill Up the Channel Grid

D‘ Return to Original Aspect Ratio

Camera PTZ Control

The NVR supports PTZ control function. In Live View, select a camera channel that equips pan/tilt/zoom func-

tion and expand the Camera PTZ Control Pane on the left of the monitor.

PTZ Control Icons

The PTZ control icons are Focus Far/Near, Iris Open/Close, Zoom Out/In, Preset, Auto Focus and Direction

Control Panel. The functions are described as below.

Ilcon Description Ilcon Description

@ Focus Far @ Focus Near

Click to focus the lens of Click to focus the lens of selec-
selected camera at a ted camera at a nearer point.
farther point.

=N Iris Open /= Zoom Out
Click it to open the Iris \\J Click it to zoom out the lens of
on the selected camera. selected camera. This function is
to shrink the current image and
a larger viewing area can be dis-
played.

Icon Description

Iris Close
Click to shrink the Iris on

the selected cam

/4 Zoom In
Click it to zoom in the lens
of selected camera. This
function is to enlarge a cer-

tain area.
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Camera PTZ Control

Icon Description Ilcon Description Icon Description

Set Tour Go Tour Set Preset
@
This function is to set up

This function is to setup

at most 8 tour paths of certain position as a preset
the camera and execute point and go to the pre-
the tour path for view- determined preset pos-
ing. itions for viewing.

Go Preset Auto Focus Delete Preset
Click this button to auto-

matically adjust focus of the

selected camera.

Direction Control Panel

Click and drag the control button (in the center of the panel) to pan and tilt the lens of the selected camera.

The pan/tilt speed depends on the distance between the control button and the Direction Control Panel. The

farther the control button is dragged from the center of the panel, the faster the pan/tilt speed is, and vice

versa.

Set Preset Points

The NVR allows users to record current positions for PTZ camera as preset. The amount of preset points may
vary based on manufacturer's setting. Follow the steps to setup preset points:

1.
2.

Click a camera channel that equips preset point function.
Select a preset number from the preset list.

Use the Direction Control Panel to pan/tilt the camera to the desired position.

Click @ to save the position. The recording icon [E] will turn green , indicating this preset
point has been set.

. To remove the preset point, select the preset point from the preset list. Then click . The recorded pre-

set point will be cleared and the recording icon (@1 [+] will turn grey.

37/ 166



System User Interface Introduction

Camera PTZ Control

Call Preset Points

Follow the steps to call preset points:

1. Click a camera channel that equips pan/tilt/zoom function.

2. Select a preset point number from the Preset Point List.

3. Click C‘@ to call the preset point. The selected camera will automatically move to the preset position.

Set Camera Tour Path

Follow the steps to set tour paths:

1. Click a camera channel that equips pan/tilt/zoom function.

2. Select a tour path number from the Tour Path list.

3. Click @’ to start recording the tour path.

4. Use the Direction Control Panel to pan/tilt the camera to set a tour path.

5. Click to save the position.

Run Camera Tour Path

Follow the steps to run the recorded camera tour path:

1. Click a camera channel that a camera tour path is already set.

2. Select a Tour Path number from the Tour Path List.

Click @3), and the camera will start touring as recorded.

w

. Click Direction Control Panel to end the camera tour.

N
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Camera Image Setup

Camera Image Setup

You can configure the image settings of the selected IP camera. The image settings include image adjust-
ment, noise reduction, white balance, etc.

Camera Image Setup ~

Brightness +12 -
Sharpness +4 *
Contrast +6 o
Saturation +6 -
Hue +12 =

o
Moise Reduction [—
2DNR an s

Color NR
Video Type
White Balance

| Refresh |[ Apply ]

1. Select the desired IP camera channel and start setting. When adjusting image configuration, you can

watch the channel grid to check the change of image setting.

2. Click to keep the settings, or click to reload the settings.

NOTE! Some setting functions may not be available for certain IP camera models. The unavailable func-

tions will remain gray.

Camera Video Format

You can configure the settings of video format, including video resolution, video rotation, CBR/VBR mode, etc.

" Click to keep the settings, or click to reload the settings.

NOTE! Some setting functions may vary based on the camera types (H.264/H.265 IP Camera). Refer to the

figures below.

H.264 IP Camera H.265 IP Camera
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Camera Motion Detection Setup

Camera Video Format ~

SteamMode  |H.264 + H.264 - | :
e e
H264-1 1920x1080 (31 ~ | '8
(s4xe80 30 - o R
fste (sons0 0t -] Encoding
H264-1 Profile | main -] :;;e:m 1 Encode |'ﬁq7
Ha642Profile  [main -] glyrpe:mZEn:od! [hess -]
H264-1 Bitrate 4096 Sl '—=
1920x1080 = |
H264-2 Bitrate | 1024 Resolution Aedala i
NS | Pasouton [20me00 <]

H264-2FPS 30 stream 1 Profile [ high

RotateType [0 -] stream 2 Profile [ high -
H264-1 Mode  [vbr -] Stream 1Rate [ =
1 Control |
H264-2Mode  |vbr | sveam2rate [ 2
- cor
Refresh | Apply i)

Stream 1 Bitrate 4096
Stream 2 Bitrate | 1024

Stream 1
Framerate

Stream 2
Framerate

Stream 160V oo
Length 50

Stream 2 GOV
Length L
Rotate Type | flip -]

Refresh || Apply

NOTE! To manage advanced streaming settings for the NVR, please go to Add Device > Device List (refer to
Add Device Window, p. 59 > Main/Sub Streaming Setup, p. 63 for further instructions).

Camera Motion Detection Setup

Motion detection settings include Motion Index, Sampling, Detection Level, Sensitivity, Time Interval, and
Motion Detection Areas. Click any IP camera channel and select Camera Motion Setup to enter the motion
setup mode.

NOTE! To ensure the motion detection function is enabled for the NVR, go to Setup > System > Event Man-
agement to enable event trigger function (Refer to Event Management under System Setup for further
instruction).
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Camera Motion Detection Setup

Camera Motion Setup

Motion Intensity 8

=3

Motion
Sampling
Detection Lvl.
Sensitivity
Time Interval

Region Edit

1L

[ Refresh H Apply

Motion Index

NVR supports each IP camera 4 sets of motion detection settings. Select from the drop-down menu next to

Motion. In each motion index, you can set at most 10 sets of motion detection windows.

Sampling

You can configure the interval of sampling pixel (e.g. if user set the interval as 5, IP camera will take 1 samplig
pixel from every 5 pixels of each row and each column in detection area and compare). System will trigger
the alarm when differences are detected.

Detection Level

Detection level is how much the camera can accept the same sampling pixel's difference within a short time.
Lower detection level detects more minor motions.
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Camera Motion Detection Setup

Sensitivity

Sensitivity is used to set the motion detection intensity percentage. Higher sensitivity means system will trig-

ger motion detection alert with lower motion intensity detected.

Time Interval

You can adjust the interval between each detected motion.
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Camera Motion Detection Setup

Detection Area Setup

The setting methods for H.265 and H.264 IP cameras are different. The following individually describes how to
set a detection area for both types of IP cameras.

® H.265 IP Camera

~ Click and the Motion Region Setup window will pop up as below. The detection area is

divided into 1200 (40x30) detection grids; you can paint and select motion detection region with

the mouse.
Motion Region Paint Setup __| Enable Brush _SelectAl | Clearal | B
= T -
I
Apply Cancel |
U o

— Check the Enable Brush box; left click and move the cursor to paint preferred motion detection
region.

Click Select All to set the entire monitoring area as detection area.

— To erase the detection region, un-check the Enable Brush box; left click and move the cursor to
remove motion detection region.

— Click Clear All to erase all selected motion detection region.

— Click to save the settings, or click to reload the settings.
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Camera Motion Detection Setup

B H.264 IP Camera
In motion detection setup mode, a red outlined detection window will be displayed on the channel
grid. Motion detection area may vary between different IP camera models. Follow the instructions to

setup motion detection:

& Agnin - | i A ovmmemiosarse ()

Ouqee -||@

— Click on the center of the motion detection window and move it to preferred location.

— Click on the outline of the motion detection window and drag the edge to change the size of the

motion detection window.
— To add a new detection window, right click the channel grid and select Add New Window.

— Click Apply to save the settings.

Edit the added detection window

1. Toremove a motion detection window, right click on selected motion detection window and select

Remove Selected Window.

2. To remove multiple motion detection windows, right click on anywhere within the channel grid and

select Remove All Window.

3. Click to save the settings for the selected IP camera, or click to reload the settings.
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Camera Video Analysis Setup

The NVR allows users to connect and setup IP cameras implemented with Video Analytics function.
The following instructions briefly describe how to setup video analysis function; for more detail, please refer
to Video Analytics Manual.

IS CETTN CET CIEN : - - | i & =monioes

Clagane: = ||

'
[+ Show Event Trigger
T —
Eroie
Selected Behavio

Select
Add Rect
Add Prbmpon
Add Rect
Add Palygon &
Dibject Size Filter

Name
Drectons
Dwell Time Eﬁsmnds

Appy_|

1. Go to Setup > System > Event Management to select the IP camera that contains VA function.

Click on Event Type drop-down menu to select Video Analysis and check the Event Trigger box to enable
event notification. Refer to section Event Management under System Setup for more details.

A

You can setup and implement two sets of video analysis functions simultaneously. Select Video Analytics

1/2 from the drop-down menu and select On from the enable drop-down menu to activate.

w

4, Select video analytics type from the Selected Behaviors drop-down menu and choose preferred VA func-
tion (VA options include: Abandoned Object, Intrusion Detection, Camera Sabotage, Wrong Direction,
Loitering Detection, Object Counting, Object Removal, and Stopped Vehicle).

5. Click to save the settings after finish configuration, or click to reload the settings.

Behavior Settings

Behavior settings may vary based on different Selected Behavior. Certain Video Analytic functions (intrusion,

object misplace/removed) require zone settings. Zone settings allow the NVR to monitor if the detection zone

is triggered.

NOTE! Behavior Settings may vary based on the event types of Video Analytics.
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Camera Fisheye Setup

1. Zone Setting Menu: On the channel grid, right click to display the setting menu. Setting menu includes

all zone setting functions.

2. Complete configuring all functions and click to save the settings.
3. Name: Name the detection zone.

4. Directions: Set the direction of motion the camera should track. Alarms will only be triggered when the
camera detects motion in the specific direction.

5. Dwell time: Set the amount of time that an alarm continues when the alarm is triggered. Dwell time
ranges from 1 to 1000 seconds.

6. Delay before alarm: Alarm will trigger when selective motion past the set time (between 20 to 1800

seconds).
7. Alarm at: Alarm will trigger when the number of object reaches or exceeds the set number.

8. Reset counter on alarm: Check to reset object count, or un-check to restart object counting function

from zero.

9. Click to save the settings.

Camera Fisheye Setup

Camera Fisheye Setup

I

Dewarping Type |FrontEnd  ~

Installation Ceiling Moun ~
Slc’tlrozaem 1View foverview "7
Stream 2 View

Mode apiz

[ Refresh H Apply

The NVR allows users to adjust dewarping type between Back End dewarping and Front End dewarping
depending on the camera’s DSP. Select fisheye camera channel and click Camera Fisheye Setup on the left

to display the settings.
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Fisheye Dewarping Type

Front End Dewarping
Front End dewarping is mainly for fisheye camera equipped with dewarping function. Select Front End and
choose which installation method under Installation according to the camera mounting method.

" Click to save the settings, or click to reload the settings.

The following includes dewarping view modes under Stream 1 View Mode and Stream 2 View Mode for Ceil-
ing/Wall mount installation.

® Stream 1 View Mode
You can view the live streaming video without dewarping.

® Stream 2 View Mode
For cameras installed on Ceiling Mount, you can choose the dewarping mode between 360 View and

4PTZ View.
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Camera Fisheye Setup

B 360 View

This mode contains two 180° view dewarped live images.

CH1 - MegaPixelCamera

2017/09/30 02:02:48

B 4PTZ View
This mode contains four ePTZ view dewarped live images. For cameras installed on Wall Mount, you

can choose the dewarping mode between 180 View and 2PTZ View.

CH1 - MegaPixelCamera

2017/09,/30 01:55:¢
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Camera Fisheye Setup

® 180 View
This mode contains one 180° view dewarped live image.

CH1 - MegaPixelCamera

® 180 2PTZ View
This mode contains one 180° view dewarped live image and two ePTZ views.

H1 - MegaPixelCamera

Fisheye ePTZ Function

Under 4PTZ View or 180 2PTZ View mode, you can move the image around by using the Direction Control
Panel and Zoom In/Out icons like normal PTZ functions (Pan/Tilt/Zoom) under Camera PTZ Control panel.

49 / 166



System User Interface Introduction

Camera Fisheye Setup

~

fCmea FizCoa~}

T Camera PTZ Control

° -

o 2 3
G0 @

4PTZ View 180 2PTZ View

Back End Dewarping

Back End dewarping is designed for fisheye cameras which do
not include dewarping function. The NVR will dewarp fisheye
source images and provides several dewarping modes for users
to choose. Select Back End and choose the installation type

under Installation. Click | Apply | to save the settings, or clicki Refresh

to reload the settings.

After switching to Back End dewarping mode, |E| icon will

Camera Fisheye Setup A\

Dewarping Type |Back End v

Installation

Ceiling Moun ~

Refresh Apply

appear on the bottom-right corner of the channel grid. |E| includes Normal View, PTZ View, 360 View, Quad

View, OPR View, and 103R View. Select preferred mode and the NVR will automatically dewarp the source

images from fisheye.

The following includes details about dewarping view modes within IEI for Back End dewarping.

NOTE! Back End dewarping function is available for fisheye cameras with or without dewarping function.

" Normal View QI

Select _O | to view the live videos without dewarping.
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Camera Fisheye Setup

» p1z view [

Select _D_! to view the dewarped live images.

" 360 View |

Select E_i to view two dewarped 180° live view images.
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Camera Fisheye Setup

® Quad View _E_l

Select BB to view four dewarped regional live view images.

® OPR View _EJ (One Original View, One Panoramic View & One Regional View)

= Original View ' Regional View

—
Panoramic View

Select _E_J to view one original view, one panoramic view & one regional view.
OPR display mode allows users to check the dewarped live view in 180° display with a regional view.
You can also check the corresponding location of both views with a source image without dewarping.
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Camera IR/Exposure Setup

= 103R View EH | (One Original View & Three Regional Views)

Regional View

Regional View \ . Regional View

Select FH | to view one original view & three regional views.
103R display mode provides users three ePTZ views with a source image without dewarping.

For both OPR View and 103R View, you can utilize ePTZ function in any regional view to monitor different
areas. Click on any regional viewing grid to select preferred view. Click and drag the cursor to change the loc-

ation of the regional view. You can also move the blue box on original viewing grid to change monitor area.

Camera IR/Exposure Setup

Camera IR/Exposure Setup A

Exposure Mode |auto v ]
Max Gain 13 |
Min Shutter

Speed |8 M ]
IR Mode llightsensor v }

IR Day Threshold |7 |

IR Night |3 |
Threshold

[ Refresh H Apply |

The NVR allows users to configure the IR function and exposure settings of the IP camera.
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Camera IR/Exposure Setup

Exposure Settings

Exposure settings control the amount of light received by the image sensor. System changes the width of lens
diaphragm, shutter speed, and other exposure parameters to achieve different result.

1.

Select a suitable exposure mode for the selected camera from the Exposure Mode drop-down list. Expos-
ure modes may vary accordingly with the IP camera model. Refer to the IP Camera's user manual for fur-

ther information before setting up relevant parameters (e.g. shutter speed, max gain, etc).

Click to save the settings, or click to reload the settings.

IR Function Setup

IR Function changes IR cut filter's reaction to allow/prevent infrared (IR) light reaching the image sensor.

B |R Mode: Defines the action of the IR cut filter. Refer to the descriptions of each option and select a

suitable mode.

— Auto: Allows the camera to decide the occasion to remove the IR cut filter. It will not process the

received image or use light sensor to detect light resource.

Manual On: Removes the IR cut filter to deliver clear images in black and white under low light

level.

Manual Off: Activates the IR cut filter to filter out the IR light and allow the camera to deliver
colored high quality images.

Smart: Allows the camera to decide the occasion to remove the IR cut filter. Smart mode mech-
anism is judging whether the main light source is coming from IR illumination. This mode prevents
camera from turning off night mode when secondary light source exists but was not enough to
help the camera provide a clear image. For cameras with built-in IR LED module, three additional
IR function modes are available: Light Sensor/Light On/Light Off.

Light Sensor: Light Sensor detects light source and judge if ambient illumination requires IR LED
lights to provide clearer image.

Light On: Always turn on IR LED lights.
Light Off: Always turn off IR LED lights.
IR Day/Night Threshold: IR Day/Night Threshold is used as light level standard for cameras to

switch between Day/Night mode. Threshold value represents the level of light for camera's ambi-
ent illumination. The range of the threshold value is from 0 to 10 (0O=Dark; 10=Bright).

® IR Day Threshold: Camera switches to Day mode once ambient illumination light level reaches the set

value. Default value is 7.

® IR Night Threshold: Camera switches to Night mode once ambient illumination light level reaches the
set value. Default value is 3.
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Camera Information

® Click to save the settings, or click to reload the settings.

Camera Information

Camera Information

Site Name:

IP:

Type:

Main Format:
Sub Format:
Main Videa Size:
Sub Video Size:
Main Frame Rate:
Sub Frame Rate:
Main Stream BPS:
Sub Stream BPS:
Audio Format:
Audio PPS:

Audio Bit Rate:

MegaPixelCamera

192.168.50.23
IP Cam
H265

H265
800x600
200x600
25.00
25.00
384.02kbps
231.93kbps
Unknown
0.00
0.00kbps

You can check brief summary of the selected IP camera. Click on any IP camera channel from the View Man-

agement's Camera View list or from the display layout to see the basic information. Camera information

should include site name, IP address, device type, video format, etc.
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Adding Devices

The NVR can search IP devices through either direct PoE connection or network con-
nection. Please read the instructions for further information regarding how to connect the
IP camera/encoder to the system.

NOTE!
® When connecting IP cameras to the PoE ports of the NVR, the cameras will power
up and connect to the NVR LAN.
® By default, the DHCP server of the NVR automatically assigns IP addresses depend-
ing on the PoE ports to which the cameras are connected:
B Default IP address assignment follows the rule 192.168.50.<port num-

ber x 2 + 1>.

B For example, the IP address for PoE port 1is 192.168.50. 3; for PoE
port 4, the IP address is 192.168.50. 9.

B To edit the IP address range assigned by the NVR and the IP address of a particular
camera, open Setup > PoE Management > DHCP Server.

® For more details regarding camera IP addresses and the DHCP setup for the PoE
ports, please refer to PoE Management Setup, p. 126.
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Adding a Camera

Adding a Camera

1. Activate the DHCP client of the camera (this is the default behavior on most cameras).

2. Attach the camera to a PoE port of the MOVE NVR-64B or to a PoE switch that is attached to a LAN port of
the MOVE NVR.

3. Enter the Add Device function tab.

4. Select the preferred device type, e.g. MOBOTIX MOVE, Onvif, from the Device Filter drop-down list.

5. Click Re-scan Device icon Q and the NVR will start to search and list the connected devices meeting the
searching criteria.

6. Check Device add to view box in front of the desired IP device(s) to add it to the MOVE NVR.

7. To see the camera IP, open Setup > PoE Management > DHCP Server.
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Add Device Window

The following introduces each function appeared on the interface within the Add Device tab.

ve View © Prayback/Export | I Add Device e Record © sewp B oz
) s
W Auto add i [ [120 | sec (30120} ] Re-scon Device [Q]  Device Filter [MOBOTIXMOVE - | Found 0 device(s).
LS Admin Device List B Detals ) Large cons

borar: | admin camera Lock | ¥ Show Picture site Name. Type 1P Address Protocol },v';“"" & usemanie Password Conllg o ¥
8 o ot supporied e ] et mover - NN S o ese - [ R e S ORI S T
B otz v supported Megareramern [aztenazae Joooie (54 |Admin [eees r
& o i K T O e T (T r
8 o i S OO o ry

—
Wodily Password ) WManually Add ")
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Add Device Window

No. Item

1 Default Account Pane

2 Auto Add

3 Auto Refresh

4 Re-scan Device

5 Device Filter

6 Update Firmware

Information

7 Upgrade/Configuration

8 Clear All Devices

9 Manually Add

Description

The NVR will apply preset username and password to the new IP device
according to the protocol type. You can modify the default username and
password. Default username and password for IP devices:

IP Device Username Password
IP Camera admin meinsm
ONVIF admin meinsm

The NVR system will automatically refresh and add detected IP devices to

live view channel. Auto Add will also enable Auto Refresh function.

Configure Auto Refresh before checking the Auto Add box to activate Auto
Add function.

NOTE! The system will not add new IP device when the number of con-
nected devices reaches the limit.

The NVR system will automatically refresh the Device List by every N
seconds. The time duration “N” ranges from 30 to 120 seconds.

Click@ to begin searching or refresh the Device List and find all the IP

devices that match Filter criteria.

Device Filter is used to select what type of IP device in device search and

leave out other types to maintain the list.

IP Device Definition
MOBOTIX MOVE MOBOTIX MOVE H.264 IP CAM/PTZ
Onvif Onvif IP CAM/PTZ

Update firmware information for all cameras (see Device List, p. 62).

Show the Upgrade/Configuration popup for individual cameras or for all
cameras (see Upgrading Firmware, Exporting/Importing Configurations,
Uploading HTTPS Certificates, p. 64).

B Click Clear All Devices at the bottom-right corner of the monitor, and
the NVR will remove all connected IP devices.

You can manually add an IP device to the NVR (see Manually Adding IP Cam-
eras, p. 61).
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No. Item Description
10  Modify Password Change the password of selected devices.
11  Device List The NVR will list the search result that fulfilled the requirement on the

Device List (see Device List, p. 62).

Manually Adding IP Cameras

Follow the steps to manually add connected IP camera to the NVR.

1. Click Manually Add@© ; a blank new device column will be added to the Device List.

2. Provide required information for the IP device to corresponding fields. Required information includes:
Site Name, Type, IP Address, Protocol, Streaming Port, User Name and Password.

3. Check the Device add to view box; System will display selected IP device to Live View.

4. To delete the manually added IP devices, click on corresponding to the IP device.

Modify Device Password (in a batch)

Follow the steps to modify the password of devices.

1. Click Modify Password(@ ; a window with all connected cameras appears.

Modify Password
il\lo,. Site Name i MAC Model ﬁfpe State
MegaPixelCamera 192.168.531.36 00:03:C5:C0:B1:AE MOBOTIX MOVE-H....

I Z MegaPixelCamera 192.168.3.248 00:D0:89:1B:0AAB U25F-8 MOBOTIX MOVE-H.... None

-

|3 MegaPixelCamera 192.168.3.86 00:D0:821B:3D166 ¥15M-5 MOBOTIX MOVE-H.... Nane

i4 MegaPixelCamera 192.168.3.95 70:63:D5:AD:BE:01 T25M-6 MOBOTIX MOVE-H.... MNone

New Password: | | Confirm Password: Total:1 | Update | | Cancel

2. Select the cameras whose password you want to change.
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NOTE! Select multiple cameras (hold down the CTRL or Shift key) to change the password for the entire
batch.

1. Enter the new password in “New password” @ and “Confirmed password” @ , then click on “Update”

®.

NOTE! If most of the cameras change to a new password, you could also update the default password

under Add Device tab so that the correct password is loaded directly.

Device List

The NVR will list the IP devices installed in the LAN that meet the searching criteria in the device list after
searching. You can view the brief settings of the found IP devices in Device List, such as MAC address, IP
address, model type, username/password, etc.

To change settings of the device (e.g. name, protocol, port, password, streams, substreams, etc.),
unlock the device by clicking on B in the Camera Lock column. When you are done, lock the device

again by clickingon @ .

To refresh the firmware version for the devices, click c in the Firmw...Config column and the system

will reload the firmware version information.
= Details  and [ Largelcons  are both provided for users to switch views.

Details  B= Details  : The information of the IP cameras will be listed in columns and you can check

the preview of the IP camera.
Large Icons  [Md Largelcons : System will display brief information of IP devices with preview.

NOTE! If the preview grid shows Not Supported or No snapshot, the selected IP camera does not

support the preview function.
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Main/Sub Streaming Setup

The NVR system supports advanced dual-stream settings of each connected camera. You can choose which
live stream to watch under Full-Screen or Multiple-Channel view mode.

T Live View @ Playback/Export & Admin - | i A 20190802 AM06:46:20 (1)
< Cawondd  [lautonetresh [120 |sec (30120)  Re:scanDevice [Q]  Device Filter [IPCAM-H264 ~ | Found 16 device(s).
IP Cam: |Admin Device List & Large [cons
eee
QAR admin ‘:’:m’“ Show Picture  Site Name Type 1P Address MACAddress  Protocol  S'®2™M8 gt username  Password  Model g’:::gmms Sreaming SeWP Frmware O 4
i v CH2 MegaPixelCamera 192.168.51.3 ““ RTP+RTSF ~ [554 80 Admin sese Stream1 ~ Stream2 ~ +*
Vi CHI IRPTZ 192.168.8.93 1| RTP+RTSF - |554 80 Admin | stream - | Stream2 - t
MegaPixelCamera 192.168.8.100 RTP+RTSF = |554 80  Admin S 4 Streami = | Stream2 ~ *
MegaPixelCamera 192.168.8.98 . RTP+RTSF = 554 80 | Admin Stream1 = | Stream2 ~ *
MegaPixelCamera 192.168.50.21 RTP+RTSF ~ (554 80 Admin Al Stream1 ~ | Stream2 - +
MegaPixelCamera 192.168.50.22 3. RTP+RTSF = /554 80 Admin Streami ~  Stream2 ~ *
V| CHT MegaPixelCamera 192.168.50.23 %[ RTP+RTSF ~ [554 80 Admin L Stream1 - | Stream2 ~ L
vi € MegaPixelCamera 192.168.50.24 C.( RTP+RTSF ~ 554 80 Admin Stream1 = |Stream2 ~ %
vl MegaPixelCamera 192.168.50.25 RTP+RTSF - |554 80  Admin Stream1 ~ | Stream2 ~ +
v CH1O MegaPixelCamera 192.168.50.26 S RTP4RTSF ~ (554 80  Admin Stream1 - | Stream2 ~ +
o CH MegaPixelCamera 192.168.50.27 RTP+RTSF ~ 554 80 Admin ¥ Stream1 ~ | Stream2 - *
H MegaPixelCamera 192.168.50.28 £ RTP+RTSF - [554 80 Admin 1 Stream1 = | Stream2 - L3
vl CHI3 MegaPixelCamera 192.168.50.29 7 RTP+RTSF ~ (554 80  Admin Stream1 = |Stream2 ~ [
V| CHI MegaPixelCamera 192.168.50.31 { RTP+RTSF ~ 554 80  Admin Stream1 ~ |Stream2 ~ *
v CHie MegaPixelCamera 192.168.50.32 RTP+RTSF = |54 80 |Admin streami - | Stream2 - +
v { MegaPixelCamera 192.168.50.34 RTP+RTSF ~ |554 80 Admin 03 | Streami - | Stream2 - +*
MegaPixelCamera IPCAM-H.264 = 192.168.50.30  00:D0.89:FE79F RTP4RTSE = 554 80 Admin Stream1 = Stream2 = t
MegaPixelCamera IPCAM-H.264 = 192.168.5033 D0:89:FF-50:4 RTP+RTSF » 554 80  Admin Streami = Stream2 = *
MegaPixeiCamera IPCAM-H.264 = 192.168.5035  00.00.85:07.80:( RTP+RTSF = 554 80  Admin Stream = Stream2 ~ +
MegaPixelCamera IPCAM-H.264 = 192.168.5036  DO:D(E9:0 RTP#RTSF ~ 554 80  Admin Streami - Stream2 ~ +

® Main Streaming: This streaming is used for Full-Screen view on Live View tab (Default Streaming

Source: Stream 1).

s s ()
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® Sub Streaming: This streaming is used for Multi-Channel view on Live View tab (Default Streaming

Source: Stream 2).

Upgrading Firmware, Exporting/Importing Configurations,
Uploading HTTPS Certificates

To upgrade the firmware, export/import configurations of or upload HTTPS certificates to one or more con-

nected IP device(s), follow the procedure below. Depending on where you click (# icon at the end of the

device row or in the column header), you get different options.

e e Select Ty

‘ Firmware Upgrade ‘ e

_—— @® Finmware Upgrade () Impon Configuration ) Upioad HTTPS Cerificate

| Import Configuration |
= Select File

‘ Export Configuration
L Select File
| Upload HTTPS Certificate |
s Select Device
\ Cancel
No. Site Name P ‘Model Firmware Protocol State

1 |MegaPeicamera | 10.192.0.47 |Benc.a | | RrPmISR

2 | Mx-VDIA-B-IR-VA 10192 172.91 | Mx-VD1A-8-IR-VA RTPRTSP

Tolak 2, (FElectAN| |ECIenE ENEY Confim | [ Cancel |

Clicking on @ at the end of the Clicking on 4 inthe column header

device row
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IP Device Connection

® Firmware Upgrade: Upload a new firmware to the selected cameras.
NOTE! Connect a USB stick with the new firmware to the MOVE NVR-64B.

The Notification center will show the upgrade status of the IP cameras.

& Admin = i 4 ovvminoamiisza ()

® Import Configuration: Import a configuration file to the selected cameras.

NOTE!
B Cameras must be the same model and must have the same firmware as the camera from

which the configuration had been exported.

® When replacing the network settings (optional), the IP address will never be replaced.

® Export Configuration: Export a configuration file of the selected camera (only available when clicking
on # at the end of the device row).

® Upload HTTPS Certificate: Upload the certificate files to the selected cameras.

IP Device Connection

The NVR system can add IP devices connected to the network or by using Plug-and-Play (PnP).

Adding IP Cameras Connected to PoE Ports (LAN)

When connecting IP cameras to the PoE ports of the NVR, the cameras will be powered up and connected to
the internal LAN. However, users must manually add the IP cameras to the NVR. Follow the steps to add the
IP cameras to the live viewing.

1. Select the type of camera to search for next using the Device Filter.

2. Click@ to search for IP cameras connected to on the same LAN and show it on Device List, including

the IP cameras that are directly connected to its PoE ports.
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IP Device Connection

3. To find the IP camera, you can check the IP address, MAC address, or preview picture of the IP camera.

NOTE!

When connecting IP cameras to the PoE ports of the NVR, the cameras will power up and connect
to the NVR LAN.

By default, the DHCP server of the NVR automatically assigns IP addresses depending on the PoE
ports to which the cameras are connected:
B Default IP address assignment follows the rule 192.168.50.<port number x 2 +

1>,

® For example, the IP address for PoE port 1is 192.168.50. 3; for PoE port 4, the IP
addressis 192.168.50. 9.

To edit the IP address range assigned by the NVR and the IP address of a particular camera, open
Setup > PoE Management > DHCP Server.

For more details regarding camera IP addresses and the DHCP setup for the PoE ports, please
refer to POE Management Setup, p. 126.

4. Check the Device add to view box to add the IP camera to the Live View.

Adding IP Cameras Connected to the WAN Network

Follow the steps to search and add IP cameras to the NVR via network.

1. Select the type of IP camera codec next to Device Filter.

2. Click @ The NVR will start looking for supported IP cameras installed in the same WAN and list them in
the device list.

3. Find a target IP camera from the Device List and check the Device add to view box. The NVR will auto-

matically connect and retrieve the information of the IP camera.
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Recording

The Record setup menu allows users to set recording schedules. Please read the instruc-
tions for further information regarding how to setup the recording schedule and event set-

tings of each connected IP camera.

NOTE! Please refer to Event Management, p. 96 for event setup.

67 /166



Recording
Scheduled Recording

Scheduled Recording

You can create different recording templates and assign recording type for weekly schedule.
Three default templates are available:

® Default

B Record

® No Record

0 Live View (® Playback/Export @ Add Device m« Record £¥ Setup Log & Admin ¥ I A 2023/09/26 AM 1

Record Schedule Recording Schedule Selection
_ Recording Site Type IP Address Schedule Template
R . AROTaCeempEes
So0lE S Mx-VD2A-2-IR-VA IP Cam 192.168.51.5 | Defauit v

Recording Template Configuration

Templates (] Select Recording Type:

Default
[l seiect Recording Type I Continuous | [ (] No Recordings | [l Event Only
No Record —_— s

Assign Recording Type:
01234567 8 91011121314 1516 17 18 1920212223

Add/Remove/Rename a Recording Template

1. Click in the Recording Template Configuration to create new template in the template list.

2. Select new template and click D’ or double click the template in the list to rename template.

3. Click OK on the virtual keyboard or press enter to save and apply the setting.

4. To delete recording template, select a recording template and click . The selected recording template

will be removed from the template list.
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Setup Recording Template for IP Camera
Follow the steps to setup a recording template for IP Camera.

IS CERSI CEN TR - - | & s &
e
i PR ety Lre T " bl fempiats  Weriee Dige Aecortng  Betner (00 Mat
G [ Py i i [rere | Niea - [
[ Weam  Megustesss  18R110 || Dot e 2 o z
S =

o e = . T

ile-—-_ o oo Ir--dn-rz

. Select a recording template from the template list.

. Three recording types are provided, [l Continuous], L] Ne Rewrd] and [l Event Only]. Select the preferred record-

ing type and modify the schedule.

— Continuous: To keep recording in the specified time segment.
— No Record: Not record and save any video data in the specified time segment.

— Event Only: Only record when there is an event occurring in the specified time segment, including
the Post-Alarm videos.

. Make up recording type and schedule for selected template.

— Click and circle to assign selected recording type to the circled time.

— Click on the numbers (0-23 hour) on top to assign selected recording type to the column.

— Click on weekly days on the left to assign selected recording type to the row.

— Click the top left grid to assign selected recording type to all time.

. Assign the template to an IP camera. Select a preferred template from the Schedule Template drop-down

list. The NVR will record the site according to the applied template.

NOTE! If the applied schedule template is removed from the template list, the system will auto-
matically replace the schedule template with Default.
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Recording Setup

User can configure the settings for circular recording, alarm behavior, and edge configuration.

3 Live View (&) Playback/Expart

Cirgular Recording
[#] Circular Recording
EEET (... o

Alarm Behavior Configuration

Post-Alarm Recording |'1'5—| seconds(15-120]

Pre-Alarm Recording |n—| Secondsii-120)
Edge Configuration

Edge Archiver Interval [15 | Minutes

Circular Recording

Circular Recording function is to adjust the HDD space usage for the NVR and to store new video data while
overwriting the oldest recorded video.

B Check the box to enable circular recording. If the Circular Recording box is un-checked, the NVR will

stop recording when HDD capacity is full.

Data Life Time

The Data Life Time indicates the duration that the data is saved and recallable in the HDD. Only those data
recorded within Data Life Time will be available for search or playback. Once the video data exceeds Data Life
Time, it will be hidden and cannot be retrieved for playback.

B Check the Data Life Time box to enable this function. Select preferred data life time from the drop-
down list. Note that if users choose 0, the Data Life Time function will be disabled.

NOTE! To playback a video exceeding current Data Life Time, please extend the life time until the recorded

video is included.

Alarm Behavior Configuration

You can setup the pre-alarm/post-alarm video duration to be a part of event videos.
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1. Post-Alarm Recording: Continue recording video after alarm trigger ended. If alarm triggered again dur-
ing the post-alarm period, system will continue recording and restart the counter after alarm ended. The
setting duration is between 15 to 120 seconds.

2. Pre-Alarm Recording: Include recorded video before alarm triggers. The setting duration is between 0 to

120 seconds (0 will disable pre-alarm recording).

NOTE! Normal video recording MUST be enabled to provide video data for the corresponding video

when event triggered.

Edge Configuration

User can configure the channel edge archive interval. If user enters N minutes in the entry field, the NVR will
check the recorded data every N minute(s) to see if the system needs to activate edge recording retrieval. The

default value is 15 minutes.

NOTE! This function is ONLY available when the IP camera is equipped with an edge recording device, e.g.,
SD card.
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Playing Back and Exporting Videos

You can play back recorded videos, view snapshots, and export preferred videos or snap-
shots to external storage in the Playback/Export function tab. Besides, you can view the
snapshots and export the desired videos or snapshots in this function tab. On the top left
side, you can select the preferred record group from the drop-down list for video playback

and export functions.

m  ackd Device = ecord 0 setup Biog aaamn » | i fhwvnvcsasnsia @
1 siavec - |[@E

73/ 166



Playing Back and Exporting Videos
Playback Control Bar

Playback Control Bar

Playback control bar is displayed at the bottom of the screen.

Playback Pagse Time Data Erase/Protect

Speed Rewind | Play Start Export Help

4
CICICICIC)

|C \hJ' 05:30:

2007711707

Clear Time Tag
Item Description
Playback Click and drag the slider control bar to select playback speed from x1/4, x1/2, x1, X2 or x4.
Speed
Rewind Click ®) to reverse playback recorded videos.
Pause Click (I0) to pause the playback.
Play Click (®) to start playback recorded videos.

Time Interval  cjick and drag the icon 38 to set preferred time interval (time tag) on the time bar. Refer to

the following section for further information.

Clear Time Click to clear the time tag set on the time bar.
Tag

Start Export ik By to select and export recorded videos.

Data Functions to remove, protect, or bookmark certain parts of the videos. Further information
Erase/Protect will be provided in the following section.

Help Time bar function picture instruction.

Protecting, Erasing, and Bookmarking Data

You can assign preferred data to be protected from deletion or modifying and set specific sections of recor-

ded data as bookmark. Alternatively, you can also delete certain recording data.
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Protecting Data

sagmn - | i QA ommsanera @

stoasec - ||@E
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1. Select underlined date (recording data is available) from the calendar. The yellow stripe in the time bar
indicates what time has recorded videos available.

2. Click and drag the Time Interval icon ’ and drop it to the time bar to select preferred time interval.

3. Adjust preferred time segment by moving the Time Range Adjustment icon 7. Scroll up or down the

mouse wheel to zoom in or out to adjust and select the exact time.

4. Cli Data Erase/Protect _ JETole BS<1(<Tars &Prclrection .

5. Click OK after the confirmation message for data protection pops up.

The Data Erase/Protect icon will turn light blue *‘:’ indicating data protection is in progress.
Once the system completes data protection, the icon will turn gray again. Besides, the time segment of the

protected data beneath the time bar will turn green.

2016403417
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Stopping Data Protection

Two methods to stop data protection:

® Time Bar

B Protection List

Time Bar

1. Select and adjust the time segment of the protected data in the time bar using Time Interval icon ’ and

Time Range Adjustment icon ©/.

2. Click [=RBEERIcEEigEIc=m and select E Cancel Protection .

3. A confirmation window pops up, click OK to proceed, or click Cancel to stop. The selected time segment
will return to yellow, indicating this part of recording data is not protected and can be deleted/modified.

Protection List

1. Click =fEleleEEliEicem® and select @ Protection List . All protected data will be listed in the Protection List.

2. Click of the selected data item, and click OK after the confirmation window appears to cancel data

protection.

Erasing Data
Follow the steps to remove the desired recording data from the NVR database.

1. Follow Stepl to 3 from Set Data Protection to select time segment of the recorded videos.

2. Click [=MERICEUREICEM and select Tif Erasion .Click OK after the confirmation window pops-up to erase

selected time segment of the recorded videos, or click Cancel to stop.

Selected time segment recorded videos will be removed from the time bar as below.

3:313 Time Imterval ’*
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Bookmarking Data
Follow the steps to bookmark a section of recoded data.

1. Scroll the time bar and select preferred time to set data bookmark.

2. Click [SIBEEEEEIECECM and select |[]Bookmark |, The Bookmark list window will appear like the following

picture.

Index Time Describe Play Delete

1 2017M11/08 05:30:17 test ® ﬁ

® @

Deascribe the bookmark: Add Close

3. Name the bookmark under Describe the bookmark.
4. Click| Add | and a confirmation dialog will pop up.

5. Click| OL_-i to proceed, or click cancel |to stop.

Playing and Deleting Bookmarked Video

1. Click [EEEEEEIEEIEEM o1 select |[=]Bookmark | to display the bookmark list.

2. Click @ to play a bookmarked video.
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3. To delete a bookmark, click .

4. Click| Ok |to confirm the deletion, or click| Cancel |to stop.

Searching, Playing Back, and Exporting Videos

The NVR system can search and playback preferred recorded videos by date and time. Refer to the following

sections for further information.

Searching and Playing Back Videos by Time/Multiple HD

This section describes how to search and playback recorded videos. In Local Playback By Multiple HD, the
NVR allows users to play back videos in up to 4-windows using 1080p resolution. Please make sure the video
resolution of the recorded data is 1080p or above.

Select Local Playback By Time or Local Playback By Multiple HD and follow the steps to search and play-
back preferred recorded videos.

s ()
Wipdper = |q

Time
Indicator

o P
e ferpen B
S Sarngem S

1. Select any underlined date (recording data is available) from the calendar. The yellow stripe in the time
bar indicates what time has recorded videos available.

2. Click and drag the time bar to select preferred time from the time bar. The exact time will appear above
the blue indicator.
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3. Move the mouse cursor to the time bar. Scroll up/down the mouse wheel to adjust the time scale and loc-

ate accurate time.
B 3-1: When using Local Playback By Multiple HD, select and check four channel boxes with recor-
ded data from Select channels to list.

4. Click (") to playback selected channels’ recorded video.

Exporting Videos by Time

Please make sure an external USB storage device is connected to the NVR before proceeding to export video
files.

sume » | i @ wvmmsnoa @

s1g4sec - ||
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1. Select preferred underlined date from the calendar. The time bar will display the available recording data
of each channel.

2. Click and drag the Time Interval icon ’ and drop it to the time bar to select preferred time interval.

3. Adjust preferred time segment by moving the Time Range Adjustment icon %7 Scroll up/down the
mouse wheel to zoom in/out to adjust and select the exact time.

4. Click , an Export window will appear.

B Select and check preferred channel boxes to export videos.
B Select preferred external storage device.

® Choose the video format for exported video. The provided video formats include *.avi, *.raw,

*.mp4, *.mkv and *.mov.
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5. Click Confirm to export the video, or click Cancel to stop.

6. Click OK to confirm after the video is exported to external storage device.

Searching, Playing Back, and Exporting Event

Videos

You can find preferred videos recorded by events with advanced searching function. Refer to the following

sections for further information.
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Searching and Playing Back Event Videos

Videos recorded by events include event time, channel or event type. Follow the steps to search event video.

amsmn - | i fwrnvesaunors ()

1. Click the Local Playback By Event or Video Analysis By Event to display the Event Search Filter.
2. Under Local Playback By Event, select and check preferred searching tool(s) to get the best result:

— Check Search By Time box and specify the Start/End time for the time range of the event search.
— Check Search By Channel box to select the desired channels for the event search.

— Check Search By Type box and select event type for the event search. The event types of Local Play-
back/VA are listed below:

Item Event Type

Local Playback Motion, Video Loss, and Alarm

By Event

Video Analysis Intrusion Detection, Loitering Detection, Camera Sab-

By Event otage, Wrong Direction, Object Abandoned, Object Count-

ing, Object Removal, and Stopped Vehicle

— Check Search By Index and select which motion index to be searched.

3. Click | sean | to list event videos that meets selected searching criteria.

4. The Event List will list search result in chronological order and includes video information (snapshot,

date/time, event type, alarm index, alarm index, triggered camera, and notes).

5. Click and select an event to playback event video on the viewing display next to the Event List.
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Exporting Event Videos

Follow the steps to export the event videos.

1. Make sure an external USB storage device is connected to the NVR.

2. Select preferred event videos from the Event List.

3. Click and an Export window will appear. The listed information includes available external stor-

age devices for video exportation, the export data start/end time and the file estimated size.

4. Select preferred external storage device and choose the video format before exporting videos. The

provided video formats include *.avi, *.raw, *.mp4, *.mkv and *.mov.
5. Click Confirm to start the video export process, or click Cancel to stop.

6. After the video export process is completed, click OK to confirm and finish export event videos.

Searching and Playing Back Edge Recordings

The NVR system can search and playback selected channel’s edge recordings (images during connection lost)

from the IP camera(s). Follow the steps to search edge recording videos.

NOTE! Edge Archiver by Channel function is only available for the IP camera(s) equipped with edge

recording device, e.g. SD card.

2adma - | i Q) wsonseucssar ()

SEQ 4 36 -|a:

Start | 2015/07/25 PM 0833
End (2015007125 Pm 0833
7 Search By Channel
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Viewing and Exporting Snapshots

1. Click the Edge Archiver by Channel to display the Search Filter.

2. Under Edge Archiver by Channel, select Start Date and End Date to find edge recording videos within
selected time range.

B To search the videos from a specific IP camera, check Search By Channel box to filter out other
channels’ videos.

3. Click | smrh | to list the videos that fulfills searching criteria.

4. Edge Recording List will display search results in chronological order and include video information
(Start Time, End Time, and Channel Number).

5. Select an edge recorded video to playback video on the video display next to Edge Recording List.

Viewing and Exporting Snapshots

The NVR system can capture the current viewing either in Live View or during the playback. All captured
images are available in Snapshots and event snapshots are available in Snapshot By Event.

6
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No. Item Icon Description
1 Preview - Displays the selected snapshot from the Snapshot List below.
2 SelectAll “’:f“'. Click () to select all snapshots in the Snapshot List.

paly
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Viewing and Exporting Snapshots

No. Item Icon Description

3 Export Select snapshot file(s) and click (B) to export the selected file(s).

4 Delete Select snapshot file(s) in the Snapshot List and click (ii}) to delete selected file(s)
(No confirmation message).
5 Snapshot - All captured images will be listed here. Click to select image for image preview
List and snapshot’s information will display in the Snapshot Information panel on the
right.
6 Snapshot - Selected snapshot information including the captured date/time, image res-
Information olution and image size are listed here.

Searching and Viewing Event Snapshots

Snapshot By Event A

(» Event () Video Analysis
Event Search Filter

Search By Time

Search By Channel

v Search By Type
Event Type Motion v

Search By Index

The NVR system can search event snapshots by, time, channel or type. Follow the steps to search event snap-
shots.

1. Click Snapshot By Event to display the Event Search Filter.

2. In Snapshot by Event, choose the event category (Event or Video Analysis).
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Viewing and Exporting Snapshots

3. Select and check preferred searching tool(s) to get the best result:
— Check Search By Time box and specify the Start/End time for the time range of the event search.
— Check Search By Channel box to select the desired channels for the event search.

— Check Search By Type box and select event type for the event search. The event types of
Event/Video Analysis are listed below:

Category Event Type

Event Motion, Video Loss, and Alarm

Video Ana- Intrusion Detection, Loitering Detection, Camera Sabotage, Wrong Direction, Abandoned
lysis Object, Object Counting, Object Removal, and Stopped Vehicle

— Check the Search By Index box and select which motion index to be searched (Event Category Only).

4. Click |_search | to list event snapshots that meet the searching criteria. You can see the search result in the
snapshot list.

Exporting Snapshots

Follow the steps to export captured image(s).

NOTE!

Make sure an external USB storage device is connected to the NVR before exporting image files.

1. Check the box to select snapshot file in the Snapshot List, or click @ to select all snapshot files.

2. Click and an Export confirmation window will pop up like the following picture.

("~ Select Device )
Device Name Free Size / Total Size
© xxx USB Flash Drive 7487 MB /7492 MB
O xx USB Flash Drive 3842 MB / 3844 MB

e A
~ Export Data -
3 files (s)
. S
Confirm Cancel
e i

3. All connected USB external storage and Cloud Storage will be listed under Select Device for users to

choose preferred file destination. Number of selected file(s) pending on export will be listed under Export
Data.
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Viewing and Exporting Snapshots

4, Select

— USB external storage and click Confirm. A message window will appear after the export process is

complete. Click OK to confirm and finish exporting image.
— Cloud Storage, click Confirm and OK from the pop-up window. The NVR will export image file(s) in
the background. View the upload status by checking Instant Notification A - Edge.

5. Click Close in the Export window, the system will automatically return to Playback/Export function tab.
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You can configure basic NVR settings such as language, factory default, date/time, network,

user account, management, etc. Click Setup to access the general NVR configuration menu.

NOTE!
Out of the box, the firmware of the MOVE NVR-64B supports its primary function as a Net-
work Video Recorder.

By using an alternative firmware, the MOVE NVR-64B can be used as Failover/Backup
server. Make sure to load this firmware on the target NVR before setting up and con-
figuring the device. Open the MOBOTIX Download Center www.mobotix.com >
Support > Download Center > Software Downloads and click on MOVE NVR to down-
load the firmware.

If the MOVE NVR-64B is used as Failover/Backup server, it will no longer support the dir-
ect recording functionality.

For more information on the Failover/Backup server functionality, see the section NVR
Failover Service, p. 157.

87 /166


https://www.mobotix.com/software-downloads
https://www.mobotix.com/software-downloads

NVR Setup

Language

Language

(¥) Playback/Export

Language Language:

General English -

System

Metwork

Storage apply | | cancel

User Managr_rment

Display

PoE Management

1. In Setup, select Language to enter the language setting.

2. Select the preferred language from the language list to change display language.

3. Click| Apply |to save and apply the settings or click| Cancel |to reload current settings.
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General

Select General to enter the basic NVR setting menu.

] Live View (®) Playback/Export
Language Factory Default:
Back to factory default E
System Firmware Info:

Kernel version : #20171006M1_ac82e4¢.01
Network

Storage Remote version : 2017.10.20.1e100f8

Version : 2017.Q4.1027.7d0aef6 Upgrade |
User Management Dl ot

Display Audio Output:
POE Management ' HDMI2 v
Import/Export Configuration:
- Import Export
Apply Cancel

Factory Default

You can load factory settings for the XMS software.

1. Click and read the warning message on the pop-up window.

2. Select Yes to proceed loading factory setting or click No to cancel.
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Firmware Info

Current firmware version of the NVR can be viewed here. You can also upgrade the firmware by uploading
new firmware.

1. Connect an external storage with upgrade firmware for the NVR.
2. Click | Upgrade | and a Select File window will pop-up as below.

Select File
Filename Size

oo KB

1 fileds) found
Confirm Cancel

3. Select the preferred firmware (*.zip/txz/txz.sha512) file and click to start the firmware upgrade

progress. The NVR will automatically reboot after the system finish firmware upgrade.

Audio Output

You can change preferred audio output mode between HDMI 1, HDMI 2, HDMI 3, and Line Out.

B After selecting the preferred audio output mode, click Apply to save the settings, or click Cancel to
reload current settings.

Import Configuration

You can load NVR configuration file that was previously exported from another device through an external
drive.

1. Connect the external drive that stores the configuration file to the NVR and click|_fFﬁE£i to display the

Select File window.
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2. After selecting the preferred configuration file, click to start importing the configuration, or

click| cancel |to stop. A warning message will appear to notify users that the XMS system will reboot
after the configuration file is imported.

Export Configuration

You can export the current XMS configuration to an external drive.

1. Make sure the external drive is connected to the NVR before exporting the configuration file. Click

_Exiﬂt and select the preferred export file location.

2. Read the confirmation pop-up window to confirm the exporting file location.

3. Click to start exportation or click| €ancel | to stop.

NOTE! Export the configuration file every time before upgrading the XMS system. In addition, backup the
configuration file regularly to avoid unexpected conditions.

System

You can configure the NVR system settings such as date/time, Joysticks, System Monitor, Event Management.
Refer to each corresponding section before configuring the system setting.
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Date and Time Setup

You can set the system date, time and other OSD (On-Screen-Display) parameters in Date/Time setting menu.

(*] 'F'I"'fr't"'-"'- k -'E.r.[::m:

Language 2021.08.25, Wednesday AM 03:52:36

Date/Time Setup:

Sun Mon Tue ‘Wed Thu Fri  Sat

i 2 3 4 3 <] 7
B 8 11 11 12 13 14
13 16 17 12 19 20 21

22 23 22l 6 27 =
29 30 31

03:52:29 AM -
Date Format:
Y MM/DD -
Use 24 Hours

Time 2one:
Video Analysis
ihaesonderl e (UTC) London -

NTP Server Setup:
|time. nist.gov | update
Enable Auto Sync

Apply Cancel

Date/Time Setup

1. Click and select a date from the calendar to change the date on the system.

2. Click in the time field and press the UP/DOWN arrow buttons or scroll the mouse wheel to change the cur-

rent time.
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Date Format
You can choose the preferred date display type. Four display type includes: YYYY/MM/DD, YYYY/DD/MM,
MM/DD/YYYY or DD/MM/YYYY. “Y” represents Year, “M” represents Month and “D” represents Day.

" After selecting preferred format, click| Apply to save the settings, or click| €ancel |to reload cur-

rent settings.

Time Zone

You can select their own current time zone. Visit www.greenwichmeantime.com to find out the correct local

time zone.

NTP Server Setup

You can setup the NTP (Network Time Protocol) sever after selecting the preferred time-zone. The default

NTP server is time.nist.gov. You can change to any preferred NTP servers. A list of IP addresses for the NTP

servers is provided below:

129.6.15.28 129.6.15.29 132.163.4.101
132.163.4.102 132.163.4.103 128.138.140.44
192.43.244.18 131.107.1.10 69.25.96.13
206.246.118.250 208.184.49.9 64.125.78.85

207.200.81.113  64.236.96.53  68.216.79.113

diately.
In addition, time can be regularly synchronized.

1. Check the Enable Auto Sync box, select preferred time from the drop-down menu.

ing to users’ preference.

Joystick / Keyboard Setup

The NVR allows users to control PTZ cameras or speed dome cameras using external USB joystick or keybord

controller.
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NOTE!
This function is ONLY available for Xinput compatible joysticks.

Once a keyboard is detected, you will see keyboard model name (e.g. Videotec DCZ 1) shown on the Joy-
sticks page

The joystick / keyboard must be connected to the NVR BEFORE the NVR starts up.

The joystick / keyboard cannot be configured in the NVR. For further configuration see the keyboard

manual.
Follow the steps below to set the joystick setting.

Joysticks Setup: 1

Joysticks Select 1 -

— 2

& FocusNear | chinge |No Setting

Aa Focus Far Change | No Setting
@ Irls Open Change |Mo Setting
@ insciose | change [a]
45 zoomin | change |[x

«f+ ZoomoOut | Change ||B

AF | Auto Focus | Change [| ¥ 3

Apply | | Cancel

1. Select 1 from the Joysticks Select drop-down menu.

2. Click| Change | from any PTZ function.

3. Press any preferred push-button to bind the key to the function.
4. Click | Apply | to save and apply the settings.

Return to Live View and select any PTZ/speed dome camera channel. Press any push-button assigned with
function to control the PTZ function. You can control PTZ/Speed Dome camera connected to the NVR with
pan function by moving the joystick controller left/right, and control the tilt function by moving the joystick
controller up/down.

Select |Unused ~ | from the Joysticks Select menu. Click | Apply | to save the settings.
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System Monitor

I Lbve Wiew (¥} PlaybacksExport

Event Setup:
e el i
T
CPU Temperature Warni
e
Threshold: [HI:I- | *C
joysticks o
i Send Emall

Alarm Out: . 1 2 3 4

Event Management Fan Speed Warning

Metwork Threshald 200 | RPM
Send Emall

Alarm Out: . 1 2 3 4

storage

Liser Management
Hard Disk Warning

Send Emaill

Display

PaE Ma nagement Alarm Out: 1 2 3 a

| apply | cancel

Event Setup

You can setup a full-screen event alert channel.

® Check/un-check "Enable Event Full View" and click| Apply |to enable/disable the function.

System Event Action

You can setup the threshold for system examination, e.g. CPU temperature, fan speed, etc. If the system value
is higher than the set threshold, the NVR will send out e-mails or alarms to give warning notice.

® CPU Temperature Warning: High CPU temperature may cause system defects. You can fill in the pre-
ferred temperature value to prevent CPU from overheating (Default value is 80). Users may also select

the warning type, e.g., Send E-mail or Alarm Out 1 - 4.
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® Fan Speed Warning: High fan speed may cause system defects. You can fill in preferred fan speed
value to prevent fan speed from overload (Default value is 200). Users may also select the warning
type, e.g., Send E-mail or Alarm Out 1 - 4.

® Hard Disk Warning: System can detect if the hard disk has unexpected errors or the read/write speed
is slow and send warning notice to users. Users may also select the warning type, e.g., Send E-mail or
Alarm Out 1 - 4.

Click to save the settings, or click!: Cancel | to discard changes.

Event Management

You can set the event settings for each selected IP camera. The setting menu displays as follows:

L] Event Type:
= = Localhost oL 2=
P, CHY - 192168503 ‘vent Action:
P, CHZ - 192.1688.100 ¥ Event Trigger
P, CH3 - 192.168.5.98
1P, CHA - 192.168.50.21 Channel Setup:
P, CHS - 152.188.90.22 et
Pl CHE - 192.168.50.23 :
1Pl CHT - 152.168.50.24 O aNoL Ontion:
P, CHE - 192.168.50.25 W Enable | Se: | CIF
P, CHO - 192.16850.26 Send Email:
1P, CH1D - 192.168.50.27 Enabie
Pl CH1 - 192.168.50.28
(Pl CH1Z - 192.168.90.9 Send Push Notfication:
(P, CH13 - 192.168.50.35 Enable
1Pl CH14 - 192.168.50.31 e A
(P CHS - 192.168.50.32
1P, CHIE - 192.168.50.36 1 2 3 4
MVR Event Sttup PTE Acthon:
Enable PTZ
Apply Cancel Detault

Default Configure

You can setup the default event actions that can be apply to every camera.

1. Check the Event Trigger box to enable event trigger.

2. Set event actions, snapshot, e-mail sending, etc.
3. Click!_Al_l_gl_)_f__-i to save the settings or click | Cancel | to reload the current settings.
4. Select any site from Localhost and click | Default | to load preset default settings.

5. Click!_Al_l_gl_)_f__-i to save the loaded default configuration settings from Default Configure.
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Event Action

® Event Trigger: Check the box to enable Event Trigger function.

® Snapshot Options: Check the box and select the snapshot resolution from the drop-down menu and
click!Ejl to save the settings. System will capture the live event image once an event is
triggered. You can view all event snapshots under Playback/Export > Snapshot By Event.

® Send Email: Enable e-mail notification function and the NVR will send event notification to the preset

email address under Network. Check the box and click| Apply |to save the settings.

B Send Push Notification: Enable Push Notification function and make sure to download the mobile
app MOBOTIX NVR App in advance. The NVR will send event notification to user’s mobile phone via the

mobile app MOBOTIX NVR App. Check the box and click !_AP_[ﬂ)_f__-i to save the settings.

® Alarm Out 1 - 4: You can enable/disable the alarm output function. The signal can be a light or a siren
to notify users of event triggering. Check the corresponding box to enable the alarm output. Click
| _AP_rﬂ_!-_f_j! to save the settings.

® PTZ Action: PTZ action enables the camera to turn to the target position when an event is triggered
and return to the set position when the event is over. Follow the steps to configure PTZ actions:

PTL Action:
1 # Enable PTZ CH2 =

Action 3

Tilt | 37

¢ Targel: Pan -143 Zoom O = Positloning Go

LR Ll
LR L

/| Return: Pan | 163 Tilt | 38 Zoom |0 - | |Posithoning Go

H2 - Howard_test_green_testl

1. Check the Enable PTZ box and select the channel to perform Pan/Tilt/Zoom action from the drop-down
list.

2. Click and move the control button to pan/tilt. Press the zoom in/out button to control the zoom ratio.

You can also manually setup the coordinates and zoom ratio by clicking the UP/DOWN buttons or typing.

Follow Step 2 ~ Step 3 to setup the Return position.
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After finishing setup, click| Go 'to check if the camera turns to the preferred position as previously set.

Local Host
You can setup event setting for each individual camera connected to the NVR.

l @ Add Device = Record

e Event Type:

it Configure Video Analysis  ~ | FaceRecognition -
Jocalhost

CH1 - 192.168.161.226 E:L‘I = New_[_)ewce

VR Event Setup

Event Action:
+ Normal Byoass
whitelist Tk
Blacklist lon:

Mot In List Size: CIF -
Send eEmail:

Enable
Push Message Center:

Enable
send Push Notification:

Enable
Alarm Out:

1 F 3 4
PTZ Action:

Enable PTZ

Apply Cancel Copy Default y

1. Select a camera site from Localhost list.

2. Select the Event Type : Motion, Alarm, Video Loss and Video Analysis.

NOTE! Video analysis features like Face Recognition or License Plate Recognition are available only if

supported by the camera.

98/ 166



NVR Setup
System

3. In section Event Action check the Event Trigger box to enable event trigger.

NOTE! Before settting up the Event Action of Motion/Video Analysis in Event Management, please
enable show event trigger and configure the settings in Live View > Camera Motion Setup/Camera

Video Analysis Setup.

For analytics event types like Face Recognition or License Plate Recognition the event action can be
dependend on lists. Two option are available:

Normal: The NVR will judge whether there is event or not by cross checking the detected face or license
plate with the list inside NVR.

Bypass: The camera will judge whether there is event or not by cross checking the detected license plate

with the list inside camera.
There are 4 types of lists available:

B |n list: whatever inside the database
B White list
® Black list

B Not In list: whatever not inside the database

4. Setup the event actions. Please refer to Default Configure under section Event Management for further

instruction.

5. Click!_Ap_E]}_f_.i to save the settings, or click| Cancel |to reload current settings.
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You can copy and apply same settings to multiple sites. Select any site from Localhost and click | Default |

and |ﬂ£‘¥_| The site will apply the Default Configure settings.

NVR Event Setup (Optional)
You can setup NVR alarm type and event actions.

l'.l?l'“'p.lll‘ v Type

Dol Conbipure yrresmy | Py
Localba

W CHY - 5 06850 08 Evont ArTisn:
o Byl Trgger

Chanssl Setap:
L
Staenitot Dol
o Enakle e |CIF
Serd Frradt
Enasde
Sered Push Risbificaticn:
L1
Alair Gl
1 i 3
FTE ADian
Enasle PTI

o OHOY

Apply Cancel D

Follow the steps to setup event trigger for the NVR.

1. Select NVR Event Type (Alarm 1~4) from the drop-down menu.
2. Check the Event Trigger box to enable event trigger.

3. Click |_§i_ to apply the settings to the selected cameras.

4, Set the event actions.

5. Click| APEL! to apply the setting, or click | cancel |to abort.

Users may also click| Default | to apply the configuration set in Default Configure.

Network

Network menu allows users to change the network interface settings such as IP address, Subnet mask, etc.

Check with the network administrator and/or network service provider for more information.
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NOTE!
Keep individual network interface under different IP address (e.g. 192.168.10.xxx & 192.168.11.xxx) to avoid
interface conflict and failing to detect IP cameras.

Ethernet Setup

Interface:
LAN1&2 - | Lan1 and Lanz are aggregated to one vian
MAC Address:
00:00:89:18:79:30
DHCP Setup:
Enable DHCP

1Pva:
Address: [192.168.11.14

]
subnetMask:  [255.255.255.0 ]

Default Gateway: [
Primary DNs: | 3
Secondary DNS: | ]
Pve:
Enable 1Pv6
Address: [
Subnet Mask:
Default Gateway: [

Port:

1
Hitp Port: [0 ]

RTSP Server Port: [554

QR Code:
Pva

Route Apply cancel

Interface

® WAN1: Select this to set WAN 1 configuration.
B WAN2: Select this to set WAN 2 configuration.

® LAN1/2: Select this to set LAN1 and LAN2 and the PoE switch’s configuration.

NOTE! LAN1 and LAN2 share the same network setting because they are combined to work as

redundant network interfaces.

MAC Address

You can see the selected interface’s MAC Address.
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DHCP Setup

DHCP function allows the NVR to obtain a dynamic IP address from DHCP (Dynamic Host Configuration Pro-
tocol) server when the NVR boots up. Using DHCP, the settings are dynamic and will change every time the
NVR powers on or off, depending on the network setup.

NOTE! This setting only applies to a WAN port of the MOVE NVR itself. Camera IP addresses of the PoE ports
will be assigned by the integrated DHCP server as explained in POE Management Setup, p. 126 and Adding
Devices, p. 57.

this setting, Ethernet configurations for IPv4 sections including IP address, subnet Mask, Default Gateway,
and DNS will be applied automatically and cannot be modified by users.

2. If the NVR is expecting to be used under a fixed IP address, un-check the Enable DHCP box to manually
configure the IP Address, Subnet Mask, Default Gateway, and DNS. Contact network system admin-

istrators or IT personnel for more details.

IPv4

1. In the WAN configuration menu, if users decide to set the NVR under a fixed IP address, users must com-
plete all the related settings.

2. In the LAN configuration menu, you can setup LAN network IP address, subnet mask, etc. individually.
B Address: You can configure the IP (Internet Protocol) address of the NVR. IP address is the iden-

tifier for the NVR on a TCP/IP LAN.

B Subnet Mask: A 32-bit netmask, is used to divide an IP address into subnets and specify the net-
works’ available hosts. The value is defined by network administrator, and the form looks similar
to 255.255.255.255.

B Default Gateway: Gateway is a node on a network that serves as an entrance to another network.
NVR can reach other devices on different network (AP/Hub/Switch).

® Primary DNS & Secondary DNS: You can specify the IP address of the Domain Name Space asso-
ciated with the NVR. If the server is unavailable when using DHCP, the NVR will continue searching
for the network server until it times out or finds a new available one.

IPv6e

1. Under WAN configuration menu, if users decide to set the NVR under a fixed IP address, users must com-
plete all the related settings. Check the Enable IPv6 enable this function.
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2. Under LAN configuration menu, you can setup LAN network IP address, subnet mask, etc. individually.

® Address: You can configure the IP (Internet Protocol) address of the NVR. IP address is the identifier for
the NVR on a TCP/IP LAN.

® Subnet Mask: A 128-bit netmask is used to divide an IP address into subnets and specify the networks’

available hosts. The value is defined by network administrator.

® Default Gateway: Gateway is a node on a network that serves as an entrance to another network. NVR
can reach other devices on different network (AP/Hub/Switch).

Port

B HTTP Port: The default HTTP Port is 80.

B RTSP Server Port: The default RTSP Port is 554.

QR Code

Scan the QR Code via the mobile app MOBOTIX NVR App to get the IPv4 information.

Arrange Routing Table Priority

Order:
WAN1

Move Up || Move Down OK Cancel

Click. Route |to arrange the routing table priority.

NOTE! The port needs to connect to DHCP server.

Save Settings
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Email Setup

You can define the e-mail for receiving event/alarm notices.

[ Live View ® Playback/Export ® Add Device =« Racord £ Setup B Log a ndmin v | @) 202

Language SMTP Server:
General [mail =
Server Site:  smtp.gmail.com |
System £g
Port: 465 8sL
Hotworkc Account: Admin ]
Ethernet Password: | sessseesaens | |

Email
Email Recipient:

DONS Emall Address: | mr@testmaill.dd

HTTPS

Email Attachment Setup:

T

STURITHEN Enable Mail Attachment

Storage
Email Time Setup:

User Management lm

PoE Management

0 1|2 3|4 5 6 7|89 10 1 |12 13 |14/ 15 16 17 18 19 |20 21 |22 23

Video Analysis

:'\SJP'Y ! ‘ Cancel \

SMTP Server

You can select preferred SMTP (Simple Mail Transfer Protocol) server. Default options are Gmail and Yahoo
Mail, you can also choose Custom to setup personal SMTP server.

B Server Site: The NVR will automatically retrieve the server information from both Gmail and Yahoo
SMTP server. You can only change this field under Custom.

Port: You can change SMTP port to the preferred port. SMTP is commonly used for operating over Inter-
net port 465.

SSL: SSL (Secure Sockets Layer) provides communication security over the Internet. Check or un-check
the box to enable or disable SSL connection. SSL is enabled by default.

Account: You can setup the SMTP account. Enter corresponding user name to the SMTP server. User

account is usually e-mail address.

Password: Enter the password related to above SMTP account.

Email Recipient

Set the e-mail address where event/alarm notification will be sent. Refer to the following to setup all the
required information.

® Email Address: Enter preferred e-mail address for event or alarm notifications.
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Email-Attachment Setup

® Enable Mail Attachment: Check to enable the sending of e-mail attachments.

Email Time Setup

You can set time periods in which emails should be sent.

1. Click on Disable to specify time ranges when emails should not be sent.
2. Click on Disable to specify time ranges when emails should be sent.

3. Click or draw the time ranges into the time schedule.

Click | APEL! to save the settings, or click| cancel |to reload current settings.

DDNS Setup

L Lhae Wiew (¥} Playback/E

Language DDMNS Setup:

T

_ Server Mame: | Tview >
Hostname: | |
[ vt | | |
Ethernet | |
Port: 80 |

Crommalm namee: WA

STURNSTLIRM

Apply Cancel
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Enable DDNS: Check the box to enable Dynamic Domain Name Service or un-check to disable.

. Server Name: Choose the service provider, default options include: DynDNS, ChangelP and NolP.
Hostname Set up a domain name used for entering the NVR through internet on remote PC.
Username: Enter the DDNS user name here.

Password: Enter corresponding DDNS user’s password here.

Port: Set up the port for DDNS.

o M b=

® Domain name: The current domain name set for NVR will be displayed here.

Click| Apply ' to save the settings, or clickij Caﬂcel—_! to reload current settings.

HTTPS Setup

In this section you can set up a secure connection by adding a certificate.

[ Live View (® Playback/Export

Language Enable HTTPS:

General Enable HTTPS secure connection

® HTTP +HTTPS O HTTPS only
System
Certificate:
Network
Ethernet No certificate.

[ Add } [ Delete }

HTTPS

STUN/TURN

[ Apply } [ Cancel }

Storage

User Management
PoE Management

Video Analysis

>
o
(]
c
=

: Check to enable the secure connection via HTTPS-Protocol.

[y
m
=
o
=
[}
=
|
-
O
(72}
(74}
('3
(2]
[=
=
()
(2]
o
=
=
[0}
[a]
fud
[}
=

2. Select if connections via HTTPS and HTTPS are allowed or HTTPS only
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3. Click| Add | to add a certificate file or| Delete |to delete a certificate.

STUN/TURN Setup

In this section you can setup connections to STUN/TURN servers.

a
(=
=
H
<
@
£

i (® Playback/Export ® Add Device =« Record {¥ Setup

Language Server List:

General

System
Network
Ethernet

Email

HTTPS
STUN/TURN
Storage
User Management
PoE Management

Video Analysis

[ Add | [ Detete |

1. Click| Add | toadd a STUN or TURN server.

2. Click| Delete |to delete selected STUN or TURN servers.

3. Click Edit to configure a server connection.

Event Receiver Setup

In this section you can setup the Event Receiver to receive events via SNMP.

NOTE! To receive Vaxtor events, it is required to configure the corresponding listen port in NVR.
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guag Event Receiver Setup:

Listen Port: 51234 |

System

Router Path: [fevent_notlfy |

enable hips

|| Enable authorization(Http Digest)
DDNS
HTTPS f
. Apply ‘ J Cancel
STUN/TURN
OpenVPN

Even{ Recelver

Click Enable Event Receiver.

Under Listen Port enter the port to which the Event Receiver should listen.
Under Router Path enter the path of the Event Server.

If required check Enable https.

o M wd e

If required check Enable authorization (Http Digest).
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Storage Setup

Storage Setup provides users detailed information of the internal HDDs, format, repair the internal HDDs, etc.
Cloud storage like NAS device is also included to store snapshots and recording videos.

600 G of 3481 00 08

Inac Evartr
e -] T T

B

Pl Wansgrriert

Vedrd Anafyam

NOTE! If HDD is removed during operation (hot-swappable), please click the refresh icon next to Disk List
to display current workable HDDs.

Local Storage Setup

® Click the HDD icon ki and the drop-down list will be displayed as below including three options,
Format Disk, Show Disk/Smart Info and Repair Disk.

RAID Device:
Devicel : Mo RAID /1 diskis) | Create RAID - |
DeviceZ : No RAID / 1 disk{s) | Create RAID |

Disk List:

Record Groupt :

07 GB
Tnactivate |
100%

Used Space: 604.16 GB of 838,
25% 50% 75%

05

Format Disk
Show Disk/Smart Info
Repair Disk
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Format Disk

You can format the selected HDD. Select this option and a warning window will pop up. Click OK to start

formatting the HDD, or click Cancel to stop.

Show Disk/Smart Info

You can view and check brief information and Smart (Self-Monitoring Analysis and Reporting Technology)
information of the selected HDDs.

Smart Info
Disk Info: i
Disk Model: WDC WD40PURX-64GVNYO
Disk Serial Number: WD-WCC4E0953615
Disk Firmware: 80.00A80
Disk Capacity: 4000787030016 Bytes
Smart Info:

D~  Attribute _Current ~ Worst =~ Threshold =~ Raw Value Status ~
01  Read Error Rate 200 200 51 0

03  Spin-Up Time 190 173 21 7458
04  Start/Stop Count 100 100 0 730
05  Reallocated Sectors Count 200 200 140 0

07  Seek Error Rate 200 200 0 0

09  Power-On Hours 64 64 0 26365
0A  Spin Retry Count 100 100 0 0

0B  Calibration Retry Count 100 100 0 0

0C  Power_Cycle Count 100 100 0 667
CO0  Power-Off Retract Count 200 200 0 564
Cl Load Cycle Count 200 200 0 383
C2 Temperature Celsius 112 99 0 40

C4  Reallocated Event Count 200 200 0 0

C5  Current Pending Sector 200 200 0 0

C6  Offline Uncorrectable 100 253 0 0

C7  UDMA CRC Error Count 200 200 0 2

C8  Multi Zone Error Rate 100 253 0 0

Close

Repair Disk

1. When error occurred on the selected disk, execute this function to repair the HDD before formatting. A

warning window will pop up before repairing the HDD.

2. Select OK to proceed, or click Cancel to stop.
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Record Groups

Inactive Storage :

Activate ~

Users can assign HDD accordingly to preferred record group. Click Record > Record Scheduleto assign each
connected camera to a record group. Click Activate and select preferred record group from the list to enable

the HDD for record group function, or click Inactivate to disable the function.

NOTE! You can only create one record group on the MOVE NVR-64B.

Create RAID (Requires 2 or More HDDs)

The NVR includes RAID function to provide more efficient and secure use of storage space.

Supported RAID Levels
NVR Type Raid Level
MOVE NVR-64B ® Q: Striping only, no redundancy (JBOD)
1: Mirroring
B 5: Block-level striping with distributed parity

B 10: Combination of RAID levels 1 and 0

For more information on RAID levels, see Standard RAID levels (Wikipedia).

Creating a RAID Configuration

NOTE! DO NOT connect additional HDDs after setting up a RAID. To add a disk to an existing RAID, you
need to delete the RAID and recreate it.

Click Create RAID and select the preferred available configuration option. Click OK to continue or click

Cancel to stop.
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@ Add DEviE

s eseotimorce
Enactivate
e O 759 100%
604,16 GB of £38,07 GB
Iractivate |

S0 TEH 1005

Deleting the RAID Configuration

Click Delete RAID and select OK to continue or click Cancel to stop.

NOTE! All partitions and data stored on the HDD within the RAID will be deleted when deleting the RAID!

Devicel : mmnu
oo

Shorage

Hed 60476 08 of B38.07 OB

Enactivate

L] 235 SOH 755 T00%

HDD Error

The NVR will send out a HDD error warning if the data format of the HDD does not correspond to the setting
of the NVR, or when the HDD is deactivated. You can re-format the disk, activate the HDD recoding function,

or replace the defective drive by a new HDD.

017/11/10 AM 11:53:33 Ll)

Device

71110
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Replacing a Defective RAID HDD

NOTE!
It is highly recommended to use a new hard disk when replacing a defective drive. If you want to use a
hard disk that had been part of a RAID system, make sure to format the disk before adding it to the RAID.

If this step is omitted, the system will not recognize the hard disk after rebooting!

Proceed as follows to replace a HDD for which the system has thrown an HDD error (see section above).

® Unmount the defective hard disk (see section HDD Installation in the Quick Installation).

® Unlock the hard disk tray, remove it and install a new hard disk, then insert and lock the hard disk
tray at its original position (see section HDD Installation in the Quick Installation).

® Mount the new hard disk.

® |f you installed a hard disk that had been used before, make sure to format the disk (see
Format Disk, p. 110).

B Add the hard disk to the RAID.

Cloud Storage Setup

You can choose cloud storage like Dropbox to export recorded videos or captured images. Follow the instruc-
tions below to setup personal cloud storage on the NVR.

0 cd e

&= Playtisck Expan

B
3

00568 of LO0GE

Sysbem

E-E

25% 0% 5% 100

Storage

U!ﬂilb: 600 GB of 15.00 GB

% 2% % S 1%

o 5

I
£,
§

User Management

D splany

it Wl

Pol Managemerd

113/ 166



NVR Setup
Storage Setup

Setup Dropbox Cloud Storage

1. Click on Dropbox icon and select Add Account.

2. Enter the email address and password for the Dropbox account and click Sign in.

e

Sign in to Dropbox to link with VMS Cloud

Please copy the authorization code and paste it below

E (]*]
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3. The NVR will ask for authorization to access Dropbox. Select Allow.

@ -
WIS Clisl winicl @@ RO 30 08 pen pioer, Apos - WWES
Cloasl iraice your Dropber. L rem move
¢ﬂﬂ
Pleang copy the suthoriration podle and pasie & Brlow
Chada

0
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4. Click Close to exit the setting window.

¥

| L3

Q

Tecopan! Wil Clowdd iy compdisd ovor Crepico

PREQE DOgiy The SRS 3000 Code Bl paant it bl

A message indicating authentication is successfully granted will appear. Click OK to confirm.

Reload Cloud Storage Usage Information

Click the Dropbox icon and select Reload Information. Selected cloud storage information will be refreshed

Used Space:

0%

Tt e

Delete Account
Reload Information
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Fig. 1: Reloading Dropbox cloud storage usage information

Stop Using Cloud Storage

Click the Dropbox icon and select Delete Account. Once the account has been removed from the NVR, system

will no longer have access to personal cloud storage.

Used Space:
e B
. = 0%

Delete Account

Reload Intformation

Fig. 2: Stopping Dropbox cloud storage

Login Using a Different Account for Dropbox

1. Select Delete Account to remove Dropbox account.

2. Select Add Account to add new Dropbox account.
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3. Click the user account name after the pop-up window loaded previous login user information then click
on @O username and select @ Sign Out.

@

t

VYMS Cloud would like access to its own folder, Apps

Cloud, inside your Dropbox. Learn more

Please copy the authorization code and paste it below

E Gl

4. After successfully sign out current user, follow the instructions described under section Setup Dropbox
Cloud Storage to login with another user account.
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NAS Setup

The NVR allows ISCSI Protocol NAS (Network Attached Storage) device to store snapshots and recorded
videos. Follow the steps below to setup the NAS configuration.

[ Live View layback/Export

Language Local IQN Name:
General iqn.2005-03.org.open-iscsi:619e3eaacdb
System MAS Device

Metwork Add NAS Device

Storage

Local Storage

Cloud Storage

1. Click Set to add NAS device after connecting to the NVR.

2. After login window pops up, choose Anonymous or enter Account and Password in the entry field to log
in. Click OK to continue.

3. Enter the IP address of the NAS and click Search.

4. The NVR will search and display the NAS IQN name list. Select corresponding NAS IQN name and click
Connect.

5. Once the NAS has connected successfully, click Activate and assign the NAS device to a record group
from the drop-down list (see Record Groups, p. 111). To stop the recording of the NAS, click Inactivate
for the selected NAS device.

U

anguage
_ qn. 2005 03 org aparescsl b2 Eradda5E
T ey
BT oo
Le<al 51.::.\:;.1-
usadspace: D8R of 1308238
(3 Fii S0% T5% 0%

Uszer Management
Dy

NOTE! You can only create one record group on the MOVE NVR-64B.
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User Management Setup

You can add up to six additional user accounts with customized privileges.

User Authority Setup:

" User is allowed to use this function.

X User is not allowed to use this function.

Device

PTZ

Playback

Setup

Covert

Admin

Guest

v

X

v

X

v

X

v

X

Lk

Kollegah

o

| Add

|| Edit

][ Delete ]

Creating a User Account

1. In User Authority Setup, click

2. Set up a new account with user name and password.

Add to create new user.

3. Click to finish creating new user.

NOTE!

B Password length is 8 to 16 characters.

B These characters are allowed:

A-Z, a-z, 0-9,!#5%&'-.@"_~)

Editing a User Account

1. In User Authority Setup, select the user account and click .

2. Edit the user name.

3. Click and enter new password to edit selected user’s password.

4, Click to confirm the password change, or click| Cancel |to discard the changes.

5. After changing the user name and password, click to save and apply the changes.
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Deleting a User Account

Select the user name and click| Delete |,

NOTE!

You cannot delete the default accounts Admin and Guest.

Setting up User Permissions

NOTE!

The Guest account can only view the live channel in the Live View.

Set access permissions to the functions listed in User Management:

- s/: account can access the function.

- x: account cannot access the function.

The Permissions Table

® Device: Allows accessing the Add Device function tab.

® PTZ: Allows accessing the camera’s PTZ functions in Live View.

® Playback: Allows accessing the Playback/Export function tab to configure the stored video-

s/snapshots.

B Setup: Allows accessing the Setup function tab and changing the NVR configuration.

B Covert IP Cameras: Allows switching off channels for specific accounts (see below).

Deactivating User Access to Specific Cameras

In the Covert column, click on # to deactivate access to specific cameras (channels) for a user:

(" cHol T choz
© CHOS [T CHOG
[ cHog [ cHig
IF CH1Z ™ CH14
I cHI? [T cHig
I CHI1 [T cHEz

Selectall || Ok

[ cHal
[F CHO?
= CH11
[T CH15
[T CH19
[T CHZ3

r CHM- 1
T CHOB
T CH12
I CH1G
IF CHz20
IF CHz24

jgConesty

B Activate the checkboxes of the channels you want to hide from this user.

" Click | selectall |to check or uncheck all channels at once.
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® Click to save and apply the settings, or click| €Cancel |to discard the changes.
Change Username Password

1. On the top-right corner of the screen select an administrator account.

Login

Password:

Cancel

Confirm

2. Enter the password and click Confirm.

3. Click on Setup > User Management.

4. Click on the user whose password you want to change.
5. Click Edit

6. Click on Setup and change the default password “meinsm”. To show the virtual keyboard, click twice into
the password field.

NOTE!

® Ppassword length is 8 to 16 characters.

B These characters are allowed:
A-Z, a-z, 0-9,!#5%&'-.@"_~)
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Display Setup

(2]

Vides Display Mode:
Mode: | Live View =

Ibomitor Imfo:
Reschution: 1920w 080 60HE
Connecion HOMIY

The NVR supports up to 2x 1080p displays, with the following display modes available:
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1. Live view (default): On the second monitor, users could select important channels to focus. Users could

configure what channels they would like to focus by clicking ﬁ in the second monitor. A camera list will
then displayed on monitor 1 for users to select.

i Live View & EMap

<
~  Camera View '
Pet CH2 - 192.168.161.47

p#% CH3 - 192.168.6.149
iP#t CH4 - 192.168.161.43

Hybrid View Aut

CH1 - MegaPixelCamersa
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2. Normal: The system will extend across two monitors.

Configuring the Monitors

Before powering up the NVR system, make sure the HDMI and/or DisplayPort cable is connected to both the
monitor and the system. The NVR will automatically detect the display output and adjust display resolution
upon startup. The NVR will use the DisplayPort monitor as primary monitor and the HDMI monitor as the sec-

ondary monitor.

1. If you want to change the order of the monitors, click and drag to drop selected monitor to preferred loc-

ation.

to reload current settings.

NOTE!

B The system cannot extend the display view to a 4K monitor.

® |f you want to upgrade from a 1080p display to a 4K display, reboot the system so it can rescale for

best image quality.

Monitor function Across Mode will be available under Live View tab when two monitors are connected to the
NVR.

B Activate the Across Mode checkbox to extend the layout across the monitors.
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PoE Management

Allows accessing the PoE port status and managing the PoE ports.

PoE Management Setup

Click to display the PoE switch setting menu.

e 1

Sm— 2
[T .u-- s » | T3 [T L Gty Polbuipn | Poswtim | Pelfosw | el tmw
1 L AL [ o ] 1] = - Eina ey brd
3 il . 5 R o - ] 1] [ -~ = ot Lt
1 LA tieg N ] T " - Daamred
4 LALLM "B C ] 1] = - Dpareacnd
Y L [EEor 1 - T - o [rryr———.
P FEMAMN  GaSeEilAMGY  ieiags . ] i = —
¥ i, S P e I T ] g e ] 1] = bl e
[ FELMAML D e Vi - ol ] " = Commarnd
No. Item Description
1 Re-scan Refresh and scan all ports to see if there is any new IP camera connected to the sys-

2 PoE Switch
Topology

tem.

1. Click G and a warning message will appear.

2. Click OK to proceed or select Cancel to stop.

The number of connected PoE switches will be displayed here. The left-hand icon
shows information about the NVR, the right-hand icon shows information about the
PoE switch on the back of the NVR (as shown in the list above). Click on the device icon

to select and display related information under Device Info.
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No. Item Description

3 Device Info You can check the basic information of the selected NVR or PoE switch. Model name,

model IP, MAC, ID, and total power output of the selected device will be displayed.

4 PoE Port Man- ® RJA45 Port: Number of the PoE port.
agement
® Name: Name of the camera connected to the port.
® Model: Model name of the camera.

B |P: IP address of the connected IP camera.

NOTE!

® When connecting IP cameras to the PoE ports of the NVR, the cameras
will power up and connect to the NVR LAN.

B By default, the DHCP server of the NVR automatically assigns IP
addresses depending on the PoE ports to which the cameras are con-
nected:

B Default IP address assignment follows the rule 192.168.50.<-

port number x 2 + 1>.

® For example, the IP address for PoE port 1is 192.168.50. 3;
for PoE port 4, the IP addressis 192.168.50.9.

® To edit the IP address range assigned by the NVR and the IP address of
a particular camera, open Setup > PoE Management > DHCP Server.

® For more details regarding camera IP addresses and the DHCP setup for

the PoE ports, please refer to POE Management Setup, p. 126.

B MAC: The MAC address of the IP camera.

NOTE! Only MAC addresses of MOBOTIX MOVE cameras are displayed.

B Link Status: Network connection speed of the IP camera.

® PoE Budget: Switch to the appropriate PoE standard for the camera.
— AF uses PoE standard IEEE 802.3af for this port.
— AT uses PoE standard IEEE 802.3at for this port.

® Power (Watts): Power consumption of the PoE port.

B PoE Power: Select ON to enable or OFF to disable PoE for this port.

B PoE Status: Displays status information of the camera connected to this PoE
port.
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Advanced Settings

The Advanced page allows users to access the complete settings of the POE Switch.

NOTE! It is suggested to consult the NVR suppliers BEFORE entering this page. Incorrect settings may cause
malfunctions of the NVR.

Double click the NVR icon. Once the pop-up login window appears, enter the administrator account "admin",

and enter the password to login as the Web Management system administrator.

Resoan Device bondd = O

([ RIT LV R
o BSOSy

Switc h Mamagwmen]

System Information Settings

This page displays the system information including MAC Address, Firmware Version, Uptime, Device Name,
Comment, Location and Contact. You can configure the setting in System Information under System. See
below for further setting instructions.

D
3

MAC Address 66:09:07:03:04:09
Firmware Version v2.7

Uptime 01:13:33

Device Name IP1828
Comment switch

Location _bosition

Contact ICPlus

. Apply |

NOTE! The maximum character limit for each field is 15 characters.
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Parameter Description

MAC Address Display the MAC Address of the PoE switch
Firmware Version Display the firmware version of the PoE switch
Uptime Display the last boot up time

Device Name Enter the name of the PoE switch

Comment Enter the purpose of the PoE switch

Location Enter the location of the PoE switch

Contact Enter the content of the PoE switch

IP Configuration Settings

You can configure the IPv4 and IPv6 Address setting manually, or use the DHCP server to assign the IPv4 and

IPv6 Address automatically under in ISystem > IP Configuration.

Load Factory Defaults

To return the setting to the factory default, click Load Default to recover switch default setting excluding the
IP address, User name and Password. You can configure the setting in System > Load Factory Default.

Click "Load Default’ to recover switch default setting excluding the IP address, User name and Password.
| Load Default |

NOTE! The Load Factory Default function can only return this PoE switch to the default setting. The User

Name, Password and IP Address setting would remain the same.

Parameter Description

Load Default Return to the default setting
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Updating the NVR Firmware

You can update the firmware version of this PoE switch. Click to select the update file. Next, click

| Apply | to update the firmware. You can configure the setting in System > Firmware Update.

Cummeni Firmware Version
Firrmwara Drabe :
Enter the path and name of the upgrade file then click the "Appk® button balow,
[ b W | |
Apply
Parameter Description
Select the File () Select the firmware file to update

DHCP Server Settings

To set up the DHCP Server, open Setup > PoE Management > DHCP Server.

NOTE!
® When connecting IP cameras to the PoE ports of the NVR, the cameras will power up and connect to
the NVR LAN.
B By default, the DHCP server of the NVR automatically assigns IP addresses depending on the PoE
ports to which the cameras are connected:
® Default IP address assignment follows the rule 192.168.50.<port number x 2 + 1>.

® For example, the IP address for PoE port 1is 192.168.50. 3; for PoE port 4, the IP address is
192.168.50.09.

® To edit the IP address range assigned by the NVR and the IP address of a particular camera, open
Setup > PoE Management > DHCP Server.

® For more details regarding camera IP addresses and the DHCP setup for the PoE ports, please refer to
PoE Management Setup, p. 126.
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Setting a Different IP Address Range

® Enter the first address of the IP address range in the IP Starts from field. The following rules apply:

® You should only use addresses that start with either 10.xxx.xxx., 172.16.xxX. or 192.168.xxx.
(with xxx being a number from 1 to 254) or else this may interfere with public IP network
addresses.

® The start IP address (the last number of the IP address you set above) can be any number from 2
to 231.

® The last IP address before the start of the range will always be used by the MOVE NVR itself.

EXAMPLE:

If the start address of the range is 192.168.20.21, the NVR would use 192.168.20.20 as its own IP
address. The IP addresses of devices attached to the PoE ports would then start from 192.168.20.21
for port 1 and end with 192.168.20.44 for port 24.

® Click | Apply  to configure the setting.

Disabling the DHCP Server

® Select Disable from the DHCP Setup dropdown.

® Click | Apply | to configure the setting.
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Video Analysis Setup
You can set up two video analysis functions on the NVR: Face Recognition and License Plate
Recognition.

NOTE! The features in this section are only available for cameras with a CV22 or higher

processor.
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Face Recognition

You can set up the database for Face Recognition here.

Face Recognition Setup:

DataBase Status  User:4 Group: 4
User List A B
| Fiteer Clear
No. Picture Name Description Group Edit Del
1 P 456 456 mikk fx o
2 face001 test Jkk, mkk fx O
3 ndik bjk o

Add User | Delete User  List By Group

|

D E F
No. Item
A Database Info
B Filter

(User List Only)

C User List/
Group List Display

D Add User/Group
E Delete User/Group
F List By User/Group

T ¢

Description

This shows the brief information of database (including total numbers of

added users/groups).

Filter is used to search specific User from the database. Click Clear to clear

the search results.

This shows the whole information of Users and Groups here. If needed,
click ﬁ to edit or check the pqjate POX Of specific User/Group.

Click to add specific User/Group data.

Click to delete specific User/Group data.

Click the button to change the list viewing mode (By User or By Group).

User List/Group List Setup

Follow the steps below to add Users/Groups information.
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1. Click | Adduser | from User List.

Face Recognition Setup:

DataBase Status ~ User:4 Group: 4

User List
Filter || Clear
No.  Picture Name Description Group Edit Del
1 B 456 456 mikk fx o
2 face001 test Jk, mik fix o
3 ndik bik O

. 0

n

Delete User | List By Group
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2. Enter the user’s name into Name. Fill in Description if needed.

Add User

Face Image List

Save || Cancel

3. Click to apply the setting.
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4. Click 4 from Face Image List. Choose the image files of the user. Upload at least three images of the
user’s face. The face must take up at least 12% and at most 25% of the image. See the formula below for
how the range of percentages is calculated. More images with multiple angles (both eyes should be
revealed) or various looks of the user, e.g., with/without glasses, with different hairstyles, are preferred.
Supported image formats are JPEG/PNG/BMP. Recommended image size is between 200x200 to
1920x1080 pixels.

Wi

+

&

¥

Formula:
(Widthg x Heightg)/(Width; x Height;) =
Percentage of the face (f) taking up space in an image (i)

5. Click | Save | to apply the setting.
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6. Click [ LstByGow | from User List after finishing adding the users.

Face Recognition Setup:
DataBase Status ~ User:4  Group: 4
User List
Filter | || Clear
No. Picture Name Description Group Edit Del
1 B 456 456 mikk fit o
2 face001 test Jik, mik fx o
3 ndik bjk o

m

Add User | Delete User

7. Click| AddGraup | from Group List.

Face Recognition Setup:

DataBase Status ~ User:4 Group:4

Group List
No. Group Name Edit Del
1 mik fx 456, face001 o
2 Jkk face001 L]
3 RD 610 Adam O
4 RD 620 <

n

| Add Group | Delete Group  |uist By Name|
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8. Enter the name of the group into Group Name.

Add Group

Group Name

|Group 01

Group Member

[JFemale 01
[JFemale 02
[IMale 01

9. Select the group member(s) into the group.

10. Click i Save | to apply the setting.

License Plate Recognition

You can set up the database for License Plate Recognition here.
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License Plate Recognition Setup:

taBase Status  License Plate: 21  Group:
z:ense Plate List = A B
| Fitter | Clear

No. License Plate Description Group Edit Del *
1 5B-1487 x haha, jag o

2 1051-K7 Jog =]

3 AX5-8452 ffe Jag o]

4 SG-8856 keep adding ]

L] DM-9546 more haha, jag O

6 AD-2508 wander haha, jag [+

7 $V-5493 if Jag o

B QC-3489 there O

9 JD-5661 Is haha [+ ]

10 MU-6169 a Jag [+ ]

1 LR-6927 limit Jag [+

12 FT-6196 on haha, jag O

13 AI-1175 how haha L]

14 GU-6727 many haha o

o
m |
|A¢TI-KC_MG F_hleg Delete License Plate  List By Group  Import Export c

E F G H

No.

Item

Database Info

Filter
(License Plate List Only)

License Plate List/

Group List Display

Add License
Plate/Group

Delete License
Plate/Group

List By License
Plate/Group

Import

Export

Description

This shows the brief information of database (including total numbers of
added users/groups).

Filter is used to search specific User from the database. Click Clear to clear

the search results.

This shows the whole information of License Plates and Groups here. If
needed, click ﬁ to edit or check the pqete POX Of specific License

Plate/Group.

Click to add specific License Plate/Group data.
Click to delete specific License Plate/Group data.

Click the button to change the list viewing mode (By License Plateor By
Group).

Click to import License Plate data.

Click to export License Plate data.
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License Plate List/Group List Setup

Follow the steps below to add Users/Groups information.

1. Click from License Plate List.

License Plate Recognition Setup:

DataBase Status  License Plate: 21 Group: 2

License Plate List

No.
1

2

Add License Plate | Delete License Plate  List By Group  Import

License Plate
5B-1487

1051-K7
AXS-8452
5G-8856
DM-9546
A0-2508
5v-5493
Qc-3489
J0-5661
MU-6169
LR-6927
FT-6196
AI-1175

GU-6727

Export

mn

Group
haha, jag

Jag

haha, jag

haha, jag

Jog

haha

0 00 0 0 0 0 0 00000 O
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2. Enter the license Plate number into License Plate Number. Fill in Description if needed.

Add Lincese Plate

Lincese Plate Number

l |
Description

l |

Group

[ save ][ Cance |

3. Click to apply the setting.

4. Click[ UsteyGowp | from License Plate List after finishing adding the license plate numbers.

License Plate Recognition Setup:

DataBase Status  License Plate: 21  Group: 2

License Plate List
Filter | || clear
No. License Plate Description Group Edit Del
1 $8-1487 x haha, jag O
2 1051-K7 q jag o
3 AXS-8452 ft Jag ]
4 5G-8856 keep adding o
t] DM-9546 more haha, jag {+]
[ AD-2508 wander haha, jag e
7 SV-5493 if Jag o
8 Qc-3489 there o
9 D-5661 Is haha o
10 MU-6169 a Jag o
n LR-6927 limit Jag o
12 FT-6196 on haha, jag o]
13 AL1173 how haha ]
14 GU-6727 many haha o

"
Add License Plate| Delete License Plate Import | Export
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5. Click| Add Group | from Group List.

License Plate Recognition Setup:

DataBase Status  License Plate: 21 Group: 2
Group List

No. Group License Plate Edit Del

1 haha $B-1487, DM-9546, AO-2508, |D-5661, FT-6196, Al-1175, GU-6727, o

R5-8972, YB-5129
2 1051-K7, SB-1487, AX5-8452, DM-9546, AD-2508, SV-5493, MU-6169, o
Jag LR-6927, FT-6196, TN-4980, QA-1895, YB-5129, KY-6828

n

Add Group | Delete Group Import Export

6. Enter the name of the group into Group Name.

Add Group
Group Name

\Group 01
Group Member

- AWX-9999
_ /DR12 UGS

| Save || Cancel |

7. Select the group member(s) into the group.
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Video Analysis Setup

8. Click i Save | to apply the setting.

NOTE! The license plate and group data can be imported into other devices. For those who need to
export the data into a database file or to import a database file, please refer to Export the Data-
base/Import the Database.

Export the Database

To export the data, please follow the steps below after the user and group setup.

1. Make sure the external drive is connected to the NVR before exporting the configuration file.

2. Click Export | and select the preferred export file location.

License Plate Recognition Setup:

DataBase Status  License Plate: 21 Group: 2
License Plate List

Filter Clear

No. License Plate Description Group Edit Del

1 5B-1487 x haha, jag L]

2 1051-K7 q jag o]

3 AX5-8452 ft Jog o

4 5G-8856 keep adding o]

5 DM-9546 more haha, jag Qo

6 AO-2508 wander haha, jag L]

7 SV-5493 i jog o

8 QC-3489 there O

9 D-5661 Is haha o

10 MU-6169 a 18 o

n LR-6927 limnit jog o]

12 FT-6196 on haha, jag o

13 A-1175 how haha o

14 GU-6727 many haha o
.

m

15\ququ§5_@_{_¢\ Delete License Plate  List By Group  Import
exporting or click| Cancel | to stop.

NOTE! Please export the database file every time before upgrading the XMS system. In addition, please
backup the database file regularly to avoid unexpected conditions.

Import the Database

To import a database file, please follow the steps below after the user and group setup.
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Video Analysis Setup

1. Connect the external drive that stores the configuration file to the NVR

2. Click Import | to display the Select File window.

License Plate Recognition Setup:

DataBase Status  License Plate: 21 Group: 2

License Plate List

No.
1

2

License Plate
5B-1487

1051-K7
AXS-8452
5G-8856
DM-9546
A0-2508
5V-5493
QC-3489
JO-5661
MU-6169
LR-6927
FT-6196
A1175

GU-6727

many

Add License Plate| Delete License Plate mesroup Export

1”

Group
haha, jag

haha, jag

haha, jag

haha

haha, jag
haha

haha

&

S 0 0 0 0 6 0 0 0 0 0 0 OO

3. After selecting the preferred database file, click | Canfirm | to start importing the configuration, or click

| Cancel | to stop.
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About

3 Live View Playback/Export @ Add Device £¥ Setup

Language MOBOTIX MOVE NVR

o Version: mb20230301NVR816
MOBOTIX AG

System
Third Party Software Licenses:

Network )
WRITTEN OFFER FOR GPL AND LGPL SOURCE CODE
Storage
This product contains - in part - software developed by third parties,
User Management including software subject to the GNU General Public License ("GPL") or
GNU Lesser General Public License ("LGPL").

PoE Management For at least three years from the date of distribution of the applicable
product, we will give to anyone who contacts us at

MOBOTIX AG, Kaiserstrasse, 67722 Langmeil, Germany

for a charge of no more than our cost of physically performing source
distribution, a complete and machine-readable copy of the corresponding
source code for programs and libraries that are distributed under

the GPL and LGPL.

ACKNOWLEDGEMENTS

This "product" contains Software/Firmware that comprises the following open source software, licensed under the
following third party licenses:

GNU Lesser General Public License, version 2.1 or later
* FFmpeg 3.1
* FireBreath 1

The MIT License
* @babel/polyfill 7.6.0
* @babel/runtime 7.6.3
* aes-js 3.1.0
* colors 1.4.0

Here you can see:

® The version of the firmware of your MOBOTIX MOVE NVR.
® The release date of the firmware.

B |nformation about the 3rd party software licenses used.
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Logging Functions

You can check, view, search and export the log data under Log function tab. Refer to the fol-
lowing sections for further information.

s - | § Q) wioesczamossss ()

Start Date: [2019/05/14 AM 11:27:17 | - | End Date: [2010/08/01 AM 112717 | - || Search

‘ No. = Host category Type Bescription
1 Local system Power on Power Off Boot
2 2015/07/31 AM 112730 Local Menu Login Login : Admin
3 2019/07/31 AM 11:27:30 tocal Menu Record Schedule Changed Circular Changed.
. 2019/07731 AM 113144 Local Menu Add Camera Connect camers.(IP: 192.168.50.21) to CH1
s 2019/07/31 AM 11:31:44 Local Menu Add Camera CoNNeCt cameraiP: 192.168.50.22) 1o CH2.
s 201907731 AM 11:31:84 Local Menu Add Camera Conmect camera.(IP: 192.168.50.23) 1o CH3
7 2015/07/31 AM 11:31:44 Local Menu Add Camera Connect camera.(IP: 192.164.50.24) fo CHa
s 2019/07731 AM 11:31:84 Local Menu Add Camera Connect camera.(IP: 192.168.50.259) to CHS
? 201907731 AM 113144 Local Menu Add Camera Connect camera.(iP: 192.168.50.26) to CHE
10 2019/07/31 AM 11:31:44 Local Menu Add Camera Conmect camera.(IP: 192.168.50.27) to CHT
n 201907731 AM 11:31:44 Local Menu Add Camera Connect camera.(IP: 192.168.50.28) to CHE.
2 201907731 AM 11:31:44 Local Menu Add Camera Connect camera.{IP: 192.168.50.29) to CH3
3 2019/07731 AM 11:31:84 Local Menu Add Camera Connect camera.(IP: 192.165.50.30) to CH10
2l 2019/07/31 AM 113144 Local Menu Add Camera Connect camera.{IF: 192.168.50.31) 1o CH11
13 2019/07/31 AM 11:31:44 Local Menu Add Camesa Connect camera.{IF; 192.168.50.32) to CH12
16 201907731 AM 11:31:84 Local Menu ‘Add Camera Connect comera.(IP: 192.168.50.33) to CH13
7 2019/07/31 AM 11:31:44 Local Menu Add Camera Connect camera (1P: 192.168.50.34) to CH14
" 2019/07/31 AM 11:31:84 Local Menu Add Camera Connect camera (IP: 192.168.50.35) to CH1S
1 201907731 AM 11:31:44 Local Menu Add Camera Connect camera(IF: 192.168.50.36) to CH16
0 2019/07/31 AM 11:31:57 Local Menu 192.168.50.30)
n 2019/07/31 AM 113213 Local Menu Add Camera Connect camera.(IP: 192.164.51.3) 1o CH10
2 2019/08/01 AM 03:01:99 Local Menu Remove Camera Disconnect camera (IP: 132 168.51.3)
3 2019/08/01 AM 03:01:59 Local Menu Add Camera Connect camera.(IP: 192.168.8.93} to CHIO
E 2019/08401 AM 03:02:06 Local Menu Record Schedule Changed Schedule Changed.
2 2019/08/01 AM 03:10:99 Local Menu 192.168.5021)
Y 2019/08/01 AM 03:10:39 Local Menu Remove Camesa Disconnect camera(IP: 192.168.50.22)
2 2019708701 AM 02:10:59 Local Menu Remove Camera DHCONNECt Camera.(IP: 192.168.50.23)
E] 20190801 AM 03:10:59 tocal Menu 192.168.50.24)
2 2015/08/01 AM 03:10:39 Local Menu : 192.168.50.25)
20 2019/08/01 AM 03:10:59 Local Menu 192.168.50.26)
n 2019/08/01 AM 03:10:39 Local Menu : 192.168.50.27)
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Logging Functions
Searching Log Data

Searching Log Data

The NVR divides log data into these categories:

B User Operation Log

® |P Camera Event Log
B VA Detected Event Log
® NVR System Event Log

B PoE Switch Event Log

Select preferred log category on the left of the Log tab to view corresponding log data. To search preferred
log data, please refer to the following sections according to selected log category.

Searching the User Operation, NVR System Event, and POE
Switch Event Logs

Follow the steps to search and view the preferred log data.

1. Assign start and end dates in the top left corner of the function tab to find the log data within selected

time range.

2. Click and the system will search and list the log data within the set time.

0 Live View (® Playback/Export

[start Date: [2019/05/14 AM 11:27:17 | - | End Date: [2019/08/01 AM 11:27:17 | - || _search |

@ user Operation Log ‘ No. ~ Time Host

1 2019/07/31 AM 11:27:12 Local
2 2019/07/31 AM 11:27:30 Local

[iii) IP Camera Event

(i) VA Detected Event 3 2019/07/31 AM 11:27:30 Local
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Logging Functions
Searching Log Data

Searching the IP Camera Event Log

Please follow the steps to search and view the preferred log data.

= Playback/Export @ Add Device
1 ISmn Date: |2021/08/09 AM 10:25 | = | End Date: |2021/08/16 AM 10:25 |~ |.| search | 3
Mo, Snapshot Time - Channel Title 1P
1 '021/08/16 AM 09:39:3: 4
2 '021/08/16 AM 09:35:1 1
el 3 021/08/16 AM 09:20:3 1
Type Aiter 4 02170816 AM 09:17:00 3
¥ Motion 5 ‘021708/16 AM 09:14:5¢ 3
¥ Video Loss [ '021/08/16 AM 07:17:2¢ 3
¥ Alarm 7 L021/08/13 AM 10:05:0 3
v Audio 2 g ‘021/08/13 AM 0B:05:5: 2
9 02170813 AM 05:30:41 1

IP Cam Event Search

i Enter IP Cam Event Search |

[{ii] PoE Switch Event

1. Assign Start and End Date on the top-left of the function tab to find the log data within selected time
range.

2. Select IP camera Event type and enable the preferred type box to see related information. Event type
options include: Motion, Video Loss, and Alarm.

3. Click , and the NVR will search and list the recorded event log data within the set time.

Click | Enterip cam eventsearch | to enter the event search page to view the preferred log data in three chart

types: Bar, Line, or Pie chart.

Searching the VA Detected Event Log

Please follow the steps to search and view the preferred log data.
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Searching Log Data

3 Live View

@ Add Device

4 [sert vate: [2021/08/09 am 10:25 |- | £nd Date: [ 2021708731 am 10:25 |l search |3

No. Snapshot Time - Channel Title (]
1 1021/08/19 AM 05:06:3¢ 1 192.16¢
2 1021/08/19 AM 05:02:4¢ 1 192,161
3 1021/08/19 AM 05:02:31 1 192,161
Option 4 021708719 AM D4:58:31 1 192.16¢
VA Type Filter 5 021708719 AM 04:56:5: 1 192.16¢
¥ Intrusion Detection 6 1021/08/19 AM 04:56:2° 1 192,161
¥ Loltering Detection 7 1021/08/19 AM 04:53:21 1 192,164
¥ Camera Sabotage 8 1021/08/19 AM 04:53:00 1 192,164
¥ Wrong Direction 9 1021/08/19 AM 04:53:0« 1 192.16¢
f &a.q¢ 1
¥ Abandoned Object 10 '021/08/19 AM 04:52:1¢ 192,161
n L 151 1 192.16¢
Object Counting 1021/08/19 AM 04:51:51
12 1021/08/1 4411 1 192,161
Object Removal A021/06/ 1AM 04
13 '021/08/19 AM 04:43:5° 1 192,161
Stopped Vehicle
14 '021/08/19 AM 03:16:4« 1 192,16
Face Detection
15 1021/08/19 AM 03:14:4; 1 192.164
Face Recognition
16 1021/08/19 AM 03:08:4 1 192.16¢
License Plate Recognition
17 '021/08/19 AM 03:07:1! 1 192.161
Temperature Alarm 2
18 1021/08/19 AM 02:46:40 1 192,161

1. Assign Start and End Date on the top-left of the function tab to find the log data within selected time

range.

2. Select VA Detected Event type. Check preferred VA type box to see related information. VA event type
options include: Intrusion Detection, Loitering Detection, Camera Sabotage, Wrong Direction, Aban-
doned Object, Object Counting, Object Removal, Stopped Vehicle, Face Detection, Face
Recognition, License Plate Recognition and Temperature Alarm.
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3. Click | Seach | and the NVR will search and list the recorded event log data within the set time.

Object Counting
Object Removal

Stopped Vehicle

Face Detection

Face HEEI}EI‘HHHH

License Plate Recognition

Temperature Alarm

VA Event Search

| Enter VA Event Search

Advanced Search

| Enter Advanced Search

i1 NVR System Event

[ii] PoE Switch Event

4. Click| Enter VA Event Search | to enter the event search page to view the preferred log data in three

chart types: Bar, Line, or Pie.
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VA Event Search

VA Event Search

ey e — |
ol o vt -

end Date:

Chart Display: Event Type

Select Type:

2 Ituon Dot 3
a

1. Select the chart type. Check preferred type box to see the log data. The chart type options include: Bar,
Line, and Pie chart. If needed, you can check both Bar and Line type boxes to view a Bar-Line com-
bination chart.

2. Assign Start and End Date on the top-left of the function tab to find the log data within selected time

range (Maximum Time Range: 30 days).

3. Select VA Detected Event type. Check preferred VA type box to see related information. VA event type
options include: Intrusion Detection, Loitering Detection, Camera Sabotage, Wrong Direction, Aban-
doned Object, Object Counting, Object Removal, Stopped Vehicle, Face Detection, Face

Recognition, License Plate Recognition and Temperature Alarm.

Click | search | and the NVR will search and list the recorded VA detected event log data within the set time.

Advanced Search

To set up the advanced search function, please follow the instructions. The advanced search function is for
searching and listing the VA data of Face Recognition and License Plate Recognition.
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1. Click [ EnterAdvanced search | to enter the event search page to view the preferred log data in three

chart types: Bar, Line, and Pie chart.

Object Counting

Object Remaoval

Stopped Vehicle

Face Detection

Face Recognition

License Plate Recognition

Temperature Alarm

VA Event Search

| Enter VA Event Search

Advanced Search

| Enter Advanced Search |

1] NVR System Event
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2. Fillin the information in each pull-down menu.
(Maximum time range: 30 days; Recognition type: Face Recognition/License Recognition; Search type: by
individual/by group) At least input one keyword about the user name/plate number data OR select the

plate number from the VA database to activate the advanced search.
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3. After filling in the information, click | Search

Advanced Search

Time Range: User Defined v
Start Date: 2021/08/19 00:00 b
End Date: 2021708/26 00:00 -~

4

Recognition Type: License Recognition

Search Type: By Individual -

Keyword Input:

Plate: LBC-5678 -
-None- -
-None- v
-None- "
-None- -

v Bar Line Pie

|__ Search ll

4. Click | tapre  to save the screenshot of the data listed.

[ uevee ] 5 ruscistion
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Exporting Log Data
Make sure USB external storage is connected to the NVR before exporting log data.

1. Select preferred log and click export icon at the top-right corner of the Log tab. The Export con-

firmation window is displayed.

2. Click Confirm to export the log data, or click Cancel to stop.
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NVR Failover Service

Out of the box, the firmware of the MOVE NVR-64B supports its primary function as a Net-
work Video Recorder.

By using an alternative firmware, the MOVE NVR-64B can be used as Failover/Backup server.
Make sure to load this firmware on the target NVR before setting up and configuring the
device. Open the MOBOTIX Download Center www.mobotix.com > Support > Download
Center > Software Downloads and click on MOVE NVR to download the firmware.

If the MOVE NVR-64B is used as Failover/Backup server, it will no longer support the direct
recording functionality.
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NVR Failover Service

Architecture

Architecture

B The purpose of the NVR failover service is to connect backup NVR systems with primary NVR systems
via WAN.

B Cameras that protected by the backup NVR should be connected to the primary backup NVR via PoE

switch, rather than connected to the build-in PoE of the primary system NVRs.

® The firmware of primary NVR system and backup NVR system are different.

Failover Coverage

Primary NVR system Backup NVR system

Primary backup NVR

T
e e

Client backup NVRs

...........

Cameras
connecting with
NVR via PoE port

won’t be

monitored by

------------ Connect via PoE port
backup NVRs

= « = - = Connect via WAN port

158 / 166



NVR Failover Service

Mechanism

Mechanism

® Monitoring stage: this stage is activated when primary backup NVR is monitoring primary system

Monitoring
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NVR Failover Service

Mechanism

® Backup stage: this stage is activated when the failure is detected

B |f there is only one NVR fails, primary backup NVR will take over.

Backup: 1 NVR failure

KVR 1

NVR 2

NVR 3

NVR 4

NVR S

NVRE

Step1

{Secondary)
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NVR Failover Service

Mechanism

® |f more than one NVR fails, the primary backup NVR will assign the task.

B NVRs report failures to the primary backup NVR.

Backup: 2 NVR failure

NVR 1

HVR 2

NVR 3

NVR &

Step1

® Primary NVR informs Client backup NVRs to take over the task.
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NVR Failover Service

Configuration

® The failed NVRs are taken over by the backup NVRs.

NVR 2 Step 3

NVR 3

Step 2

s Step 3

Configuration

NOTE! The firmware of the backup NVR is different from the firmware of the NVR in the primary system.
Before setting up the configuration below, please confirm that the firmware version is correct. For more
information, please consult the NVR suppliers.
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NVR Failover Service

Configuration

1. Set the redundancy type of current backup NVR

Redundancy type defines the role of the current backup NVR, users could find this setting in Redundancy
Setup under the Redundancy page.

® Primary: Main backup NVR that assigns the backup task to client backup NVR

B Client: Client backup NVR that will execute the failover process assigned by Primary backup NVR

NOTE! Please select only one primary backup NVR in your backup system. The rest would be client
backup NVRs.

e T
.
Redurdaocy Yot ¥ second¥- 128

2. Select devices

B Go to Redundancy Management under the Redundancy page.

asmn - | i Q) mncesmsarss ©

558!88!!88;!35;
¥

HRHHEHHEHHEE

SHVRIAS Pl

B Select NVRs that will be in this system (including backup NVRs and primary NVRs).The status would
be "Connecting".

aamn - | g wnesnsmesase ()

s|z|8|s(s(z|s(z(s(z/z]8]x

After the setting, there would be three possible situations. One is successfully monitoring. The other situ-
ation is backup status activated. The offload situation only happens after the primary NVR failure is
fixed.

Monitoring

This situation occurs when no failover cases happen. Backup system is successfully monitoring the primary
system.
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NVR Failover Service

Configuration

T I CIR CRR -~ - | i & ~ememso
——
st — o — T A — iy -

When there are no failover cases, below is how the Live View page would be like: no camera is con-

nected.

n - [ i A wnoeaseoxiooo ()

ssqese - || @

Backup

This situation occurs when the backup system detects the primary system failure, which activates the backup

process. The status would be Activation.

T CETNS RN O - | | & eosneo
L —
e e
e
g =S

When there are failover cases, the Live View page displays the cameras connected to the backup NVR.

NOTE! For those cameras connected to the primary NVR PoE port directly, the backup NVR would not take
over them. Thus, in the Live view page, users will see no camera connection. See CH4 in the below snap-

shot.
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Configuration

aame - | § @ someseosszr @

Offload

After the primary system is successfully activated, the backup NVR will offload the files back onto the primary

system. Click A inthe upper right corner of the screen, you can see the download status and progress in
Edge.

NOTE! The Live View screen will remain the same as how the screen is when the backup server is lastly con-
nected to cameras under the primary system. Once the cursor clicks other pages, the Live View screen will
be no camera connection.
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