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1 Management Server Failover Function

In a typical scenario, you install the following components on both nodes (primary and failover servers):
- HUB Management Server
- HUB Log Server
- HUB Event Server

- SQL Server
The failover steps in a typical scenario are:
1. The management server, log server, event server, and SQL server run on node 1 (in PRIM status). If an SQL

server has been installed on both nodes, the management server failover duplicates the databases on

node 2 (in SECOND status).

202

Failover cluster

Availability is checked every second!

2. Ifthe management server on node 1 is unavailable for 30 seconds, node 2 takes over.
The failover transition time depends on the start time of the management server service.
1. Node2issetto ALONE status and data replication stops.
2. The management server, event server, log server, and SQL server start on Node 2.

3. The management server, event server and log server now store their data on the SQL server on Node 2.

sae

Clients

Failover cluster
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3. You have identified and solved the problem. Now start Node 1 via the failover web console. The data that
changed within the database during the downtime is replicated on Node 1.

Failover cluster

The MOBOTIX HUB services continue to run in primary mode (PRIM) on node 2 after a failover, and the data is
replicated to node 1.

If you want to return the primary and secondary assignments to their original state, you can perform a swap.

Required and optional MOBOTIX HUB components

©, ®

Management server Recording server

. % fe—
Required Optional -
Log server Failover

recor (1\I1g server

® S,

Event server SQL Server

At least the following components must be installed on Node 2, which serves as the failover server.

- Management server
- Event server
- Logserver
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The following components can also be installed on Node 2:

SQL Server

You can use internal or external SQL Server instances.

To use an internal SQL Server instance, you must install SQL Server on both nodes.

When using an internal SQL Server instance, MOBOTIX HUB Management Server Failover replicates the contents of

the SQL Server databases and triggers a failover if the SQL Server instance fails.

If you have a large VMS installation, you can use an external SQL Server instance and exclude SQL Server from the
failover cluster.

In this scenario, the MOBOTIX HUB Management Server Failover solution does not monitor and replicate the SQL
Server databases.

MOBOTIX recommends regular backups of the SQL Server databases as a disaster recovery measure.

Recording Server
You can install a recording server on one or both nodes.
MOBOTIX HUB Management Server Failover does not provide failover protection for the recording server.

You must configure the failover recording server yourself.

Failover Recording Server

You can install a failover recording server on one or both nodes.

If you have limited resources, you can use the failover cluster nodes to host a recording server and a failover
recording server.

You configure the failover recording server using the MOBOTIX HUB Management Client.

For reasons of system stability, MOBOTIX recommends installing the recording server on node 2 and the failover

recording server on node 1.
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Requirements for operating a recording server or a failover recording server on the cluster nodes

Installing the recording server or failover recording server on the cluster nodes requires additional steps.
You can install a recording server or failover recording server on one or both nodes. For example, you can install the
following:

- Arecording server on node 1.

- Arecording server on node 1 and a failover recording server on node 2.

- Arecording server on Node 1 and Node 2.

Before you configure failover for the management server, consider the following:

- Environment - The nodes can run in a domain or workgroup environment.

- Failover recording server setup - If you configure a failover recording server on one of the nodes, you
must use it in a hot standby configuration.

- Encryption (optional) - To encrypt the connection between the VMS components, you must install the SSL
certificate for the recording server on the recording server. You must then enable encryption for the
recording server using the recording server's server configurator.

- Services - The MOBOTIX HUB Recording Server service and the configuration wizard for MOBOTIX HUB
Management Server Failover require port 9001 to function.

To avoid conflicts, you must either use a different port for the MOBOTIX HUB Recording Server service or

stop the service when you configure or remove it from the failover cluster.
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2 Requirements

Afew preparatory steps are required to use MOBOTIX HUB Management Server Failover.

2.1 Operating system

Install the same operating system on Node 1 and Node 2.

Supported operating systems (from MOBOTIX HUB 2025R2)

Microsoft® Windows® 10 IoT Enterprise LTSB (Long-Term Servicing
Branch) 2016

Microsoft® Windows® 11 Pro

Microsoft® Windows® 11 Enterprise

Microsoft® Windows® 11 IoT Enterprise LTSC 2024

Microsoft® Windows® Server 2016: Essentials, Standard and Datacenter
Microsoft® Windows® Server 2019: Essentials, Standard, and Datacenter
Microsoft® Windows® Server 2022: Essentials, Standard, and Datacenter

Microsoft® Windows® Server 2025: Essentials, Standard, and Datacenter

2.2 Network

The servers (Node 1 and Node 2) should be on the same subnet and have a static IPv4 address or be reserved via
the DHCP server.
You need a total of 3 IPv4 addresses

1. Nodel

2. Node2

3. Virtual IP address (communication between Node 1 and Node 2, connection address of the clients)

In addition, the use of a DNS server is recommended to ensure name resolution of the FQDNs!
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2.3 Domain or workgroup environment

2.3.1 Domain

Use the same Active Directory domain user on both nodes! (Installation user)
If the servers are located in different domains, these two domains must classify each other as trustworthy to ensure

connection and communication!

2.3.2 Workgroup

Workgroup membership Add Node 1 and Node 2 to the same workgroup

Map the hostnames of the nodes to their IP addresses
(see *1)

Add the administrators group to the administrators
role on both nodes within the MOBOTIX HUB
Management Client.

ManagementClient - Roles - Administrators

Add PREDEFINED/Administrators to the administrator
role (see *2).

Hostname mapping (if no DNS server is available)

Windows group

To ensure that you can always log in as an
Basic User administrator, add a basic user to the administrator
role of the MOBOTIX HUB (see *3).

*1: Hostname mapping

If you do not have a DNS server available to resolve the host names of Node 1 and Node 2, you must manually
assign their IP addresses to the host names.

1. OnNode 1, go to C:\Windows\System32\drivers\etc and open the hosts file as an administrator using a
text editor such as Notepad.

= o X
etc X +
& P (6] J > - Lokaler Datentriger (C) > Windows > System32 > drivers > etc etc durchsuchen Q
@ Neu M Sortieren = Anzeigen (B Details
A strt Name Anderungsdatum Typ GroBe
hosts Dat 1KB
| Galerie |D o
[) Imhosts.sam SAM-Datei 4K8B
) networks Datei 1KB
Deskt »
8 Desktop [) protocol Datei 2KB
L Downloads [ genvices Datei 12K8
o Dokumente  #
18 Bilder »
© Musik »
3 Videos »
> [ DieserPC
> 3 Netzwerk

2. Inthe section where the local host name is resolved within the DNS itself, enter the IP address of Node 2
and its host name.
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Add the IP address of Node 2 and its host name in a new line.

Depending on the system, it may be necessary to restart the server!

Repeat this step on Node 2 as well.

*2: Windows group

On Node 1 and Node 2, add the "Administrators" user group to the

In the Administrators role, click Users & Groups and select
"Windows Users."

(© MOBOTIX HUB Management Client 2025 R2
Datei Ansicht Aktion Wartung Werkzeuge ~Hilfe

& *c y - Notepad++ 1 - (m] X
Datei Bearbeiten Suchen Ansicht Codierung Sprache Einstellungen Werkzeuge Makros Ausfahren Plugins Fenster ? + v X
HHBGEalshDh|oe/ vy 2 |EE =1 EEERAc|® 0B
Binosts » &
1 # Copyright (c) 1993-2009 Microsoft Corp.
2 &
3 # This is 2 sample HOSTS file used by Microsoft TCE/IP for Windows.
4 %
S # This file contains the mappings of IP addresses to host names. Each
& % entry should be kept on an individual line. The IP address should
7 # be placed in the first column followed by the corresponding host name.
2 # The IP address and the host name should be separated by at least one
S # space.
10 #
11 # Additionally, comments (such as these) may be inserted on individual
12 # lines or following the machine name denoted by a '#' symbol.
13 #
14  # For example:
15 ¢
16 % 102.54.94.97 rhino.acme.com # source server
17 ¢ 38.25.63.10 X.acme.com # x client host
18
18 # localhost name resolution is handled within DNS itself.
20 $ 127.0.0.1 localhost
21 ¢ 2 localhost
22 |192.168.99.14 DEMOHUBO4
23

Administrators role.

H9 | oen
Site-Navigation ~ # x [|Rollen -7
£ §% DEMOHUB0X - (25.22) Name Name -
={] Grundlagen § Administrators (Administrators have co I § DEMOHUB04\Administrator Vordefiniertes Konto fiir die Verwaltung des Computers bzw. der Domane

(& Lizenzinformationen
Site-Informationen
& [E Femverbindungsdienste
B Auis One-click Camera Connection
- Server
1P Aufzeichnungsserver
#) Failover-Server
1 Mobile Server
=% Gerdte
o Kameras
& Mikrofone
@ Lautsprecher
& Metadaten
o Eingang
Q Ausgang
=53 Client
B Video Vall
{3 Ansichtsgruppen
£2 Desk Client-Profile
£2 Management Client-Profile
3 Matrix
@ Regeln und Ereignisse
Regeln
® zeitprofile
(] Benachrichtigungsprofile
R Benutzerdefinierte Ereignisse
¥ Analyseereignisse
R Generische Ereignisse
& Vebhooks
=&l Sicherheit
T Rollen
8 Basisbenutzer
= @) System-Dashboard
[] Aktuelle Aufgaben
@ Systemmonitor
[0 Schwellenvierte des Systemmonito
& Beweissicherung
[ Konfigurationsberichte
{7y Server-Protokolle
%P Nutzung von Metadaten
&, Metadatensuche
[ Zutritiskontrolle

&8 NT-AUTORITAT\Netzwerkdienst

583 Vorfalle
3 Vorfalleigenschafien
= E, Transact
] Transaktionsquellen
,,,,, Vtions dofinifionsn

Hinzdigen.. |~

9 Basisbenutzer

Site-Navigation  Hierarchie der foderalen Sites

8 ‘Windows-Benutzer

Entfernen

hQ Externer IDP @ Gesamisicherheit &2 Gerat af* PTZ @ Sprache '] Fe

Click on "Advanced."
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Benutzer oder Gruppen auswahlen

Objekityp:
Benutzer, Gruppen oder Integrierte Sicherheitsprinzipale

Objekttypen...

Suchpfad:
DEMOHUB04

Geben Sie die zu verwendenden Objektnamen ein (Beispiele):

Erwettert... OK

Now click on "Search Now."

Benutzer oder Gruppen auswiahlen (Erweitert)

Objekttyp:
Benutzer. Gruppen oder Integrierte Sicherheitsprinzipale|

Suchpfad:
DEMOHUB04

Aligemeine Abfragen
Name: Beginnt mit
Beschreibung: Beginnt mit

Deaktivierte Konten
Nicht-ablaufende Kennworter

Tage seit der letzten Anmeldung:

Pfade...

Namen Uberprifen

Abbrechen

Objekttypen...

Pfade...

Spalten

Beenden

y=7

Suchergebnisse: oK fbbrechen
Name Ordner
Select the Administrators group and click on "OK."
Benutzer oder Gruppen auswiahlen (Erweitert) X
Objekityp:
Benutzer, Gruppen oder Integrierte Sicherheitsprinzipale Objekttypen...
Suchpfad:
DEMOHUB04 Pfade...
Aligemeine Abfragen
Name: Beginnt mit Spalten
Beschreibung:  Beginnt mit
Deaktivierte Konten Beenden
Nicht-ablaufende Kennworter
Tage seit der letzten Anmeldung: 9;4
e OK Abbrechen
Name Ordner

&, Administrator  DEMOHUB04
2 Benutzer DEMOHUBO4
82 Benutzernod...  DEMOHUB04
&, DefaultAccount DEMOHUB04
2 Distributed C..  DEMOHUB04
82 Druck-Operat... DEMOHUB04
2 Ereignisprotok... DEMOHUB04
2Gast DEMOHUBO4
%Gés{e DEMOHUB04
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The Administrators group has now been successfully added to the administrator role of the MOBOTIX HUB.

@ MOBOTIX HUB Management Client 2025 R2
Datei Ansicht Aktion Wartung Werkzeuge Hilfe
H9 oen

Site-Navigation ~ 2 x [Rollen >R

(-G DEMOHUBO4 - (25.2a) Name Name - l Beschreibung
=11 Grundlagen P Administrators (Administrators have co Il @ DEMOHUB04\Admini Vordefini Konto fiir die Verwaltung des Computers bzw:. der Doméane
& Lizenzinformationen NT-AUTORITAT\Netzwerkdienst
Site-Informationen Q VORDEFINIERT\Admini: | Admini haben ankten Vollzugriff auf den Computer bzw_..

=3 B Fernverbindungsdienste

B noe A et P e i

*3: Basic user

Add a basic user to the administrator role on Node 1 and Node 2.
The user name and password must be identical on both nodes!

In the administrator role, click on Users & Groups and select
"Basic User."

(©® MOBOTIX HUB Management Client 2025 R2
Datei Ansicht Aktion Wartung Werkzeuge  Hilfe

"9 oen
Site-Navigation ~ # x JRollen R |
5§ DEMOHUB0X - (25.22) Name Name ~ | Beschreibung
&1 Grundlagen [, Admiristrators (Administrators have co - |8 DEMOHUB0S\Administrator Vordefiiertes Konto fir die Verwaltung des Computers bzw. der Domane
(&l Lizenzinformationen 6 NT-AUTORITATWetzwerkcienst
[ Site-Informationen oI haben Vollzugriff auf den Computer bz
© (@ Femverbindungsdienste

(B Axis One-click Camera Connection
=@ Server
1) Autzcichnungsserver
% Failover-Server
) Mobile Server
5% Gerite
o Kameras
& Mikrofone
@ Lovsprecher
@ Metadaten
ofo Eingang
Q Ausgang
= Client
B Video Wall
£2 Ansichisgruppen
£2 Desk Client-Profile
£ Management Client-Profile.
Matrix
&8 Regeln und Ercignisse:
Regeln
@ zeitprofile.
[ Benachrichtigungsprcfile
R Benutzerdefinierte Ereignisse
® Anslyseereignisse
R Generische Ereignisse
& Viebhooks
e Sicherheit
. Rollen
& Basisbenutzer
=@ System-Dashboard
] Aktuelle Aufgaben
@ Systemmonitor
[ Schwellenwerte des Systemmonito
& Beweissicherung
1™ Konfigurationsberichte
1) Server-Protokalle
5P Nutzung von Metadaten
R Metadatensuche
[ Zutritiskontrolle
583 Vorflle
53 Vortalligenschafien Hiafigen.. |+ Entfernen

- Ktionsquellen s ‘Windows-Benutzer
btinne Aainitinnan
e | a Basisbenutzer
Site-Navigation  Hierarchie der foderalen Sites — Q Externer DP (3 8 Gerst | P2 | @ Sprache | 24 Femauk:

Click on "New ..."

Basisbenutzer zum Hinzufligen zur Rolle auswahlen X

Benutzer wahlen:

Auswahlen  Name -

Abbrechen
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Assign a username and password for this user.
Uncheck

"Force basic user to change password at next login."

Neuen Basisbenutzer X

Benutzemame:
admin

Beschreibung:

Passwort:

Passwort wiederholen:

Status:

Aktiviert v
Abbrechen
Then click on "OK."

The user should now be selected. Then click on "OK."

Basisbenutzer zum Hinzufiigen zur Rolle auswahlen X

Benutzer wahlen:

Auswahlen  Name

OK Abbrechen

The basic user you just created is now part of the administrator role of the MOBOTIX HUB.

@ MOBOTIX HUB Management Client 2025 R2
Datei Ansicht Aktion Wartung Werkzeuge Hilfe

H9 oeh
Site-Navigation v X IRoIIen v B Iﬁ enei
(- DEMOHUBO - (25.23) Name I Name | Beschreibung
=-{1] Grundlagen % Administrators (Administrators have co 8 admin
E Lizeminforméﬁonen 8 DEMOHUB04\Admini Vordefiniertes Konto fiir die Verwaltung des Computers bzw. der Domane
Site-Informationen 8 NT-AUTORITAT Netzwerkdienst
&+ Fernverbindungsdienste & VORDEFINIERT\Admini A haben ¢ hrankten Vollzugriff auf den Computer bzw._.
[ Axis One-click Camera Connection
= Server
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2.3.3 SQL Server

When using an internal SQL Server instance, the MOBOTIX HUB Management Server Failover replicates the contents
of the SQL Server databases and triggers a failover if the SQL Server instance fails.

For large VMS installations, you can connect the Management Server to an external SQL Server instance.

Supported SQL Server versions (from MOBOTIX HUB 2025R2)

Microsoft SQL Server® 2016
Microsoft SQL Server® 2017
Microsoft SQL Server® 2019

Microsoft SQL Server® 2022

Internal SQL Server instance

You can use internal or external SQL Server instances.
To use an internal SQL Server instance, you must install SQL Server on both nodes.
When using an internal SQL Server instance, MOBOTIX HUB Management Server Failover replicates the contents of

the SQL Server databases and triggers a failover if the SQL Server instance fails.

External SQL Server instance

If you have a large VMS installation, you can use an external SQL Server instance and exclude SQL Server from the
failover cluster.

In this scenario, the MOBOTIX HUB Management Server Failover solution does not monitor and replicate the SQL
Server databases.

MOBOTIX recommends regular backups of the SQL Server databases as a disaster recovery measure.
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2.4 Additional requirements

System time: Make sure that the servers (Node 1 and Node 2) are synchronized. The use of an NTP server is
recommended for all existing servers and cameras.
Information: Time differences of as little as 5 seconds can cause problems with communication between the

servers and lead to problems with the connection to the cameras.

ICMP traffic: Allow incoming ICMP traffic through all existing firewalls.

9 Windows Defender Firewall mit erweiterter Sicherheit
Datei Aktion Ansicht ?

s 2@ E BE

@ Windows Defender Firewall mit Eingehende Regeln
Eingehende Regeln e

N,
Ausgehende Regeln . . =S _
% Verbindungssicherheitsrege @ Datei- und Druckerfreigabe (Echoanforderung - ICMPv4 eingehend)
s B Uben/vachung € Datei- und Druckerfreigabe (Echoanforderung - ICMPv6 eingehend)

PowerShell execution policy: Set the PowerShell execution policy to Unrestricted. Management Server Failover

uses PowerShell scripts to stop or start services.

Start PowerShell as an administrator and enter the following command:

Set-ExecutionPolicy -ExecutionPolicy Unrestricted

(J B Administrator: Windows Powe X SIS

Windows PowerShell
Copyright (C) Microsoft Corporation. Alle Rechte vorbehalten.

Installieren Sie die neueste PowerShell fiir neue Funktionen und Verbesserungen! https://aka.ms/PSWindows

PS C:\Users\Administrator> Set-ExecutionPolicy Unrestricted
PS C:\Users\Administrator>

This step must be performed on both nodes!

Windows Defender Advanced Threat Protection Service: Disable the Windows Defender Advanced Threat

Protection service on both nodes!

" Dienste (Lokal)
Windows Defender Advanced Name

Threat Protection Service f,\' Windows Defender Advanced Threat Protection Service

f,\' Windows Defender Firewall

Den Dienst starten
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3  Configuration Management Server Failover

3.1 Preparation Node 2 (secondary failover server)

Once the MOBOTIX HUB has been successfully installed, the configuration of the management server failover on

node 2 (secondary) is started.

To do this, right-click on the Management Server taskbar icon -> Configure Management Server Failover

Stop Management Server Service
Show status messages...

Change system configuration password settings

Configure Management Server Failover
Server Configurator...

Change license...

Restore configuration...

Select shared backup folder...

Help...

About...

Exit Management Server Manager

~AB VPO Oy 75

Now select "Configure the secondary computer"

O HUB Management Server Failover

MOBOTIX

Select the step in your configuration flow

Prepare the secondary computer before you prepare the primary computer.

o Configure the secondary computer
Prepare the secondary computer before you prepare the primary computer.

( : ) Configure the primary computer
Prepare the primary computer and establish a connection with the secondary computer.

Help Continue Cancel

Confirm the following message with "Confirm."

Before you continue

Please confirm that the following tasks are completed:
! . Install the following HUB VMS components:
« HUB Management Server
« HUB Log Server
« HUB Event Server
« HUB Management Server Failover 2025 R2

Make a backup of the existing management server configuration.

Schedule a downtime. You will lose access to the management
server during the configuration.

ETH Confirm Cancel
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In this example, we are within a workgroup and are not using server certificates!

If you are not using server certificates, select "HTTP (Non-secure)".
If you are using server certificates, select "HTTPS (Secure)".

O HUB Management Server Failover - secondary computer X

MOBOTIX

Select connection protocol
Use the same connection protocol on the primary and the secondary computer.

() HTTPS (Secure)
MOBOTIX recommends that you use a secure connection between the two computers.

© HTTP (Non-secure)

Help Continue Cancel

Click "Continue."

Now assign a password for the Management Server Failover WebLogin.
The password must be identical on both nodes!

(O HUB Management Server Failover - secondary computer X

MOBOTIX

Set a password for authentication

To log in to the failover web console, you need to set a password for the admin user. Enter identical passwords
for authentication on the primary and the secondary computer.

User name:
admin

Password:

Confirm password:

Cancel

Help

The secondary failover server is now set up

O HUB Management Server Failover - secondary computer X

MOBOTIX

Preparing secondary computer...

Continue Cancel
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Once the secondary failover server has been prepared, the configuration must be continued on Node 1.
Leave this window open on Node 2 for now and switch to Node 1 (primary).

O HUB Management Server Failover - secondary computer

X
MOBOTIX

Preparation of the dary P ded

Open this wizard on the primary computer to continue the configuration.

Return to this computer to finish the configuration.

[J) I have already configured the primary computer.
Not configuring the primary computer will result in configuration failure.
Continue Cancel
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3.2 Configuration Node 1 (Primary Failover Server)

Once the secondary failover server (Node 2) has been prepared, the primary failover server (Node 1) must now be

configured.

To do this, switch to your primary failover server (Node 1).

To do this, right-click on the Management Server taskbar icon -> Configure Management Server Failover.

Stop Management Server Service
Show status messages...

Change system configuration password settings

Configure Management Server Failover
Server Configurator...

Change license...

Restore configuration...

Select shared backup folder...

Help...

About...

Exit Management Server Manager

~ @8 U B U@ ¥ o

Now select "Configure the primary computer."”

CF

08:03
11.12.2025

If you are using an external SQL Server, check the box next to "Use an external SQL Server."

O HUB Management Server Failover

MOBOTIX

Select the step in your configuration flow

Prepare the secondary computer before you prepare the primary computer.

(O Configure the secondary computer
Prepare the secondary computer before you prepare the primary computer.

O Configure the primary computer
Prepare the primary computer and establish a connection with the secondary computer.

[CJ Use an external SQL Server

Help Continue

Now click on "Continue."
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Confirm that you have prepared the secondary failover server by clicking "Confirm."

Confirm that you have prepared the secondary computer

If the secondary computer is not prepared, the failover management server configuration will fail.

A
=

In this example, we are within a workgroup and are not using server certificates!

If you are not using server certificates, select "HTTP (Non-secure)".
If you are using server certificates, select "HTTPS (Secure)".

This setting must be identical to the configuration of Node 2!

O HUB Management Server Failover - primary computer X

MOBOTIX

Select connection protocol
Use the same connection protocol on the primary and the secondary computer.

O HTTPS (Secure)
MOBOTIX recommends that you use a secure connection between the two computers.

© HTTP (Non-secure)

Help Continue Cancel

Now define the storage location for the SQL databases and log files.

If you have performed a standard installation of SQL Server, you do not need to adjust anything in this menu,
unless you have changed the storage locations for SQL databases and/or logs, or the SQL installation was not

performed using the default path.

O HUB Management Server Failover - primary computer X

MOBOTIX

Specify the locations of the SQL Server data and log files

If you use the default folder names and locations of the SQL Server data and log files, select Continue. If you have
renamed or moved the folders, select the check box to browse for the locations.

The locations must be identical on both computers.

[C) Data and log files are stored in renamed or custom folders. Let me browse for them.

Cancel

Help

Click on "Continue."

© MOBOTIX AG www.mobotix.com Vertraulich / Confidential
MOBOTIX_HUB_ManagementServerFailover_HowTo_260105_EN.docx .docx « 12/30/2025 « MaCei « Pagel9 / 34

MOBOTIX



MOBOTIX HUB Management Server Failover

Now enter the address of the secondary failover server (Node 2).
The FQDN is recommended for this! The host name or IP address can also be used.

In addition, select the license file you received.
If you do not use a license file, the management server failover will stop after 3 days!

Enter a free IP address located in the same network under "Virtual IPv4 address"!
This virtual IP address will subsequently be used as the management server address!

O Hus Management Server Failover - primary computer X

MOBOTIX

Connect to the secondary computer
Enter the following system information to establish a connection to the secondary computer:

Secondary computer's FQDN (recommended), host name, or IPv4 address:
DEMOHUB0S

Failover license:

Browse

Virtual IPv4 address:

192.168.178.249

Help Continue Cancel

Confirm with "Continue" that you are using the same license on both nodes!

Add a failover license on this computer

You must use the same license on the secondary computer.
\
If you do not add a license, the Management Server service stops after three days.

o

Now assign the same password as before on Node 2 for the Management Server Failover WebLogin.

O HUB Management Server Failover - primary computer X

MOBOTIX

Setap d for auth

To log in to the failover web console, you need to set a password for the admin user. Enter identical passwords
for authentication on the primary and the secondary computer.

User name:
admin

Password:

axxrRRRERRRR

Confirm password:

xnnxnnnl

Help Continue Cancel
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The primary failover server (Node 1) is now configured.

O HUB Management Server Failover - primary computer X

MOBOTIX

Preparing primary computer...

Continue Cancel

After a short time, the configuration of the primary failover server is complete and you will receive the following
message.

QO Hue Management Server Failover - primary computer X

MOBOTIX

Confi ion of primary P

Return to your secondary computer and select "Continue” to finish the configuration.

You can now close the wizard on this computer.

License information:
Host: demohub02 NO license : Demo 3 days

Close

Now click "Close."

Now switch back to the secondary failover server (Node 2).
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3.3 Completing the configuration

Once you are back on Node 2, you can check the box
"I have already configured the primary computer."

O HUB Management Server Failover - secondary computer

MOBOTIX

Preparation of the secondary computer succeeded
Open this wizard on the primary computer to continue the configuration.

Return to this computer to finish the configuration.

(]

Not configuring the primary computer will result in configuration failure.

Help

Continue Cancel

Click on "Continue."

Now select the same license file as on the primary failover server (node 1).

If you do not select anything here, as on Node 1, the management server failover will terminate after 3 days!

O HUB Management Server Failover - secondary computer X

MOBOTIX
Add a failover license on this computer

You must use the same license on the primary and secondary computers.
If you do not add a license, the Management Server service stops after three days.
Failover license:

Browse

Help

Cancel

Click on "Continue."
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The configuration is now complete.

O HUB Management Server Failover - secondary computer

Completing configuration...

MOBOTIX

Continue Cancel

After a short time, the configuration of the management server failover will be successfully completed.

O HUB Management Server Failover - secondary computer

X

MOBOTIX

Confi : lotod

9 P fully

To complete the setup of HUB Management Server Failover 2025 R2, register the recording server and other

remote servers with the Virtual IP address of the failover management server.

Close the wizard to launch the web console.

License information:

Host: demohub04 NO license: Demo 3 days

Help

Click on "Close."

Close

The MOBOTIX HUB services are set to "Automatic" without Management Server Failover configuration.
Since the management server failover now determines when the services are started and stopped, they are set to

"Manual" after installation. (Do not change this!)

~.‘,;"; MOBOTIX HUB Data Collector Server
‘€1, MOBOTIX HUB Event Server

‘€, MOBOTIX HUB Log Server

‘€ MOBOTIX HUB Management Server
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4 Management Server Failover Web Console

After installation, you will see a new icon on your desktop

"HUB Management Server Failover 2025R2 Web Console".

Start the application.

HUB Management
Server Failover 2025
R2 Web Console

The Management Server Failover Web Console can be accessed at the server's URL, including port 9010.

Now enter the following user data:
User name: admin
Password: The password you assigned during installation!

v fm HUB Management Server Failo. X ar

Cc A\ Nicht sicher  minipc:9010

User name | |

Password | |

You will now see an overview page of the Management Server Failover.

© @ dusert/Conra x + - o x
« © A Nihtsicher  minipeS010/controLand_moritor s x © i
ClustorConfig n

@ Control  © Monitoring

Pl o eret Videoos at node1 hitp://minipc:9010/nodes/nodet  Demo License 3 Days
~  nodet PRIM  uptodate Resources ModuleLog  Application Log ~ CommandsLog  Information
~  node2 SECOND uptodate Module state ® Checkers O File replication O Failover rules O All resources.
Custom checker
app_pool_check Custom chacker w 20251248 145136
Heartbeat link
flow Heartbeat ik w 20251218 143358

Heartbeat interface

flow w 20251218 143356
Interface checks

10230 w 20251248 145141
1o checker

192:168.476.249 w 20251248 145141

Monitored process

w 2025218143358

w 2025218143356

w 20251248 143941
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At the top left, you will see the current status of the two nodes and their status.

Node 1 is defined as Primary (PRIM) and the configuration (database) is up to date
Node 2 is defined as secondary (SECOND) and the configuration (database) is up to date

Cluster Configuration - cluster1

@ Control  © Monitoring

v videoos - cluster1

v nodel PRIM

v node2 SECOND uptodate

If you now click on the Management Server taskbar icon and then on "Server Configurator...", you can view the

new Management Server address (virtual IP address).

Stop Management Server Service
Show status messages...

Change system configuration password settings

Configure Management Server Failover
Server Configurator...
Change license...

Restore configuration...

Select shared backup folder...
Help...
About...

Exit Management Server Manager

~ @8 U B @ s ow

14:59
18.12.2025

Under "Servers are being registered," you will now see that the new management server address is the virtual IP

address you specified.

® MOBOTIX Server Configurator
Verschlisselung o .
Server werden registriert

Server werden registriert ter VMS

Sprachauswahl

http://192.168.178.249/

ing kann ir

n Situationen

verwalten Sie die

© MOBOTIX AG www.mobotix.com Vertraulich / Confidential

MOBOTIX_HUB_ManagementServerFailover_HowTo_260105_EN.docx .docx « 12/30/2025 « MaCei « Page25/ 34

MOBOTIX



MOBOTIX HUB Management Server Failover

5 Activate module system start

You have the option of starting the management server failover automatically.

To do this, click on Node - Admin - Configure boot start

v videoos - cluster1

v  nodel

(» Start
(® Stop

Restart
Swap

Expert >
Admin >
Support >

PRIM not uptodate

SECOND uptodate

Configure boot
start

Errd suspend
Errd resume

Checker off
Checker on
Failover off
Failover on
Now select "enabled" and then click on "Confirm."
Module videoos %

Module start at boot time
@®@enabled

Odisabled

Cancel

The management server failover will now start automatically after a system restart.
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6 Node start after failover

After a failover, you must manually start the failed node.

To do this, click on the node that failed and then click "Start."

v videoos - cluster1

R STOP not uptodate

" ® Start

(®) Stop
) Restart

Swap

ALONE uptodate

Expert >
Admin >
Support >

Since the MOBOTIX HUB services are set to "manual,"” the respective node must also be started so that all MOBOTIX
HUB services start again.

6.1 Node swap to original state

IMPORTANT: After a failover has taken place, the failed server is assigned "SECOND" to prevent another short
failure.

However, you can manually change the assignment back to its original state.

To do this, click on Node 2 and then on "SWAP."

v videoos - cluster1

v nodel SECOND uptodate

v  node2 PRIM uptodate

() Start

(®) Stop
Restart
Swap

Expert >
Admin >
Support >
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Now click on "Confirm."

Module videoos x

Swap primary and secondary nodes ?

The current primary server (Node 2) is now shut down.

v videoos - cluster1

v nodel SECOND uptodate

v node2 PRIM not uptodate

Node 2 is now assigned the status "WAIT" and Node 1 "ALONE."

v videoos - cluster1

v nodel ALONE uptodate

v node2 WAIT not uptodate

After the swap has been performed, Node 1 will receive the status "ALONE."

v videoos - cluster1

v node1 ALONE uptodate

v node2 WAIT not uptodate

Node 2 is now declared as the secondary server and receives the status "SECOND."

v Vvideoos - cluster1

v node1 ALONE uptodate

v node2 SECOND not uptodate
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Once the swap is complete, the primary and secondary assignments will be back to how they were during the initial
setup!

v videoos - cluster1

v nodel PRIM uptodate

v node2 SECOND uptodate
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7 Function test

7.1 Deactivation of the management server service

To test the function, the management server service can be deactivated so that it can no longer be started and the

failover takes effect.

To do this, first stop the management server service on Node 1.

C«, Dienste
Datei Aktion Ansicht 7

E o= HmE > nw
. Dienste (Lokal)

~

MOBOTIX HUB Management Name
Sesver :€). MOBOTIX HUB Data Collector Server
@:& MOBOTIX HUB Event Server

Den Dienst beenden
Den Dienst neu starten

€. MOBOTIX HUB Log Server

Q MOBOTIX HUB Management Server

Then set the service to "Disabled."

Eigenschaften von MOBOTIX HUB Management Server (Lokaler Co... X
Aligemein  Anmelden Wiederherstellung  Abhangigkeiten

Dienstname: MOBOTIX HUB Management Server
Anzeigename: MOBOTIX HUB Management Server

Beschreibung: Manages_ communication, configuration and log-data a
or associated recording servers —

Pfad zur EXE-Datei:
"C:\Program Files\MOBOTIX\HUB Management Server\VideoOS.Server.S¢

Starttyp: Deaktiviert N

Dienststatus: Wird ausgefuhrt
Starten Beenden Anhalten Fortsetzen

Sie konnen die Startparameter angeben, die ubemommen werden sollen,
wenn der Dienst von hier aus gestartet wird.

Startparameter
et | St

After a short time, Node 2 will take over the functions, as Node 1 is no longer available.

© MOBOTIX AG www.mobotix.com Vertraulich / Confidential M O B OT I x
MOBOTIX_HUB_ManagementServerFailover_HowTo_260105_EN.docx .docx « 12/30/2025 « MaCei « Page30 / 34



MOBOTIX HUB Management Server Failover

7.2 Stop MOBOTIX HUB services (stop node)

Within the Management Server Failover Web Console, you can click on Node 1 and then select "Stop."

v videoos - cluster1

—ncdad PRIM uptodate

" ® Start

Sto

- I SECOND uptodate
Restart
Swap

Expert >
Admin >
Support >

Now click on "Confirm."

Module videoos b 4

Stop on node1 ?

Confirm Cancel

The status of Node 1 will now change from green to magenta and the database will be set to "not uptodate”
status.

v videoos - cluster1

v nodel PRIM not uptodate

v node2 SECOND uptodate

The MOBOTIX HUB services are now terminated!
The following services are terminated: Management Server, Event Server, Log Server, Data Collector

W #5 oeu 7 ) 18.12.125(;;;

Once the services have been terminated, the status of Node 1 is set to "WAIT."
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Node 2 is now set to "ALONE" status because Node 1 is shut down or offline.

v videoos - cluster1

v node1 WAIT not uptodate

v node2 ALONE uptodate

Node 1 is now completely stopped and receives the status "STOP".
Node 2 is now declared "ALONE" because Node 1 is offline.

v videoos - cluster1

v node1 STOP not uptodate

v node2 ALONE uptodate

AllMOBOTIX HUB services are now online on Node 2, which now takes over the tasks of the primary server.

@ 0 B #5 Deu (9 ) T

18.12.2025

Torestart Node 1, click on Node 1 and select "Start."
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v videoos - cluster1

wedamnsind STOP not uptodate
(® Start
(=) stop
- ALONE uptodate
Restart
Swap
Expert >
Admin >
Support >
Click "Confirm" to start Node 1.
Module videoos ®

Start on node1 ?

Confirm Cancel

Node 1 will now be restarted.

Command start -m videoos b 4

Command running on node1

¢ Please wait

Node 1 will now receive the status "WAIT."

v videoos - cluster1

v node1 WAIT not uptodate

v node2 ALONE uptodate

In the next step, Node 1 will receive the status "SECOND."
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v videoos - cluster1

v nodel SECOND not uptodate

v node2 ALONE uptodate

Once all MOBOTIX HUB services are back online on Node 1, the database is synchronized and Node 1 receives the
status "SECOND" "uptodate."

v videoos - cluster1

v nodel SECOND uptodate

v node2 PRIM uptodate
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