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VANGUARD SOLUTION - CYBER MANAGEMENT SYSTEM

—arly detection, warning and prevention of cyber threats
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REALTIME
DETECTION
of cyber security
attacks

DETAILED ALERTS
to understand root
cause and incident

analysis

NOT
HACKABLE
isolated from
the network

FORENSIC
capability with
historical
traffic analysis

NETWORK
INVENTORY
and statistics

CONSTANT

MONITORING

of network edge
devices

DEVICE MACHINE-LEARNING
PROFILING ALGORITHMS
to detect immediately to automatically identify
changes in behavior network elements

VISUAL
NETWORK
MAPPING

DEEP PACKET
INSPECTION
to monitor all the traffic
at the deepest level

Nelysis develops a unique system, enabling early detection, warning and prevention of

Systems network architecture

Vanguard Advanced - Vanguard solution with the ability to control and manage the existing
network switches for immediate prevention purposes. In addition, it sends alerts to the
existing management system

Vanguard Protector - Vanguard Protector is a USB Control that provides control on USB
drives as well as mobile data protection, helping to protect and assess personal and
company data transfers and minimize privacy risks. Can be installed as stand alone
solution or with Vanguard Advanced

Video Server

Nelysis Network
Security Network

Vanguard Monitoring - The Vanguard system supports Syslog and SNMP protocols to
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PROPRIETARY
DATABASE
of vendor vulnerabilities

cyber threats on Physical Security and Control Systems networks.
Vanguard system identifies and visualizes all network elements and it is capable to detect ‘— » L » L‘
and identify a wide range of malicious activities I L | |
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Vanguard Pro - Non-Intrusive solution, based on the existing Physical Security/Control Vanguard Colector \—\ u L
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receive different types of logs and event information sent by network elements
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NEXT GENERATION CYBER SECURITY
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INTEGRATION
with popular edge
security devices
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Vanguard Cyber
Management



